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Evaluating Component Reliability in Safety Applications through Failure Analysis
Kaushik Krishnamurthy

Lakshmi Narasimhan Venkata Ramanan
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Abstract

This master’s thesis project addresses the critical role of component reliability in
safety-critical system design, lling a substantial gap in existing research. It inves-
tigates a speci ¢ power distribution scenario presented by Volvo Cars, focusing on
mitigating reverse current ow between two power supplies. Two design approaches
are considered: one featuring an 1SO 26262 non-compliant ideal-diode controller
(LM74700) and the other incorporating a compliant alternative (STPM801). The
study assesses the impact of component reliability through failure-analysis tech-
niques, such as, failure modes, e ects, and diagnostic analysis (FMEDA) and fault
tree analysis (FTA), which calculates key safety hardware metrics per 1SO 26262
single point fault metric (SPFM), latent fault metric (LFM), and probabilistic
metric for random hardware failure (PMHF). Findings indicated that the LM74700
resulted in a less reliable system in context of latent faults when compared with the
system that used STPM801.
While the non-compliant indicated to be less reliable due to lack of internal safety
mechanisms, the rationale for choosing non-compliant components over compliant
ones hinges on the speci ¢ application’s needs, considering complexity, 1ISO 26262
compliance, and design exibility. The insights in this thesis project provide valuable
guidance for engineers and stakeholders grappling with the intersection of safety and
hardware design. Future research directions encompass comparisons between non-
compliant designs with external safety mechanisms and practical veri cation tests
to bridge theoretical and empirical outcomes, facilitating practical applications in
safety engineering.

Keywords: 1SO 26262, hardware circuit design, functional safety, safety analysis,
failure analysis, SPFM, LFM, PMHF, FMEDA, FTA
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Introduction

The advancements in automotive technologies in the recent past have resulted in
vehicles becoming increasingly complex with their interconnected systems and au-
tomation [1]. As the dependence on technology grows further, the importance of the
safety and reliability of the vehicle is more relevant now than ever before, particularly
with the vast amount of electrical and electronic (E/E) systems used to determine
the functional behavior of the vehicle. Any issue or failure in these electronic sys-
tems can potentially lead to a hazardous situation for the driver and the passengers.
To tackle this problem, many safety mechanisms have been put in place from safety
belts to airbags, anti-lock braking systems, automatic emergency brakes and so on.
Even with these technologies in place, close to 1.3 million casualties occur annually
due to automobile accidents [2]. The discussion on improving safety standards for
automotive vehicles led to the International Organisation for Standardization (ISO)
to o cially release the road vehicles functional-safety standard 1SO 26262 in 2011
and a second edition followed in the year 2018 [3].

ISO 26262 is an international standard for the functional-safety of E/E systems in
road vehicles. The standard de nes the safety life-cycle of electronic systems in ve-
hicles, including hazard and risk analysis, safety requirements speci cation, design
and implementation, veri cation and validation and, production and operation. It
also speci es the roles and responsibilities of di erent stakeholders involved in the
development process, including the original equipment manufacturers (OEMS), sup-
pliers, and engineering service providers. It aims to ensure that electronic systems in
vehicles are designed and tested to meet speci c¢ safety requirements, including the
prevention of accidents and minimising the risks of injury or damage in the event of
an accident.

ISO 26262 is widely recognised and adopted by the automotive industry, and is
becoming increasingly important as vehicles become more autonomous and rely
more on electronic systems. Compliance with the standard is often a requirement
for suppliers and OEMSs working in the automotive industry, and is seen as a way
to enhance safety and ensure compliance with legal and regulatory requirements.

1.1 Background
In the eld of automotive engineering, functional-safety plays a crucial role in the

overall safety of the vehicle. Since the time of its introduction in 2011, ISO 26262
series of standards has striven to provide the best set of guidelines to build a safe
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1. Introduction

and reliable vehicle. In 2018, a second edition of the 1ISO 26262 was introduced with
added chapters to the di erent parts of the series of standards. A new chapter in ISO
26262 part 8, clause 13 discusses about reliability of hardware elements in safety ap-
plications. As per the standards, to build a safe and reliable system, the components
used to build the E/E architecture should also be reliable. One way to achieve this is
to develop the component as per the development process detailed in the standards.
For the purposes of the thesis project, these components will be called 1SO 26262
compliant components or just compliant components. The standards also provide
details on ways to use components that have not been developed as per the ISO
26262 in safety applications. For the purposes of this project, these components will
be termed 1SO 26262 non-compliant components or just non-compliant components.
While there have been numerous research papers that have explained di erent ways
to implement safe systems as per the ISO 26262 guidelines, they do not speci cally
explore the reliability of the components being used in their designs. The related
work in the eld of this thesis project is elaborated in Section 1.2.

For the purposes of this thesis project, a power-distribution solution is considered
as it is an integral part of building a vehicle. Power distribution plays a crucial role
in ensuring the safe operation of modern vehicles. It is a safety critical functionality
that needs to be developed with high integrity and reliability. For this purpose,
Volvo Cars has proposed to analyze a hardware design that provides safe and reliable
power source to a zone controller, from a safety perspective. Zone controllers are
critical components in the vehicle with wide range of functionalities ranging from
power distribution to managing resources between electronic control units (ECUs),
sensors and actuators.

1.2 Related Work

This section focuses on the related works that discuss safety-oriented hardware de-
sign. The section is mainly divided into two parts. The rst part discusses the
di erent works that have been pursued for performing failure analysis. The second
part discusses papers that have implemented a power-distribution solution using the
safety standards described in 1SO 26262.

1.2.1 Related Works on Failure Analysis

The research done on failure analysis mainly addresses the determination of random
hardware failures and performing safety analysis through methods such as fault tree
analysis (FTA), dependent failure analysis (DFA), failure modes and e ect analysis
(FMEA) and so on. As per ISO 26262, failures can be classi ed into systematic
failures and random failures. Systematic failure is de ned in ISO 26262 as, "fail-
ure related in a deterministic way to a certain cause, that can only be eliminated
by a change of the design or of the manufacturing process, operational procedures,
documentation or other relevant factor". Random hardware failure is de ned in
ISO 26262 as, "failure that can occur unpredictably during the lifetime of a hard-
ware element and that follows a probability distribution”. One main factor that
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1. Introduction

determines the random hardware failures is the hardware metrics de ned in ISO
26262 standards. These hardware metrics include the probabilistic metrics for ran-
dom hardware failures (PMHF), single point fault metric (SPFM) and latent fault
metric (LFM) [4].

In [5], the authors propose an 1ISO 26262 Automotive Safety Integrity Level (ASIL)
oriented hardware design framework using an example of autonomous emergency
braking (AEB) system. ASIL is a risk classi cation scheme used in the automotive
industry. A detailed explanation of ASIL is provided in Section 2.2. The authors
propose an FTA-based weak point analysis to e ectively apply safety mechanisms
to the system design that can be used to design a system of any ASIL integrity. The
paper focuses on calculating the PMHF, which is a concept used to quantify the like-
lihood and impact of random hardware failures in a system. It is used to evaluate the
reliability of di erent hardware components, as well as to assess the overall reliability
of a system. While the proposed FTA method in the paper is useful to calculate the
PMHF values, the authors are yet to improve the method for calculating the other
hardware metrics that are stated in ISO 26262. There are other quantitative and
qualitative methods that help in evaluating the SPFM and LFM hardware metrics
such as failure mode, e ect and diagnostic analysis (FMEDA), timing analysis and
DFA which are discussed in [6]. This paper presents a comprehensive introduction
to the basic concepts of functional-safety analysis and optimization. The authors
also present the impact of the di erent design methodologies on design and veri -
cation of safety applications by addressing the various types of failure analysis used
to determine the hardware metrics of the system.

The authors of [7] present a novel approach for automotive system safety analy-
sis, focusing on FMEDA. This method employs model-based techniques, such as
meta-modeling and code generation, to streamline FMEDA processes. Model-based
development (MBD) reduces complexity, promotes standardization, and boosts pro-
ductivity by leveraging models and model technologies to elevate the level of abstrac-
tion in the development of applications. Meta-models serve as an additional layer of
abstraction, emphasizing the characteristics of models and de ning the connections
among their constituent elements. These techniques enhance consistency and save
up to 60% of e ort compared to manual methods. It includes reusable failure-modes
database, interface adapters for component interrelations, and improves data main-
tainability and correction implementation. Additionally, the approach introduces a
veri cation aspect through simulation-based failure propagation analysis. While it
reduces manual tasks, elementary component analysis remains necessary, with plans
to integrate fault injection experiments for further automation.

For the purpose of this thesis project, we rely on the quanti ed FTA and FMEDA
methods to address failure analysis. The referenced papers provide a comprehensive
and insightful understanding of quanti ed FTA and FMEDA. However, the tradi-
tional approach of these techniques have been considered for this thesis project.
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1.2.2 Related Works on Power Distribution in Safe Appli-
cations

Power distribution in automotive safety applications is crucial in ensuring the safe
operation of modern vehicles. In recent years, researchers and engineers have been
working on developing new technologies and techniques to improve the reliability,
e ciency, and safety of power-distribution systems. In [8], the authors show the
current developments in power supply systems for electronic fuse applications having
a 12V and 48V power bus. The paper presents the rise of E/E concept in contrast
with the traditional hardware oriented design approach. The E/E architecture is
a more software-oriented design that uses zone controllers which interacts with the
ECUs based on their placement in the vehicle. This architecture was found to have
a higher voltage and current rating, higher sensing precision, usage of augmented
digital processing and non volatile memory.

While the implementation of E/E systems has been on the rise, integrating hardware-
software interface (HSI) with their power input is still dependent on the power supply
system that is shared across the vehicle. Any failure in the power distribution can
lead to critical situations. In [9], the importance of having requirements on safety-
related availability (SaRA) of power-supply systems is explored. The paper evalu-
ates the similarities and di erences between these SaRA requirements, fail-passive
behavior and fail-active behavior. It proposes that, along with fault tolerance mea-
sures, fault prediction and fault avoidance also need to be considered. It provides
a comprehensive methodology on dealing with SaRA for power supply from failure
analysis, fault detection, to design considerations for safety mechanisms in the con-
text of 1SO 26262. The paper aims to standardize functional-safety concepts in the
power-supply domain.

The same authors have also worked on another paper, [10], that provides guidelines
on developing a safe power-supply system. The main objective of this paper is to
provide a standard approach to design and ensure safety in power-supply systems.
The authors discuss the trends in electri cation and automation in the industry and
state that, in order to ensure safety in power supply, three main safety requirements
are to be considered for power input: the power sources, the distribution through
wiring harness and the freedom from interference (FFI) between safety and non-
safety relevant loads. FFI, as de ned in 1SO 26262, is the ’absence of cascading
failures between two or more elements that could lead to the violation of a safety
requirement’. Overall, the paper gives a deep insight and gives useful suggestions on
developing power-supply systems.

1.2.3 Research Gap

In this thesis project, the main focus is on determining the impact of using 1SO
26262 compliant and 1SO 26262 non-compliant components in designing the safe
power-distribution. 1SO 26262 standards provide certain guidelines, design recom-
mendations and the evaluation methods to ensure that non-compliant components
can be used to achieve a safety goal. However, in the process of understanding
the previous works, we found that there is a lack of research papers that address

4



1. Introduction

reliability of components being used in safety applications. To address this gap in
the open literature, this thesis project aims to contribute to understanding the issue
better.

1.3 Problem Statement

While performing the literature survey, it was found that there were multiple safe
power-distribution solutions proposed, that comply with ISO 26262. However, the
research papers fail to address whether the components that are being used have been
developed in accordance with the standards. Component selection is an important
factor to be considered during hardware design. In the automotive industry, high
ASIL ECUs are extremely important and the components selected for designing such
ECUs are preferred to have been designed, tested and analysed for potential faults
as per 1SO 26262 standards.

When a component is not developed as per 1ISO 26262 standards, there is a chance
that the supplier has not performed the failure analysis in depth, which could lead
to failures in the system that can potentially violate the safety goals. These compo-
nents do not have extensive safety documentation done to qualify them for use in
safety applications as compared to the components developed as per the standards.
However, Part 8 Clause 13 of 1SO 26262 speci cally discusses the methods to ap-
proach using such components in safety applications. The standards do not restrict
designers from considering to use non-compliant components for safety applications.
Instead, the standards suggest for the components to meet certain requirements and
additional testing, to be quali ed for use in safety-critical systems. In the automo-
tive industry, this is generally done by the supplier who designs and manufactures
the component. This analysis is then provided to the OEMs for their safety analysis
of the system.

In this thesis project, the aim is to assess if component reliability is an important
factor to consider while designing safe systems. To realize this, Volvo Cars has
proposed to analyze a hardware design that provides safe and reliable power source
to a zone controller, from a safety perspective. For the purposes of this thesis
project, the goal is to provide power to an ASIL D System Basis Chip (SBC) that
monitors the microcontroller within the zone controller. The concept of ASIL levels
is discussed in section 2.2. To achieve ASIL D in the power-distribution functionality
of zone controllers, a comprehensive failure analysis needs to be performed on the
requirements and design to understand the possible failures that can occur within
the system.

The design is implemented to have a redundant power source for power supply
to zone controller. To ensure that the redundant power supply implementation
does not lead to a current ow between the supplies, reverse current protection is
required. In pursuit of this objective, the thesis involves the development of two
distinct systems focused on reverse current protection. To achieve this, diodes can
be used to block current from owing in opposite direction. However, diodes have
a higher forward voltage drop (typically 0:7 V) compared to the voltage drop in an
ideal diode controller. Therefore, an ideal diode controller is used for reverse current

5
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protection.

One design chosen for this project incorporates compliant ideal-diode-controller
while the other utilizes non-compliant ideal-diode-controller. The main focus of
analysis will be the probabilistic metrics values obtained for random hardware fail-
ures to occur in the proposed designs and compare the results. The results are
expected to indicate the signi cance of using compliant and non-compliant compo-
nents in safety systems.

1.4 Research Questions

Based on the problem statement, the following research questions are answered in
this thesis report.

1. Why is evaluating component reliability required while designing safety-critical
systems?

2. What methodologies can be employed to conduct failure analysis and subse-
quently assess the reliability of components in a system?

3. How does the utilization of ISO 26262 compliant and non-compliant compo-
nents in uence the overall reliability of a system in the context of safety-critical
applications?

4. What are the practical considerations and methodologies for the integration
of non-compliant components in safety-critical systems while maintaining or
enhancing overall system safety and reliability?

1.5 Thesis Outline

This section provides insight to the contents of the coming chapters. Chapter 2 pro-
vides the theoretical foundations of hardware design for safety-critical applications
as per 1SO 26262. It also provides an insight to terms and techniques used within
the automotive industry for functional-safety. Chapter 3 explains the research ap-
proach, tools used in the thesis project, scope limitations and assumptions. Chapter
4 focuses on the design of the circuits using non-compliant component and compli-
ant component for failure analysis, including technical safety concept, components,
design considerations and the failure analysis. Chapter 5 presents the results ob-
tained from the analysis of both designs. It also discusses the interpretations and
implications of the results obtained. Chapter 6 summarizes the research objectives,
methodology, major ndings, and contributions. It also discusses limitations, future
of scope of the research and nal re ections on the thesis project.
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Theory

In this chapter, the theoretical concepts used in this thesis project are explained.
The chapter is mainly focused on the topics that contribute to understanding the
di erent aspects of hardware design. Firstly, ISO 26262 standard and its parts are
explained. The concepts of ASIL is then discussed in detail, followed by information
on the types of failures, bathtub curve and other failure analysis terminologies. A
brief overview of the power-distribution design recommendations by ISO 26262 is
then provided. Finally, the di erences between ISO 26262 compliant and I1SO 26262
non-compliant components and their corresponding failure analysis are discussed.

2.1 Functional Safety and 1SO 26262

Functional safety in vehicles refers to the ability of a vehicle’s electronic systems
to operate safely, reliably, and consistently under all foreseeable conditions. It in-
volves the use of engineering techniques and safety measures to minimize the risk of
accidents or injuries resulting from malfunctions or failures in a vehicle’s electronic
systems. The automotive industry has established several standards for functional
safety, including the 1SO 26262 standard, which provides a framework for managing
the safety of automotive electrical and electronic systems throughout their entire
lifecycle, from design and development to operation and maintenance.

The 1SO 26262 standard is a risk-based safety standard that is derived from IEC
61508 and applies to E/E systems in production vehicles. It covers all of the func-
tional safety aspects of the entire development process, including requirements spec-
i cation, design, implementation, and integration. The standard is critical for au-
tomotive product development. The OEMs, their suppliers, and developers of auto-
motive components, all need to comply with it while designing and manufacturing
a road vehicle. The standard is divided into twelve parts, each covering a di erent
aspect of functional safety in road vehicles. Figure 2.1 shows an overview of the 1SO
26262 series of standards. A brief explanation of each part is given below:

1. Vocabulary: This part de nes the terms and concepts used throughout the
standard.

2. Management of functional safety: This part covers the management processes
and requirements for ensuring functional safety throughout the product life
cycle.

3. Concept phase: This part covers the development of the concept for the prod-
uct and its functional safety requirements.
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1. Vocabulary

2, Management of functional safety

‘ 2-5 Overall safety management

| ‘ 2-6 Project dependent safety management

2-7 Safety management regarding production,
operation, service and decommissioning

3. Concept phase

‘ 3-5 Item definition

3-6 Hazard analysis and risk
assessment

‘ 3-7 Functional safety concept ‘

4. Product development at the system level

Production, operation,

eral topics for the product

ment at the system level and testing

4-7 System and item integr,

service and
decommissioning

afety concept |

| 4-8 Safety validation

7-5 Planning for production,
operation, service and
decommissioning

| 7-6 Production

12. Adaptation of ISO 26262
for motorcycles

12-5 General topics for adaptation
for motorcycles

7-7 Operation, service and
decommissioning

12-6 Safety culture

12-7 Confirmation measures

12-8 Hazard analysis and risk

) the prog
softwarel

assessment

12-9 Vehicle integration and
testing

12-10 Safety validation

of the hard
trics .

verification

8. Supporting processes

8-14 Proven In use argument

8-15 Interfacing an application that is out of scope
of [SO 26262

8-16 Integration of safety-related systems not
developed according to [SO 26262

8-5 Interfaces within distributed developments 8-9 Verification

8-10 Do ion

8-11 Confidence in the use of software tools
8-12 Qualification of software components

8-13 Evaluation of hardware elements

8-6 Specification and management of safety
requirements

8-7 Configuration management

8-8 Change management

9. Automotive safety integrity level (ASIL)-oriented and safety-oriented analyses
[9-7 Analysls of dependent fallures |
[ 9-8 Safety analyses ‘

‘ 9-5 Requirements decomposition with respect to ASIL talloring |
[9-6 Criterla for coexlistence of elements |

[ 10. Guldeltnes on IS0 26262 |
[ 11. Guidelines on application of ISO 26262 to semiconductors I

Figure 2.1: Overview of 1SO 26262 series of standards [3].

4. Product development at the system level: This part covers the development
of the system-level requirements and the overall safety concept.

5. Product development at the hardware level: This part covers the development
of the hardware requirements and the safety integrity levels (SILs) for the
components.

6. Product development at the software level: This part covers the development
of the software requirements and the SILs for the software components.

7. Production, operation, service and decommissioning: This part covers the
requirements for ensuring functional safety throughout the entire life cycle of
the product, including production, operation, service, and decommissioning.

8. Supporting processes: This part covers the supporting processes that are re-
quired to ensure functional safety, such as documentation, change manage-
ment, and con guration management.

9. Automotive Safety Integrity Levels (ASIL)-oriented and safety-oriented analy-
ses: This part focuses on decomposing the system into elements and assigning
ASIL integrity based on their impact on safety. It provides guidelines for as-
sessing hazards, faults, and failure modes to determine the appropriate ASIL
level for each element.

10. Guidelines on ISO 26262 - This part provides valuable guidance on how to

e ectively apply and implement the requirements outlined in the standard,
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ensuring the development of safe and reliable automotive systems.

11. Guidelines on Application of ISO 26262 to Semiconductors: This part provides
guidance on how to apply the ISO 26262 standard to the development of
semiconductors that are used in safety-related automotive systems.

12. Adaptation of 1ISO 26262 for motorcycles: This part provides guidance on how
to apply the ISO 26262 standard to the development of safety-related systems
in motorcycles.

For the purposes of this thesis project, we focus mainly on Part 5 [4], Part 8 [11],
and Part 9 [12] of the ISO 26262 standard.

2.2 Automotive Safety Integrity Levels (ASIL)

As explained previously in section 1.2.1, ASIL is a risk classi cation scheme used in
the automotive industry to determine the safety requirements for various automotive
systems. ASIL is a part of the ISO 26262:3 standard, which is a functional-safety
standard that provides guidelines for the development of safety-critical automotive
systems. The ASIL rating system is based on the severity and probability of harm
that can result from a malfunction or failure of a system. There are four ASIL levels,
with ASIL A being the lowest and ASIL D being the highest. ASIL D represents
the most stringent safety requirements, and systems with this rating must have the
highest levels of safety integrity, for example, airbag system or electronic stability
control (ESC). There is another rating known as quality management (QM) which
indicates that the hazard is not safety critical in any sense and does not compromise
the safety of the driver in case of its occurrence, for example, infotainment systems
in vehicles.

To determine the ASIL integrity of a particular system, the potential hazards and
probability of occurrence of those hazards are analyzed. As per the ISO 26262
standards, the process of determining the hazards and their impact involves the
following steps:

1. Hazard Analysis and Risk Assessment (HARA): The rst step in the process
is to perform a HARA to identify potential hazards associated with the sys-
tem. The HARA identi es hazards and assesses their severity, probability
of occurrence, and potential impact on the vehicle occupants and other road
users.

2. Functional Safety Concept (FSC): The next step is to develop an FSC that
describes the functional requirements of the system and how it will mitigate
the identi ed hazards.

3. ASIL Determination: Once the hazards have been identi ed, and the func-
tional safety concept has been developed, the ASIL can be determined based
on the severity and probability of the hazards.

4. ASIL Veri cation: Once the ASIL has been determined, the system must
be designed and veri ed to meet the safety requirements associated with the
ASIL. This includes designing the system to be fault-tolerant, implementing

9
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Figure 2.2: ASIL rating determination system

safety mechanisms to detect and mitigate faults, and ensuring that the system
meets the required safety standards.

The ASIL determination part of the process involves assigning an ASIL rating to
each hazard. This ASIL rating is based on three factors: Severity, Exposure and
Controllability.

1. Severity: Severity refers to the potential harm that can be caused by a hazard
associated with a system. Hazards can cause harm to people, the environment,
or property. Severity is classi ed into three levels: S1, S2, S3 with S1 being
less severe and S3 being critically severe.

2. Exposure: Exposure refers to the frequency or probability of a hazard oc-
curring. Exposure is classi ed into four levels: E1, E2, E3 and E4 with E1
indicating lower probability and E4 indicating high probability of occurrence.

3. Controllability: Controllability refers to the ability to control or avoid a haz-
ard. It considers the e ectiveness of safety mechanisms to detect, control, and
mitigate hazards. It is classi ed into three levels: C1, C2 and C3 with C1
indicating easily controllable and C3 indicating di cult to control.

Overall, the combination of severity, exposure, and controllability determines the
ASIL rating of a system. Figure 2.2 indicates the system of rating used to classify the
hazards. For example, if a system has a high severity rating, S3, a high probability of
occurrence, E4, and low controllability, C3, it will require an ASIL D rating, which
represents the most stringent safety requirements. In contrast, if a system has a low
severity rating, S2, a low probability of occurrence, E3, and high controllability, C2,
it may only require an ASIL A rating.

10
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2.3 Types of failures

ISO 26262 de nes di erent types of failures that can occur in automotive electronic
systems. These failures are classi ed into two categories based on their severity and
potential impact on the vehicle and its occupants. These categories are:

1. Systematic failures: These are failures that occur due to a systematic error
in the development process, such as a mistake in the requirements or design.
Systematic failures can have a signi cant impact on the safety of the system
if not detected and corrected.

2. Random hardware failures: These are failures that occur due to random events
or conditions, such as a component failure or a voltage spike. Random hard-
ware failures can have a moderate to severe impact on the safety of the system,
depending on the criticality of the a ected component.

2.3.1 Systematic failures

When it comes to hardware design of power distribution, the systematic failures and
random hardware failures are very important to analyze, particularly in the case of
using ISO 26262 non-compliant devices where the probability of these failures is
higher as the components are not developed as per the ISO 26262 standards. As
per the standards, in clause 4.6 of Part 4 of ISO 26262 titled "Systematic Capabil-
ity" [13], it emphasizes the need for organizations to establish systematic capability
management to address and mitigate systematic failures. It provides guidance on
implementing processes, techniques, and measures to ensure that systematic failures
are systematically managed throughout the development life-cycle.

System and design FMEA, give a deep insight into the possible failures and their
e ects on the system. As per 1SO 26262, FMEA, DFA and qualitative FTA are
recommended failure analysis techniques to identify systematic failures during de-
velopment of hardware designs for safety applications [4]. Components that are not
developed as per the 1ISO 26262 often do not have these failure analysis performed
on their hardware design as required by the standards. However, if the components
are to be used for safety application, a comprehensive failure analysis and rigorous
testing needs to performed on it in order to identify the potential failures [11].

Part 8 of 1SO 26262 provides requirements for hardware elements that are not devel-
oped as per the standards but are used for safety applications. It provides methods
for evaluating the hardware elements through analysis and testing. The steps involve
the following:

1. An evaluation plan needs to be developed that provides a speci cation of the
environment in which the component is planned to be used, along with a
strategy outlining the analysis methods and necessary tests.

2. Evaluation of the hardware elements by analysis and testing.

3. Test plan developed with allocated safety requirements, test speci cation,
traceability methods between the tests and safety requirements and test envi-
ronment description.

11
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4. A comprehensive argument developed based on the analysis, data obtained
from operational experience and the test results obtained, to show su cient
evidence for systematic failure avoidance.

While 1SO 26262 does not guarantee the complete elimination or reduction of all
systematic failures, it provides a comprehensive framework that, when properly
implemented, signi cantly enhances the capability to identify, manage, and miti-
gate systematic failures. The standard promotes a systematic mindset and sets the
foundation for organizations to develop safe and reliable automotive systems. It is
important to note that the e ectiveness of reducing systematic failures depends on
the thoroughness and diligence with which the I1SO 26262 processes and guidelines
are applied.

2.3.2 Random failures

Random hardware failure, within the context of 1SO 26262, refers to unforeseen and
unpredictable faults that can occur in electronic or electrical hardware components
of automotive systems. These failures are considered random because they can
happen at any time without a speci ¢ pattern or easily identi able cause. Random
hardware failures can lead to hazardous situations or malfunctions in the vehicle’s
electrical and electronic systems, posing risks to the driver, passengers, and other
road users.

ISO 26262 provides a systematic approach to manage random hardware failures,
and it involves the use of various hardware metrics to determine their impact on
functional safety. The di erent metrics used to quantify random hardware failures
under 1SO 26262 are SPFM, LFM and PMHF. These hardware metrics play a crucial
role in the safety analysis of automotive systems under ISO 26262. As per the
standard, these metrics are determined by identifying the total failure rate of single
point faults ( spg), total failure rate of residual faults ( rg), total failure rate of
safety related failures ( sr) and total failure rate of multiple point faults ( mpg).

The failure rates of each component in the hardware design are provided by the re-
spective suppliers or they are taken from a failure-rates catalog that provides failure
rates for commonly used components. The failure-rates catalogs commonly used
for automotive industry are IEC TR 62380 and SN 29500. These catalogs will be
discussed in detail in further sections. Along with failure rates, failure modes are
also considered. Failure modes are di erent ways in which a hardware element or
an item fails to ful Il its intended functionality. The suppliers of components pro-
vide the failure modes and the failure-mode distribution. Failure-mode distribution
provides the failure-rate contribution of each failure mode on overall failure rate of
the component. For example, a ceramic capacitor has three failure modes as per
IEC TR 62380 failure-mode library, which are 'open’, ’short’ and "drift’. The failure-
mode distribution is 80% probability for capacitor failure to lead to open circuit,
15% for capacitor failure to lead to short circuit and 5% probability of for capacitor
to provide output outside the range if expected value. Once the hardware design
has been realised, a deep analysis on the role of failure modes of each component
is performed to determine the ones that lead to a violation of safety goal. The re-
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sulting failure rates associated with the failure mode is then used to calculate the
hardware metrics.

2.3.2.1 Single Point Fault Metric

SPFM assesses the probability of a single fault leading to a hazardous event. It
measures how likely it is for a single hardware failure to cause a safety-critical
malfunction or hazardous situation in the system. The SPFM is calculated using

( sPF+ RF)

SR

SPFM =1

(2.1)

where ( spr + grr) is sum of all single-point faults and residual faults, and  sgr
is sum of all safety-related faults.

2.3.2.2 Latent Fault Metric

LFM quanti es the potential undetected faults in the system that could lead to
hazardous situations. It evaluates the probability of latent faults remaining dormant
or undetectable until they are activated by speci c¢ conditions or events. The LFM
is calculated using

LFM =1 MPF 2.2

( sr ( s+ RrF)) @2

where  upg IS the sum of all multiple-point failures (MPF), ( spr + Rrf) IS

the sum of all single-point faults and residual faults, and  sr is the sum of all
safety-related faults.

2.3.2.3 Probabilistic Metric for Random Hardware Failures

PMHF is a comprehensive metric that considers both SPFM and MPF to evaluate
the overall probability of a hazardous event occurring due to random hardware fail-
ures. It provides a more complete picture of the system’s safety integrity concerning
random hardware failures, considering both detected and undetected faults. The
PMHF is calculated using

PMHF = (spr+ Rrr)+ wMPF (2.3)

where ( spr + Rrg) is the sum of all single-point faults and residual faults, and
mpE IS the sum of all multiple-point faults.

These hardware metrics help developers assess the safety of their systems regard-
ing random hardware failures and identify potential weaknesses in safety mecha-
nisms. It also provides an indication to implement additional safety mechanisms,
such as redundancy or fault-detection systems, to reduce the risks associated with
random hardware failures. By utilizing these metrics, automotive developers can
make informed decisions, enhance functional safety, and reduce the likelihood of
safety-critical incidents caused by unpredictable hardware faults. This approach is
essential to building safe and reliable electronic systems for vehicles in accordance
with 1SO 26262 standards.
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2.4 Failure analysis techniques

Failure analysis is highly relevant in the automotive industry due to the critical
nature of safety and reliability in vehicle systems. Automotive systems are complex
and consist of numerous interconnected components, subsystems, and software. Any
failure in these systems can have severe consequences, including accidents, injuries,
or even loss of life.

ISO 26262 proposes di erent failure analysis techniques to reduce the systematic
failures and random hardware failures. As explained in Section 2.3, systematic
faults occur due to mistakes in requirements or design of a system while random
hardware faults, as the name suggests, occur due to failures in hardware components
over time.

2.4.1 Systematic failures analysis

Some techniques which can be used to reduce systematic faults are FMEA, DFA
and qualitative FTA.

2.4.1.1 Failure Modes E ect Analysis

FMEA is a detailed component and functional-level-failure analysis which considers
the failure modes of di erent components used and the e ects the failure modes have
on the functionality of the system. It is a bottom-up approach where the di erent
failure modes for each component are listed. Once the failure modes are linked
to the components, the e ects of a combination of the failures or the individual
component failures are analyzed on a functional level. The result of an FMEA is to
suggest safety mechanism to be implemented or suggest a di erent design approach
to implement the functionality. The FMEA also suggests the testing strategy to
verify di erent use cases and the procedure to document them to ensure a safe
hardware. A pictorial representation of the FMEA process is shown in Figure 2.3.

. 2 Identifying potential PR
Evaluating the system failure modes and its o| |dentifying effects of o Specify

design S the failure modes recommendations

»  Documentation

¥

Figure 2.3: A basic FMEA process [14].

2.4.1.2 Dependant Failure Analysis (DFA)

DFA is used to analyze failures in a system when there are shared resources between
two sub-systems [6]. The main purpose of performing a DFA is to analyze if there
are any common failures a ecting di erent sub-systems. One of the scenarios for
which a DFA should be performed is when there are two sub-systems with similar
architectural designs since a common failure could a ect the performance of both
the sub-systems with similar probabilities.
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2.4.1.3 Qualitative Fault Tree Analysis (FTA)

FTA is a top-down approach where the top-level safety goal is de ned. Once the
safety goal is de ned, the allocation of safety mechanisms to the speci c interfaces
is done. For example, under-voltage and over-voltage protection mechanisms can be
allocated to a power-management IC (PMIC). Similarly, di erent safety mechanisms
are allocated to di erent hardware elements. Once that is done, the violation of the
safety goal is broken down into the failure modes which could occur in a speci ¢
element. "AND’ and "OR’ symbols are used when a combination of failures would
lead to the violation of safety goal. The goal of the qualitative FTA is to analyze
the cause-e ects relationship in a system design and to suggest preventive measures
that should be taken to have a desirable ASIL.

2.4.2 Random hardware failures analysis

The commonly used techniques to analyze the random hardware failures are FMEDA
and quantitative FTA.

2.4.2.1 Failure Modes, E ects and Diagnostic Analysis

Failure Modes, E ects, and Diagnostic Analysis (FMEDA) is a failure analysis ap-
proach to assess the reliability of a system. Every component is analysed to un-
derstand the functionality it provides in a system. The e ects of each failure-mode
in the component on the entire system is evaluated and estimated to either be a
SPF or a MPF. The failure in time (FIT) rates and the failure-mode distribution
of each component is obtained from a catalog called SN 29500 which is explained
Section 2.8.1. After the analysis of each failure mode for all the components in the
system, the SPF and the LFM metrics are obtained to check the ASIL rating the
system satis es.

2.4.2.2 Quantitative Fault Tree Analysis

Quantitative FTA is a similar approach to the qualitative FTA but the objective
of a quantitative FTA is to obtain the PHMF metric which gives the reliability
of the system over its entire lifetime of operation. The metrics are calculated by
considering a top-level event and the subsequent failures that violate it. Each failure
that violates the top-level event is further analysed and down to the failures of
individual components. The failures of individual components are either provided
by the supplier of the component or they are based on the SN 29500 catalog and
IEC TR 62380 failure-mode library which provides the FIT rates for commonly used
components and the failure-mode distribution of the components. While FIT rates
are de ned as failures occurring per 10° hrs, in the automotive eld, the PHMF is
estimated for 10-15 years of operational life-time. This period is de ned based on
the concept of bathtub curve described in the next section.

The acceptable ranges of the failures for di erent ASIL are shown in Table 2.1.
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Table 2.1: ASIL Levels and Failure Rates [4]

ASIL Level | SPFM | LFM | PMHF (FIT)
ASIL B 90% 60% 100 FIT
ASIL C 97% 80% 100 FIT
ASIL D 99% 90% 10 FIT

2.5 Bathtub curve

The bathtub curve shown in Figure 2.4 is a graphical representation of the failure
rate of a system over time. It is often used in reliability engineering to analyze the
reliability of systems, including those in the automotive industry that adhere to the
ISO 26262 standard.
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Figure 2.4: The bathtub curve to determine failure rates [15].

In context of 1SO 26262, the bathtub curve is used to describe the failure rate of
safety-related systems over their lifetime. The curve is divided into three phases:

1. Infant Mortality Phase: This phase represents the initial period after the
system is put into service. During this time, failures are more likely to occur
due to manufacturing defects, design errors, or installation problems. It is
possible to mitigate the early life failures by performing accelerated life tests.

2. Normal Life Phase: This phase represents the period during which the system
operates reliably without any major issues. Failures during this period are
generally caused by wear and tear, aging, or environmental factors.

3. Wearout Phase: This phase represents the period during which the system’s

16



2. Theory

failure rate starts to increase again exponentially. Failures during this phase
are typically caused by the degradation of critical components due to extended
use, high stress, or environmental factors. The ISO 26262 standard does not
support the estimation of random hardware metrics based on a non constant
failure rate. Therefore, an approximation is made on the products lifetime
which is used to calculate the PMHF.

ISO 26262 requires safety-related systems to be designed to minimize the risk of
failure during all three phases of the bathtub curve. This can be achieved through
various measures, including design veri cation and validation, regular maintenance,
and appropriate testing and analysis. The lifetime of the component is also deter-
mined using the bathtub curve which is used in calculating the hardware metrics.
When performing failure analysis such as quantitative FTAs [16], the system lifetime
is a very important factor to consider.

2.6 Hardware design development as per 1SO 26262

When developing a hardware design for safety applications, 1SO 26262 de nes nec-
essary activities and processes for the product development at the hardware level.
These include:

1. The hardware implementation of technical safety concept.
2. The analysis of potential hardware faults and their e ects.
3. The coordination with software development.

Figure 2.5 illustrates the development process steps in order to comply with ISO
26262 requirements. For the purposes of this thesis project, the highlighted part
in the gure is the main focus. Each step in the gure refers to a section in the
standard. A brief overview for each section and its relevance to this thesis project
can be seen below.

1. 5-7: Hardware design - Provides requirements and design recommendations
when developing hardware. This section helps in the development of the two
designs explored in this thesis project.

2. 5-8: Evaluation of the hardware architectural metrics - Provides details on
types of failures and safety-related failure metrics to be evaluated (Refer sec-
tion 2.3). This section provides guidelines on performing failure analysis specif-
ically to obtain the SPFM and LFM values.

3. 5-9: Evaluation of safety goal violations due to random hardware failures -
Provides guidelines on evaluating PMHF for safety-goal violations.

4. 8-13: Evaluation of hardware elements - Provides insight in di erences between
compliant and non-compliant components. Additionally, it provides require-
ments that need to be ful lled by non-compliant components in order to be
used in safety applications.

17



2. Theory

‘ 150 26262-5: Product development at the hardware level

4-6 Technical safety concept

|— Scope of SO 26262-5—|
General topics for the |
5-5 product development at
the hardware level |
5 Specification of hardware |
b safety requirements
' |
Planning for production,
7-5 operation, service and |- 1 5.7 Hardware design
decommissioning |
Evaluation of the L
—= 5-8 hardware architectural [+ -—————————— A

metrics

Evaluation of safety goal
= 5-9 violations due to random
hardware fallures

Evaluation of hardware
elements

8-13

1

Hardware integration and
verification

System and item
integration and testing

4-7

|
|
|
|
|
|
l_
| —
|
|
|
|
|
|
|
|

Figure 2.5: Reference phase model for hardware development [4]

2.7

ISO 26262 compliant and non-compliant com-
ponents

When it comes to safety applications in the automotive industry, there are signi cant
di erences between using 1SO 26262 compliant components and 1SO 26262 non-
compliant components:

18

1. Safety Considerations: Compliant components are speci cally designed and

developed with safety considerations in mind. They undergo a rigorous devel-
opment process that includes safety analyses, risk assessments, and systematic
safety requirements. Non-compliant components may not have undergone such
extensive safety-oriented processes.

. Documentation and Traceability: Compliant components are accompanied by

comprehensive documentation that includes safety plans, safety cases, and
other safety-related artifacts. These documents provide evidence of the com-
ponent’s compliance with safety requirements. Non-compliant components
may not have the same level of documentation and traceability.

. Safety Veri cation and Validation: Compliant components undergo safety ver-

i cation and validation activities to ensure that they meet the required SIL
as per the standard. This involves extensive testing, analysis, and evaluation
of the component’s behavior under various safety scenarios. Non-compliant
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components may not have undergone the same level of safety veri cation and
validation.

4. Functional-Safety Management: Compliant components are developed within
a functional-safety-management system, which ensures that safety-related pro-
cesses are followed throughout the component’s development life-cycle. This
includes activities such as safety planning, safety-requirements management,
and safety assessment. Non-compliant components may lack the same level of
formalized functional-safety management.

5. Certi cation and Compliance: Compliant components can be certi ed by inde-
pendent third-party organizations to demonstrate their compliance with the
standard. This certi cation provides con dence in their safety capabilities.
Non-compliant components may not have undergone similar certi cation pro-
Cesses.

Using compliant components in safety applications provides a higher level of con -
dence in their safety performance, as they are developed with speci c safety require-
ments and undergo extensive safety-oriented processes. Non-compliant components
may still be used in certain applications, but additional measures are required to
ensure their suitability and to mitigate potential safety risks.

ISO 26262 Part 8 Section 13 introduces the classi cation of hardware elements into
Class I, Class 11, and Class 111 in the context of safety applications. Non-compliant
hardware elements are those that do not fully comply with the requirements of ISO
26262. The term "hardware elements” speci cally refers to non-compliant compo-
nents that are being considered for safety applications. The classi cation of hard-
ware elements is performed to evaluate and determine their safety signi cance and
the safety requirements they must ful Il to be used in safety-critical applications.
The section provides evaluation guidelines for assessing the class of a non-compliant
hardware element based on its potential impact on functional safety.

To classify a non-compliant hardware element, various criteria are considered, such
as its functional behavior, failure modes, and other relevant characteristics. This
evaluation helps determine whether the hardware element belongs to Class I, Class
I, or Class Ill. ISO 26262 Part 8 Section 13 also speci es the supporting docu-
mentation necessary for classifying hardware elements into their respective classes.
This documentation includes details about the hardware element’s functional behav-
ior, failure modes, and other relevant information that aids in assessing its safety
signi cance.

By following these guidelines and providing the required documentation, hardware
elements can be appropriately classi ed and subjected to additional measures to
mitigate safety risks in safety-critical applications. Based on this, suppliers for au-
tomotive application provide information on whether the components they have
produced is compliant or not. For example, In neon is major supplier for auto-
motive applications. They have safety conformity levels that are assigned to all
their semiconductor products used for automotive applications. They classify their
products into QM products, PRO-SIL  products, PRO-SIL  I1SO 26262-ready and
PRO-SIL  ISO 26262-compliant products. Table 2.2 shows the mapping of these
products to the respective 1SO 26262 hardware element classes.
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Table 2.2: In neon automotive product classi cation [17]

Product ISO 26262 ISO 26262 | Conformity to
classi cation Clause 8-13 Clause 8-13 ISO 26262
Class | Class 11 Standard
possible possible
QM products | Customer speci ¢
PRO-SIL™ X
products
PRO-SIL™ X
ISO 26262-ready
PRO-SIL™ X
ISO 26262-
compliant

Another example of suppliers classifying their products is Texas Instruments. How-
ever, their method of classi cation varies from In neon’s. Table 2.3 shows the
classi cation of products based on the di erent aspects of safety documentation.
As can be seen from the table, Texas Instruments functional-safety capable and
functional-safety quality-managed are not certi ed but can be argued to be under
Class Il hardware elements based on their use case.

Asper T VS D, an organization that specializes in 1SO 26262 certi cation among
many other, components developed according to ISO 26262 standards can be more
expensive to implement compared to the same components that are not developed
according to these standards [19]. This is primarily because the development of
components in compliance with ISO 26262 involves rigorous documentation, veri -
cation, and validation processes to ensure their safety and reliability in safety-critical
applications. These additional processes and requirements along with certi cation
costs, contribute to higher development costs, which in-turn a ect the nal price of
the compliant components. On the other hand, non-compliant components might
not undergo the same level of scrutiny and veri cation, resulting in lower develop-
ment costs and, consequently, potentially lower prices. Another factor to consider
is that implementing 1SO 26262 requirements can be time consuming for suppliers
and have long lead times for the completion of product. In cases where speci ¢ func-
tionality need to be ful lled by a component, having to comply with the standards
may require longer time than using a component that is not developed as per the
standards.
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FuSa-Capable | FuSa QM | FuSa-Compliant
Development QM process X X X
Process FuSa Process X
FuSa FIT X X X
Analysis report cglculatlon - - . .
Failure mode X included in included in
distribution FMEDA FMEDA
FMEDA X X
FTA X
Diagnostics FuSa X X
description Manual
Certi cation FuSa X
Certi cation

Table 2.3: TI categories for products in functional safety design [18]

2.8 Failure Modes and Failure-Rate Catalogs

In this section, the failure mode and the failure-rate catalogs used in this thesis
project is explained.

2.8.1 Siemens Norm SN 29500

Siemens Norm SN 29500 is a reliability prediction standard that provides up-to-date
failure-rate data at reference conditions and stress models for electronic components
used in harsh environments. The standard is an essential resource for reliability
calculations of electronic components used in harsh environments. The SN 29500
standard consists of several separate documents, including expected values for inte-
grated circuits, discrete semiconductors, passive components, electrical connections,
connectors and sockets, relays, switches and buttons, signal and pilot lamps, contac-
tors, optical components, and electro-mechanical protection devices in low-voltage
networks.

The failure rate, which is the most commonly used characteristic in determining re-
liability, is speci ed in the individual parts of the SN 29500 standard and is used by
Siemens AG and Siemens companies as a uniform basis for reliability calculations.
The standard serves as a basis for converting the failure-rate data at reference con-
ditions to the actual operating conditions in cases where the operating conditions
di er signi cantly from reference conditions

2.8.2 IEC TR 62380

IEC TR 62380 is a technical report published by the International Electrotechnical
Commission (IEC). The title of the report is "Reliability data handbook - Universal
model for reliability prediction of electronics components, PCBs, and equipment.”
It was rst published in 2004 and provides guidelines and methodologies for pre-
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dicting the reliability of electronic components, printed circuit boards (PCBs), and
electronic equipment [20]. Although this standard is now obsolete, the I1ISO 26262
standard has incorporated the IEC 62380 standard as part of its newly published
standards in I1SO 26262:11 [21].

The report presents a universal model for reliability prediction that can be applied
to a wide range of electronic devices and systems. It establishes a standardized
approach to assess the reliability of electronics by considering various failure mech-
anisms, stress factors, and operating conditions.

The key aspects covered in IEC TR 62380 are:

1. Failure Rate Prediction: The report de nes methods for predicting failure
rates of electronic components, PCBs, and equipment based on stress factors,
environmental conditions, and the type of component or system under consid-
eration.

2. Stress Factors: IEC TR 62380 provides a comprehensive list of stress factors
that in uence the reliability of electronic components and systems. These
stress factors include temperature, humidity, mechanical stresses, electrical
stresses, and others.

3. Failure Mechanisms: Di erent failure mechanisms in electronic components are
considered, such as wear-out, random failures, and infant mortality failures.
The report outlines how to model these failure mechanisms and incorporate
them into the reliability predictions.

4. Environment Classes: IEC TR 62380 de nes various environment classes that
help categorize the conditions under which electronic components and sys-
tems are expected to operate. These classes are essential for determining the
appropriate stress factors to use in reliability predictions.

5. Component and System Models: The report presents mathematical models
and equations for estimating the reliability of various electronic components
and systems. These models can be used to calculate the failure rate and mean
time between failures (MTBF) for di erent applications.

IEC TR 62380 aims to promote standardized approaches to reliability prediction in
the electronics industry. By utilizing the guidelines and methodologies presented
in the report, manufacturers and engineers can better assess the reliability of their
electronic designs, plan maintenance schedules, and improve the overall performance
and longevity of electronic devices and systems.
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System Description

As explained in the problem statement, the hardware design used for performing
the failure analysis is on a circuit that provides safe and reliable power to a zone
controller. One of the main function of the zone controllers is to provide power to
di erent 12V components within the car. The block diagram shown in Figure 3.1
is the design of a power supply from the high-voltage battery to the zone controller.
The voltage from the high-voltage battery is stepped down using a DC-DC converter
from 400V to 12V, which powers the zone controllers (ZC1 and ZC2).
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Figure 3.1: Block diagram from the step-down to the zone controllers.

The hardware metrics need to ful Il the target metrics for an ASIL D hardware
device as per the standards [12], which is 10 failures per billion hours of operation
as detailed in Table 2.1.

This power supplied by the DC-DC converter is distributed to multiple loads in
the vehicle. A load can be de ned as any sensor, actuator or other ECUs that are
connected to the vehicle. Each of the loads have their own safety standards and are
classi ed to di erent ASIL levels based on the application and requirements they
ful 1. In order to ful Il its safety requirements, the safety integrity of the load
should be maintained throughout the operation of the load. This means that the
power supply to the load should also match the ASIL level that they have been
classi ed to.
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3. System Description

3.1 Component selection

To understand the e ect of a component on the overall reliability of the power-
distribution system, a design using non-compliant component and a design using
compliant component are analysed in ful lling the reverse-current protection re-
quirement.

The non-compliant component chosen for the design is LM74700 developed by Texas
Instruments [22]. This component is selected because it is widely available and com-
monly used in the automotive industry for power-distribution applications. This
component is not developed as per the ISO standards, however, Tl has provided
su cient documentation for its use in safety applications and has classi ed it as
functional-safety capable which is equivalent to Class Il hardware element (See Ta-
ble 2.3).

The compliant component chosen for the design is STPM801 manufactured by
STMicroelectronics [23]. This component is chosen since it is the only ideal-diode
controller developed as per 1SO 26262 standards [24].

3.1.1 LM74700-Q1 Low lg Reverse Battery Protection Ideal
Diode Controller

LM74700 ideal-diode controller has its applications in many automotive elds such
as in autonomous drive assistance systems (ADAS), automotive infotainment sys-
tems, industrial automation solutions and much more. The main application of the
LM74700 which is used in this project is the active OR-ing of the redundant power.
The LM74700 controller is operated with an external N-channel MOSFET.

The pin diagram of the LM74700 ideal-diode controller is shown in Figure 3.2 and
the pin description provided by Texas Instruments is shown in Table 3.1.

S
en [] T s ] catHoDE
avo [ 2 7 [_ncC
nc [ 3 6 |__]GATE
vear (] ¢ s [ ] anooe
—

Figure 3.2: Pin layout of the LM74700 ideal diode controller [25]
The functional block diagram of the LM74700 is shown in Figure 3.3.

3.1.1.1 Key features

The key features of LM74700 ideal-diode controller are:
1. Input voltage range of 3:2V to 65V
2. 20mV forward voltage drop from anode to cathode
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3. System Description

Table 3.1: Pin description of LM74700

Pin name | 1/0/G | Description
EN I Enable pin to switch LM74700 ON/OFF
GND G Ground pin
N.C - Not connected
VCAP 0] Output pin connected to the charge pump
capacitor
ANODE I Anode pin connected to the anode of the external
MOSFET
GATE 0] Output pin connected to the gate of the external
MOSFET
N.C - Not connected
CATHODE I Cathode pin connected to the cathode of the
external MOSFET

*I=Input, O=Output, G=Ground

3. Has a shutdown current of 1 A when EN pin is low

4. Has a 80 A quiescent current when EN pin is high

5. Fast response to reverse-current blocking, typically less than 0:75 s

Texas Instruments says that it is only functional-safety capable’ which means that
it can be used in safety applications but extra veri cation should be performed by
the OEM to ensure that the usage of this component satis es the safety goal of the

solution.

3.1.1.2 Safety Related Information

The FIT rate with the SN 29500 catalog for LM74700 is 20 FIT and the failure
modes along with the failure-mode distribution is provided by Texas Instruments as
shown in Table 3.2.

Table 3.2: Failure modes and the distribution for LM74700

Failure modes Failure mode distribution (%)
GATE output stuck Low or HIZ 50%
GATE output not in speci cation 40%
- voltage or timing
GATE output stuck on Hi 5%
Short circuit any two pins 5%

3.1.2 STPMS801 - Hot Swap and ldeal Diode Controller for
high redundancy power architectures

The STPM801 (Figure 3.4) is an integrated circuit developed by ST Microelec-
tronics that o ers various protections and functionalities to enhance the safety and
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3. System Description
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Figure 3.3: Block diagram of LM74700 [25]

reliability of automotive systems. It incorporates hot swap, soft start, and OR-ing
protections to safeguard loads from high voltage transients and regulate the out-
put during over-voltage events, such as load dump. The device monitors the input
supply to protect against over-voltage and under-voltage conditions. It utilizes an
integrated ideal diode controller to drive a second MOSFET (the OR-ing) for reverse-
current protection and output voltage holdup, minimizing reverse-current transients
in case of power-source failure or input short. The STPMB801 is equipped to meet
functional-safety requirements as de ned by ASIL standards, making it suitable for
safety applications.

The block diagram of the STPMB801 can be seen in Figure 3.5. STPM801 provides
additional diagnostics, monitoring and safety mechanisms, and a fault pin that in-
dicates if an internal failure has occurred.

3.1.2.1 Key features

The key features of STPM801 are:
1. It has a wide input voltage range: 4V to 65V.
2. Provides reverse input protection up to 65V.
3. Drives 2 external N-channel MOSFET.
(a) One for Hot-swap feature (Note: Hot swapping is a technique used to
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3. System Description
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Figure 3.4: STPMB801 pin out diagram [23]

add/remove/replace a component from a system while the system is still
powered on. It also helps with a soft start of the MOSFET).

(b) One for OR-ing feature (Note: OR-ing feature is used for the reverse-
current protection functionality).

Has an integrated charge pump with charge pump monitoring.
Has input over-voltage and under-voltage protection.
Output over-current protection.

AEC-Q100 quali ed and developed according to 1ISO 26262 to support ASIL
D application.

N o g B

3.1.2.2 Safety Related Information

ST Microelectronics provides a safety manual that describes the details of each
feature and the safety mechanisms. The safety manual also consists of their safety
goal and safety requirements, which are de ned considering the the STPM801 as
a safety element out of context (SEooC). The failure modes for the STPM801 are
considered as the violation of their de ned safety requirements. The safety manual
provides the SPFM, LFM and PMHF values for the failures of each of the safety
requirement. The information on the hardware metrics is however con dential and
cannot be shared publicly.
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Figure 3.5: STPMB801 block diagram [23]
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Methods

To address the problem statement in Section 1.3 a functional-safety circuit is intro-

duced between the power-supply from the DC-DC converter to the zone controller.

The methodology used to achieve this design is derived from the guidelines stated

by Volvo Cars Corporation (VCC) and 1SO 26262:5 [4] as discussed in Section 2.6.

The methodology used for this thesis project is divided into three phases as shown

in Figure 4.1. The rst phase is ’Analysis Phase’, followed by ’Design Phase’ and
nally 'Result Phase’. These phases are explained in the following sections.

METHODOLOGY

Analysis Phase Design Phase Results Phase

. HW circuit designs for
Literature Survey Select components both approaches
for each design
Develop HW
Perform Q-FTA

circuit designs
\ 4

Analyze Use cases
HW metrics

for each design

Develop design with| [Develop design with n
i EasyEDA SO 26262 SO 26262 non- Medini Analyze
compliant compliant
components components

Analyze Technical
Safety Concept Safety Argumentation
: for design using ISO

b 26262 non-compliant
components

Identify Technical
Safety
Requirements

Figure 4.1: Methodology used for the thesis project.

The tools used in this thesis project are:
1. EasyEDA - Used to create the circuit schematics and generate bill of materials

2. Medini Analyze - Used for maintaining safety goal, requirements, performing
FMEDA and FTA to calculate the hardware metrics (SPFM, LFM and PMHF)

3. draw.io - Used for creating block diagrams and other gures
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4. Methods

4.1 Analysis Phase

To perform the failure analysis, the tool being used is Medini Analyze by Ansys.
Medini Analyze provides a platform that allows the user to implement the entire
safety process in accordance with the 1ISO 26262 series of standards. It can be used
for requirements management at a system level, performing the hazard and risk
assessment, designing system architecture, technical safety concept and performing
qualitative and quantitative failure analysis. For the purpose of the project, the
failure analysis and developing technical safety concept aspects of the tool are being
used.

4.1.1 Safety Goal

The rst step of the safety analysis is done by setting the safety goal that is to be
achieved by the system. Figure 4.1 shows the safety goal of the system in Medini
Analyze.

Table 4.1: Safety Goal provided by VCC

ID | Name | Description Safe State

G001 | SG001 | Provide power supply to SBC | Inform application when loss
from two independent power | of supply to allow degradation
supplies

4.1.2 Derived technical safety requirements

The technical safety requirements (TSRs) are derived from the safety goal by VCC
and those are outlined in Medini Analyze as shown in Figure 4.2.

4.1.3 Assumptions

1. The power supply to the circuit being designed ful lls the ASIL D require-
ments.

2. The TSRs are the outcome of qualitative failure analysis performed by VCC.
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4. Methods

List of Safety Requirements

' D Name Description Kind ASIL| Traced FTA Status
Events
1 SRO01 TSR 1 - The element shall be connected to two |TECHMICAL |D [E57] PROPOSED
Supply independent power supplies (L and R) [GO01] is
wvoltage and |and maintain operation, where a single violated
grounding fault is not allowed to affect both power

supplies simultaneously or propagate
from one to the other,

1.1 SRO04 Supply There shall be two redundant voltage HARDWARE |D [E57] PROPOSED
voltage supplies (typically called L and R) to the [G001] is
redundancy |element. Each redundant power supply violated

(L and R) shall be measured separately
and provided to applications.

It shall be possible to maintain operation
with only one of the two veltage supplies
active, except for providing power to
loads connected to the element where
the power is exclusively supplied from
the lost input.

1.2 SRO05 Grounding There shall be two redundant grounds HARDWARE |D [E57] PROPOSED
redundancy |(typically called L and R) to the element, [GO01] is
and it shall be possible to maintain violated
operation with only one of the two
grounds.
1.3 |SRO06 Reverse Any part that can consume power from |HARDWARE D [E57] PROPOSED
current both supplies (Load supplied by L+R) [GO01] is
protection on |shall have protection against reverse violated
supply lines |current floating from one supply pin to
another.

Figure 4.2: Technical Safety Requirements

4.2 Design Phase

The design phase includes mainly the following:
1. Understanding the technical safety concept (TSC).
2. Designing the hardware based on the concept.

3. Performing the FMEDA on the design by determining the failure modes of
components that violate the safety goal. This is required to determine the
SPFM and LFM of the design.

4. Performing quantitative FTA on the design to determine the PMHF of the
design.

The rst step in the design phase is to conceptualize the solution from a safety
perspective. This solution is the TSC. This concept is derived from the TSRs from
the analysis phase. The hardware circuit design is then realised in EasyEDA tool for
designs using 1SO 26262 compliant and non-compliant components. The FMEDA
and FTA designs are realised in Medini Analyse tool using the bill of materials
(BOM) generated by EasyEDA tool.

4.2.1 Ildeal-diode controller

The component of interest in this project is the ideal-diode controller. The main
purpose of the ideal-diode controller is to prevent reverse current from occurring
between the two power supplies. The reason to use this component as basis of
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4. Methods

analysis for the thesis project is due to the di erent operating modes and parameters
it has that enables it to ful 1l its functionality. The controller can either be developed
as per 1SO 26262:5 or be classi ed as a Class Il hardware element, which can give
an insight to understanding the di erences between using compliant component and
using non-compliant component for a safety application.

Other components being used in the hardware design are passive components that
qualify as Class | hardware elements and therefore, are not of interest while per-
forming the comparison.

4.2.2 Assumptions

1. The system level TSC outside the scope of the design in this project has been
developed as per I1SO 26262 guidelines.

2. The e ect of di erent physical parameters in uencing the failure rates are not
analyzed, instead the default recommendations from the failure rate catalog
have been considered.

3. 1SO 26262:11 provides failure-mode libraries for a combination of components
ful lling a speci c functionality (for example: passive networks, MCU with an
intended functionality, etc.). However, as the failure analysis of the design in
this project is done on an individual component level, IEC TR 62380 failure-
mode library has been used instead.

4. For the non-compliant component used in the design, it is assumed that the
supplier has done enough tests, as per 1SO 26262:8-13, to ensure that the
e ects of any systematic failure that can occur is not critical.

4.3 Results Phase

The results phase includes analyzing the obtained results from the Medini tool and
developing a proposal to improve failure metrics for both designs. The point of
reference used to determine the target metrics are de ned by the ASIL classi cation
of the requirement. In this thesis project, the aim is to ful Il the target metrics of
ASIL D. The result phase deals with the interpretation of the results obtained from
each design, the design constraints of the components used, identify key di erences
between the features of the components.

4.3.1 Scope limitation

The limitations of the scope of the thesis project is listed below.
1. The hardware realization of the designs falls outside the scope of this project.
2. The veri cation and validation of the designs are out of scope for this project.

3. The scope is limited to the results obtained from the quantitative failure anal-
ysis.
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Design

This chapter discusses the TSC, the circuit designs using the non-compliant com-
ponent and the compliant component along with the failure analysis done on both
the circuits using the Medini Analyze tool.

5.1 Technical Safety Concept

The TSC consists of the technical safety architecture (TSA) and the technical safety
requirements (TSRs). To ful Il the safety-goal and the TSRs de ned in Section 4.1,
a functional-safety circuit using the non-compliant component has been provided.
The TSA shown in Figure 5.1 gives the overview of the circuit and the control unit
in the zone controller.

& Power Distribution

Functional Safety Circuit Nela

Power Supply Left Reverse Current Left cie
Protection Protection

1/p Power Spply? [FO06]
© [F002] Prevent Monitors
reverse current B MCU &
iltering networl
tabilizin
e supply to the

PWR L B

from one supply

Monitofing interfaces

@ [ro07]
Power supply to MU Provides

power supply
to the MCU

B Power Supply Right ) Reverse Current Right
PWR R Protection Protection Power su pply from SBC Monitoring |nterfaces

(] F008] Enables the ideal
diode controller in the

reverse current protection
element

Figure 5.1: Technical Safety Architecture

The functional-safety circuit takes inputs from the left and right DC-DC converters
(PWR_Land PWR_R). Toful Il TSR 1.1 and TSR 1.2, one of the inputs is used as
a redundant power supply which is used only if the other input fails. The functional-
safety circuit is divided into circuit blocks as shown in Figure 5.1. To satisfy TSR
1.3, each supply has an overshoot protection and a reverse-current protection to
prevent current owing from one supply to the other in case of voltage imbalances
in the inputs. The blocks associated with PWR__R are denoted as "right" blocks,
while those associated with PWR__L are denoted as "left" blocks. The output of the
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5. Design

reverse-current-protection blocks are Itered and recti ed before supplying to the
control unit.

This TSC is applicable to the design that uses a compliant component and also the
design that uses a non-compliant component.

5.2 Design using I1SO 26262 non-compliant com-
ponent

In this section, the hardware design of the circuit with the non-compliant component
is shown. The FMEDA analysis and the FTAs for each circuit block linking to the
safety goal is also shown.

5.2.1 Hardware design and failure rate allocation

The circuit design with the non-compliant component (LM74700) is shown in Figure
5.2.

There are 16 capacitors used with di erent capacitance values, four resistors of
1k , two TPSMA18AHE3 B/l universal diodes, two KDZVTFTR36B low-power
Zener diodes, one VSSAF5M10HM3/H Schottky diode, four SQJ140EP-T1 GE3
MOSFETSs, one 100 H/35V choke coil and two LM74700-QDDFRQ1 ideal-diode
controllers. The entire BOM used for the design is shown in Figure 5.3.

The list of failure modes already available in Medini Analyze is shown in Figure 5.4.

The failure-mode library used for the failure analysis is IEC 62380 failure modes.
The reason to use this failure-mode library is already explained is Section 4.2.2.

5.2.1.1 Transient-Voltage Suppression (TVS) block

The TVS blocks are the rst block after both DC-DC converters. The TVS cir-
cuit block consists of two capacitors in series which is in parallel to a branch of
TPSMA18AHE3 B/1 and KDZVTFTR36B diodes in series. This circuit block
suppresses any transient-voltage spikes from the DC-DC converter to protect the
circuitry ahead of the TVS circuit block.

5.2.1.2 Reverse-current-protection block

There are two reverse-current-protection circuit blocks, one after each TVS cir-
cuit block from the DC-DC converters. Each reverse-current-protection block has
three capacitors of 0:1 F, two resistors of 1k , two MOSFETs and one LM74700
ideal-diode controller. One of the capacitors is used to connect the "VCAP’ pin of
LM74700 to the "VCC’ and the other two capacitors are connected in series between
the "ANODE’ pin to the 'GND’. The MOSFETSs are connected in series between the
’ANODE’ and the 'CATHODE’ pins of LM74700 and the resistors are connected
between the gate of the MOSFETs and the "GATE’ pin of LM74700. The outputs
from both the reverse-current circuit blocks are combined and current ows to the
Pi- Iter block explained in Section 5.2.1.3.
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Figure 5.2: HW Schematic of Functional Safety Circuit using 1S0O26262 non-

compliant Ideal Diode Controller (LM74700)
from the junction point. The MOSFETSs are controlled by the ideal-diode controller

The reverse-current-protection blocks purpose is to prevent reverse-current owing
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Figure 5.3: HW part Library created from Bill of Materials

to block any reverse current. The LM74700 controls the MOSFETs by keeping
them closed to allow forward current and turns the MOSFETs OFF during any
reverse-current event.

5.2.1.3 Pi- Iter block

The Pi- Iter block has a set of capacitors in parallel, one VSSAF5M10HM3/H Schot-
tky diode and a 100 H/35V choke-coil inductor. This set of components is used
to protect the circuitry from any external electromagnetic interference (EMI) and
recti cation of the supply from the DC-DC converters. The intention is to nally
have a stable DC voltage to the control unit from the Pi- Iter block.
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Figure 5.4: Failure Mode Library available in Medini Analyze

5.2.1.4 Failure-mode allocation

The allocation of the failure modes to the components is shown in Figure 5.5.

Allocations

Source
e filter text

IEC Sect 8.5 Power transistors - Silicon
IEC Sect 8.5 Power transistors - GaAs
IEC Sect. 8.6 Opto Coupler
IEC Sect 9.1 Light emit..diode modules w/ window
IEC Sect 9.1 Light emitt...s diode modules w/ fibre
IEC Section 9.2 Laser Diode 1,3 pm/1,55 um
IEC Section 9.2 Laser Diode Pump Laser Modules
IEC Section 9.2 Laser Diode 0,85 pm modules
IEC Section 9.2 Laser D...e 0,85 pm Compact disks
IEC Section 9.3 Photo...communications/Window
Section 9.3 Photodiode...lecommunications/Fibre
IEC Sect. 10.1 Capacitor ...er, dielectric capacitors
IEC Sect. 10.2 Capacitor ...itors class | (IEC 60384)
IEC Sect. 10.3 Capacitor F...amic, dass Il capacitors)
IEC Sect. 10.3 Capacitor ..ce supression capacitors)
IEC Sect. 10.4 Tantalum capacitors, solid electrolyte [2]
IEC Sect. 105 Aluminum...rolyte capacitors <350V
IEC Sect. 10.5 Aluminum...olyte capacitors >=350V
IEC Sect. 10.6 Aluminum e..aditor, solid electrolyte
IEC Sect. 10.7 Aluminum ..tor, polymer electrolyte
IEC Sect. 10.8 Variable ce...disks (Dielectric ceramic)
IEC Sect 10.9 Thermistor... temperature coefficient
IEC Sect. 11.1 Resistor Fi..dissipation film resistors
IEC Sect. 11.2 Resistor H...position, fixed resistors
IEC Sect. 11.3 Resistor Fi..dissipation film resistors
IEC Sect. 11.4 Resistor
IEC Sect. 11.5 Resistor ..tion wirewound resistors

tion wirewound resistors

IEC Sect. 11.6 Resistor Fi..istors and resistive array
IEC Sect. 11.7 Resistor N..ter (one or several turn)
IEC Sect. 12 Inductors and transformers

IEC Sect. 14.2 Relays Me...d reed relays, low power
IEC Sect. 14.3 Relays Dry reed relays

IEC Sect. 14.4 Relays Ele...pe, thermal relays (power

IFC Sect 145 Industria_er urv wetted relavs
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Figure 5.5: Allocating failure modes to component part numbers

The SN 29500 failure-rate catalog is used to assign the FIT rates for the compo-
nents used in the design. The set of components available in SN 29500 catalog
for failure rates is shown in Figure 5.6. The failure rates for the passive compo-
nents are imported using the SN 29500 catalog but for the LM74700 ideal-diode
controller, the failure modes and failure rates are de ned manually as provided by
Texas Instruments.

The hardware parts with the individual failure rates and failure modes are shown
in Figure 5.7.
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Figure 5.6: SN29500 Failure rate catalog

5.2.2 FMEDA

The FMEDA is done for the circuit in Figure 5.2 by analyzing the failure modes
for di erent components which could potentially violate the top-level safety goal.
The safe-fault distribution for failure modes of di erent components is estimated by
analyzing the percentage of failures which could lead to not providing power to the
control unit.

5.2.2.1 TVS blocks

There are two TVS blocks of circuits used as shown in Figure 5.2, one for each output
from the DC-DC converters. There are two capacitors, one TPSMA18AHE3 B/I
diode and one KDZVTFTR36B Zener diode used in a TVS circuit block. Based on
the circuit design in Figure 5.2, a 'Short’ in all the four capacitors leads to a failure
in the power supply circuit since it leads to a short between "VCC’ and 'GND’. This
is the reason a 75% safe fault distribution is allotted for all the four capacitors with a
"Short’ failure mode. An ’Open’ failure in any of the capacitors would not a ect the
functionality of the circuit hence they are not selected to be violating the safety goal.
Similarly, the TVS diodes, ’U1’, 'U2’, 'D1’ and 'D2’ are used as shown in Figure 5.2.
Similar to the capacitors, only a 'Short’ failure mode in all the four diodes leads to
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Figure 5.7: HW parts with their failure rates and respective failure modes

a complete failure in the power supply. Since the diodes are di erent, a 50% safe
fault distribution for all the four diodes are allotted. The FMEDA analysis for the
TVS circuit blocks is shown in Figure 5.8.
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Figure 5.8: FMEDA for the left and right TVS blocks
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5.2.2.2 Reverse-current-protection blocks

The FMEDA analysis for the reverse-current-protection circuits on both supplies
is same since the type of components used in both the blocks are the same. The
capacitors 'C9’, 'C10’, ’C11’ and 'C12’ used are connected to ground and connected
to the ’TANODE’ pins of the LM74700. The capacitors, when shorted, lead to a
direct short between the "VCC’ and the 'GND"’. This leads to a failure in controlling
the MOSFETSs as intended. The safe-fault distribution for each capacitor is 75%
since only if three of the four capacitors are shorted, the power supply fails.

The resistors 'R1’, 'R2’, 'R3’ and 'R4’ are connected between the 'GATE’ of the
MOSFETSs and the '"GATE’ pins of LM74700. There is no issue with the functionality
when the resistors are shorted as the MOSFETSs can still be controlled as intended
but an 'Open’ failure in the resistors makes the connection between the 'GATE’
of the MOSFETs and the "GATE’ pin of the LM74700 not connected. This leads
to the MOSFETs being uncontrollable by LM74700. A 50% safe-fault distribution
is allotted as a failure in 'R1’ or 'R2’ will lead to a failure in the ’reverse current
protection left’ failure but a functioning ’reverse current protection right’ block.
Similar failures occur when either 'R3’ or 'R4’ resistors fail but the power supply
still manages to function with the 'reverse current protection left’ circuit block.

The capacitors 'C7’ and 'C8’ are connected between the "VCC’ and the "VCAP’
pins of the LM74700. A short in the capacitors would not lead to any failures in
the power supply but if the capacitors are open, there would be no supply to the
LM74700 controller which leads to a failure in the reverse-current protection. The
power-supply would still be intact if any one of the capacitors fail which is the reason
to allocate 50% as a safe-fault distribution.

There are four OR-ing MOSFETSs used, 'U5’, U6’, U7’ and "U8’ to control current
only through one direction and protect the current in the reverse direction. By
analyzing the circuit, both the failure modes, 'Short’ and 'Open’ leads to issues in
the power supply. Only if both the MOSFETS in the same circuit block are shorted,
the reverse-current-protection fails. Hence, a 75% safe-fault distribution is allotted
to the 'Short’ failure mode for all the four MOSFETSs. If any of the two MOSFETs
on each protection circuit block is ’Open’, the power supply fails to supply power to
the loads. Hence, a safe-fault distribution of 50% is set to the 'Open’ failure modes
for each MOSFET.

Two ideal-diode controllers, LM74700, are used to control the MOSFETSs which en-
ables reverse-current protection between the two DC-DC converters. The failure
modes and the failure-mode distribution for LM74700 provided by Texas Instru-
ments are used for the analysis. The failure mode 'Gate output stuck on Hi’ does
not lead to a failure in the power supply as the MOSFETSs are still active to protect
the reverse-current based on the signals received by 'ANODE’ and 'CATHODFE’
pins. The other three failures 'Gate output stuck Low or HIZ’, Gate output not in
speci cation - voltage or timing’ and ’Short circuit any two pins’ lead to a failure
in protecting reverse current. Since there are two di erent power supplies, a failure
in one LM74700 does not make the circuit non-functional. Hence, a 50% safe-fault
distribution is allotted.
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Figure 5.10: FMEDA for the right reverse current protection block

The entire FMEDA analysis from both the reverse-current-protection blocks

shown in Figure 5.9 and Figure 5.10.

5.2.2.3 Pi-

Iter block

For the Pi- Iter in the circuit, the power distribution fails if both the capacitors
on each branch are shorted. Hence, the ’Short’ failure mode for the capacitors is a
possibility which could violate the safety goal. These failures are multiple faults as
only if both the capacitors on the branch fails, it leads to loss of power. The safe-
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Figure 5.11: FMEDA for the Pi- Iter block

fault distribution for the capacitors is 50% since there is always another capacitor
on the same branch which could mitigate the e ect of a failure in one capacitor.
The power-supply fails if the choke coil is open but has no e ects in providing power
if it is closed. Similarly, the power-supply fails if the diode VSSAF5M10HM3/H is
open. These are single-point faults as it is not dependent on any failure in other
components. The consolidated FMEDA for the Pi- Iter is shown in Figure 5.11.

5.2.3 Quanti ed fault tree analysis

The quanti ed FTA is derived from the FMEDA analysis. The failure-mode analysis
done in FMEDA are used in the FTAs. The FTA can be considered as a visualisation
of the analysis done in FMEDA. The PMHF metric is calculated by connecting
di erent failure modes of di erent components with either ’AND’ or 'OR’ gates
to imply that a combination of di erent failure modes occurring together violates
the safety-goal. A failure in the safety-goal occurs only if there is a failure in the
Pi- Iter or a combination of failures in the reverse-current circuit blocks and the a
combination of failures in the TVS circuit blocks. This combination of failures which
violates the safety-goal is analyzed by performing a truth table analysis as shown
in Figure 5.12. The resulting FTA for the violation of the safety-goal is shown in
Figure 5.13.

The FTAs for the TVS blocks is represented based on the FMEDA analysis as shown
in Figure 5.14 and Figure 5.15.

Similarly, the FTAs for the reverse-current-protection blocks is shown in Figure 5.16
and Figure 5.17.

Finally, the FTA for the Pi- Iter circuit block is as shown in Figure 5.18.
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0 1 1 1 1
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1 0 0 1 1
1 0 1 0 0
1 0 1 1 1
1 1 0 0 1
1 1 0 1 1
1 1 1 0 1
1 1 1 1 1

0 - No failure
1- Failure

Figure 5.12: Truth table for analyzing the TVS and the reverse current blocks
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5.3 Design using 15026262 compliant component

This section discusses the design considerations taken for the functional-safety circuit
developed using 1SO 26262 compliant component. The features of the 1SO 26262
compliant component (STPM801), the hardware design schematic, FMEDA analysis
and the FTAs for each circuit block are also discussed in this section.

5.3.1 Hardware design and failure rate allocation

The hardware circuit design using STPM801 can be seen in Figure 5.19. There
are 28 capacitors used with di erent capacitance values, 16 resistors of di erent re-
sistance values, two TPSMA18AHE3 B/l diodes and two KDZVTFTR36B Zener
diodes, four MM5Z12VT1G Zener diodes, four SD0805S020S1R0 Schottky diodes,
one VSSAF5M10HM3/H Schottky diode, two SQJ140EP-T1 GE3 OR-ing MOS-
FETs, two STH315N10F7-6 hot-swap MOSFETsz, one 100 H/35V choke coil and
two STPMB801 ideal-diode controllers. The failure rates and failure modes di er
based on the type of material used for the components. The failure rates and allo-
cation of failure modes of the components are assigned in a similar method as done
for design using LM74700. This is shown under the respective component types in
Figure 5.20 and Figure 5.21.

The TVS left and right, and Pi- Iter implementations are the same as in the design
with non-compliant component. However, the reverse-current-protection left and
right di ers for this design.

The STPM801 provides wide range of functionalities that are utilized in this design.
One functionality that is absent in the non-compliant design is the hot-swap feature.
Hot-swap is a technique used to add, remove, or replace a component from a system
while the system is still operational or powered on. The term "hot" refers to the
fact that the process can be performed without the need to shut down or power
0 the system. The hot-swap feature ultimately serves as a mechanism to prevent
high in-rush currents from damaging the circuit. This application is also used to
soft start the MOSFET, which is a technique used to gradually increase the current
supplied to the MOSFET during its initial power-up. In Figure 5.19, there are two
STH315N10F7-6 hot-swap MOSFETSs used for both power supplies. In the event
of failure in one of the supplies, the other is used. The diode 'D2’ and capacitor
'C5’ are connected to the 'THGATE’ pin of STPM801. The 'C5’ capacitor charges
slowly to ensure that the hot swap MOSFET is not switched on instantly, thereby
enabling the soft start feature during initial power up, and also preventing high
in-rush current from damaging the circuit during hot swapping.

The OR-ing functionality is common for both designs. In this design, the SQJ140EP-
T1_ GE3 is also used for the reverse-current-protection feature in both left and
right power supplies. The functionality of the protection is similar to that in non-
compliant design. The other functionality provided by STPM801 that is not im-
plemented in the other design is over-current measuring at the output through the
shunt resistors, 'R8’ in left and 'R16’ in right, connected to 'SENSE’ input of the
STPM801. Apart from this, an over-voltage and under-voltage monitoring at the
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t is done by the STPM801. The STPM801 has inbuilt control and d
unit that can also detect any failures that has occurred in the charge pump. At an
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event of any internal failure of the STPM801, a fault pin output, 'FLT’, is set to
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low, which can be connected to an external microcontroller for handling the failure.
for di erent components which could potentially violate the top-level safety-goal.

The safe-fault distribution for failure modes of di erent components is estimated by

Figure 5.21
5.3.2 FMEDA
The FMEDA is done for the ¢
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analyzing the percentage of failures which could lead to not providing power to the
control unit. In this section, only the FMEDA for the reverse-current-protection
circuit block is discussed as the Pi- Iter block and TVS blocks are the same for this
design.

5.3.2.1 Reverse-current-protection blocks

The FMEDA for the reverse-current-protection circuits on both supplies is same
since the type of components used in both the blocks are the same. The capacitors
'C3” and 'C4’, ("C13’ and 'C14’ in right block) are connected to ground and to the
input power supply "VB’ pin of the STPMB801. The capacitors, when shorted, lead to
a direct short between the 'VCC’ and the 'GND"’. This leads to a failure in powering
on the STPM801 as intended.

Figures 5.22, 5.23 and 5.24 contain the information of the FMEDA for each com-
ponent that contributes to the reverse-current-protection-left circuit block. The
safe-fault distribution for the ’Short’ in each capacitor is 50% because, only when a
"Short’ failure occurs in ’C3’ or 'C4’, and in 'C13’ or 'C14’, at the same time will
lead to violation of the safety-goal. As can be seen from the gures, the failure-mode
distribution is 50% for the relevant failure modes of all components in the circuit
blocks since they have to occur at the same time in both supply networks to violate
the safety-goal. Given that the left and right circuit blocks complement each other,
all failures in these blocks are considered to be part of multiple failures that violate
safety-goal and not single-point failures.

Figure 5.22: FMEDA for the right reverse current protection left block

As can be seen in Figure 5.22, a 'Short’ failure and ’Open’ failure in capacitor 'C5’
(’C15’ in right block) can lead to the hot-swap MOSFET, Q1" ("Q2’ in right block)
to be turned o , which can lead to supply failure at the output. Capacitors 'C6’
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and 'C7’ ('C16’ and 'C17’ in right block) ful Il the under-voltage and over-voltage
monitoring functionality. Both failure modes, ’Open’ and ’Short’ will lead to failure
detected in STPM801 which will result in the MOSFETS turning o . Capacitors
'C8’, 'C9” and 'C10’ (’C18’, 'C19’ and ’C20’ in right block) are capacitors used for
the charge-pump of the STPM801. Both failure modes of these capacitors will lead
to malfunction of the charge-pump, due to which the charge-pump voltage monitor
will detect a failure and switch o the MOSFETs 'Q1’ and 'U2’ ('Q2’ and 'U5’ in
right block). D2’ (’D7’ in right block) Schottky diode is used for the hot-swap
application. A ’Short’ failure is not considered as a safety critical fault as it will
not lead to the violation of the safety goal. However, an 'Open’ will result in a
disconnection to the 'C5’ ("C15’ in right block) capacitor, which leads to a failure
in the hot-swap application and consequently violates the safety-goal. ‘D3’ (’D8’ in
right block) diode is used for the reverse-current functionality. It is assumed that
an 'Open’ in this diode results in a fault detected by STPM801, as the STPM801
datasheet gives an indication that this diode is necessary but does not delve into
the consequences of its failure. ‘D4’ and ’D5’, ('D9’ and 'D10’ in right block) cause
an issue only in cases of a 'Short’ and it would result in a shorting of the '"HGATE’,
'SOURCE’ and 'DGATE’ pins of STPMB80L.

Figure 5.23: FMEDA for the right reverse current protection left block (contd.)

Figure 5.23 shows the failure modes of the hot-swap MOSFET 'Q1’ ("Q2’ in right
block), all resistors in the circuit, 'R1’ to 'R8 ('R9’ to 'R16’ in right block), and
the OR-ing MOSFET U2’ ("U5’ in right block). For 'Q1’ MOSFET, both failure
modes, 'Short’ and ’Open’ can prove to be critical. A 'Short’ failure can be critical
during initial wake up of the system and during hot swapping. in this case, a high
inrush current cannot be prevented from damaging the circuit. An ’Open’ failure
will not activate the circuit and that results in low output voltage. The resistors
'R1’ and 'R2’ ("R9’ and 'R10’ in right block) are not considered to be violating the
safety-goal, as a path always exists through the 'D2’ and D3’ diodes ('D7’ and D8’
in right block).

'R3’, 'R4’ and 'R5’ ('R11’, 'R12’ and 'R13’ in right block) resistors are used for
the over-voltage and under-voltage detection. The STPM801 can detect a false
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positive fault if these resistors ’Open’ or have a high ’Drift’ in its resistance value.
A fault in the shunt resistor, 'R8’ ("R16’ in right block) could lead to faulty current
measurement at the output that could cause the STPM801 to interpret a failure and
turn o the MOSFETs.

For U2’ MOSFET, both failure modes, 'Short’ and 'Open’ can prove to be critical.
A ’Short’ failure can be critical in cases when left power-supply is lower than the
right. In this case, the power-supply would be considered from right block and the
left STPMB801 turns o or opens the 'U2’ MOSFET. But if the MOSFET does not
open due to a 'Short’, then the reverse-current passes through to from right to left
power-supply, which could potentially damage the system. An ’Open’ failure will
be an issue when the left supply is the primary supply. In this case, the MOSFET
is expected to be turned on, but an 'Open’ failure will lead to low voltage at the
output.

Figure 5.24: FMEDA for the right reverse current protection left block (contd.)

Figure 5.24 shows the failure modes of the STPMB801 itself. Since the controller
has been developed as per 1SO26262, STM Electronics have provided three TSRs
that they have been implemented along with the failure metrics for each TSR. These
failure metrics have been determined by by ST Microelectronics through an extensive
failure analysis and implementation of internal safety mechanisms. The SPFM, LFM
and PMHF have not been directly used, as the Medini Analyze tool requires the
safety related failures along with their SPF and latent fault (LF) coverage. The
SPF coverage and LF coverage give an indication to the percentage of safety-related
faults that have been covered by the safety mechanisms implemented within the
controller. As two STPMB801 is used in this use case, the SPF of the STPM801 now
becomes LF at a system level. Therefore, in the gure, the STPM801 failure modes
are also chosen as multiple failures that violate safety goals.
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5.3.3 Quanti ed fault tree analysis

The top-level event failure is same for both the designs. The FTA for the 1SO 26262
compliant design di ers only in the reverse-current-protection left and right circuit
blocks. The truth table in Figure 5.12 is applicable for this design as well. Since the
STPMB801 provides a number of features that are used in the design, the FTA is more
extensive than in the design using LM74700. As shown in Figure 5.25, the number
of components involved are more and there are sub-trees for hot-swap failure and
Ideal-diode failure which can be seen in Figure 5.26 and Figure 5.27 respectively.

Figure 5.25: FTA of Reverse Current Protection Right Circuit Block

The method of performing the FTA is similar as in the previous design. The failure
modes of components from the FMEDA are used to form the root of the tree. By
analysing the circuit, the failure modes are traced to the top level event through 'OR’
and ’AND’ combinations. In Figure 5.26 and Figure 5.27, the FTA is designed based
on the components involved in ful Iling the hot-swap and OR-ing functionality. As
many safety mechanisms are in place for the STPM801, only a double failure (failure
of the safety mechanism and the components involved) would lead to failure of the
Hot-swap and OR-ing failure events.

The FTA for the reverse-current-protection-left block is similar to the reverse-
current-protection-right block. Figure 5.28, Figure 5.29 and Figure 5.30 show the
FTAs derived for the reverse-current-protection-left block.
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Figure 5.26: FTA of hot-swap failure Right

Figure 5.27: FTA of Ideal diode failure Right
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Figure 5.28: FTA of Reverse Current Protection Left Circuit Block

Figure 5.29: FTA of hot-swap Failure Left
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Figure 5.30: FTA of Ideal Diode failure Left
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Results

This section shows the results obtained after performing the functional-safety anal-
ysis for the designs using the 1SO 26262 non-compliant device and the I1SO 26262
compliant device. A comparison between the hardware metrics for the circuit using
1SO26262 compliant device and the circuit using 1SO26262 non-compliant device is
discussed.

6.1 Failure analysis results for circuit with 1SO
26262 non-compliant component

Figure 6.1: FMEDA results overview for circuit using 1SO 26262 non-compliant
component.

Figure 6.1 shows the SPF (Single-Point Failure) and the LFM (Latent-Fault Met-

ric) of the circuit designed (Shown in Figure 5.19) with non-compliant component.
The total SPF and LF obtained are 2.327 FIT and 25.308 FIT (Failure In-Time)
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respectively. This corresponds to an SPFM (Single-Point-Fault Metric) of 96.49%
and an LFM of 60.49%. The results indicate that the ASIL D target metrics are
not met with the current design. Based on these results, it is clear that the us-
age of non-compliant component without any safety mechanisms can lead to a less
reliable design in safety-critical applications. This analysis is necessary to under-
stand the extent of external safety mechanisms needed to be implemented in order
to compensate for the unreliability of a component.

Figure 6.2: Main contributors to SPFM.

The reason for SPFM being lower than the target value is due to the VSSAF5M10-
HM3/H Schotkky diode (D5) and the choke coil 100 H/35V (U10) in Pi- Iter
block. From Figure 6.2, it can be seen that total SPF is due to 'Open’ failure mode
of both D5 and U10. These two components do not have a redundancy or any other
mechanism that can mitigate the e ects of the SPF. A possible solution to improve
the SPFM is by having two choke coils in parallel and having two Schottky diodes
in parallel. By doing this, the single-point failures would be converted to multiple-
point failures which would in turn increase the SPFM value, but would result in
reduction in LFM value.

Figure 6.3 and Figure 6.4 shows the failure-rate contribution of LM74700 in reverse-
current-protection left and right circuit block, respectively. The total FIT contribu-
tion by each LM74700 is 10 FIT. From Figure 6.1, it can be seen that the total LFM
in FIT is 25.307, and the combined FIT contribution from both LM74700 accounts
to 20 FIT, which is responsible for approximately 80% of the total latent failures
in the circuit. Since an in-depth analysis of the systematic failures and their e ects
has not been done by the supplier, no safety mechanisms are in place addressing the
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Figure 6.3: FMEDA results for the circuit using LM74700 in left

Figure 6.4: FMEDA results for the circuit using LM74700 in right

failures within the component. The latent failures are high in the current system
due to the lack of monitoring, diagnostic and safety mechanisms, which could miti-
gate the e ects of these failures. To satisfy ASIL D requirements, the failures in the
LM74700 need to be addressed through external monitoring and safety mechanisms
that ensure a safe reaction in case of a failure.

The result obtained for PMHF from Medini Analyze tool can be seen in Figure 6.5.
The FTA evaluated by the tool is not performed speci cally to calculate the PMHF.
The evaluation also provides other information that is useful while performing risk
analysis. As shown in the gure, the parameters evaluated by the tool are unavail-
ability, unreliability, probability of Failure-in-Demand (PFD), conditional failure
intensity (CFI) average, and PMHF. However, out of these parameters, only PMHF
is of interest for this thesis project. The PMHF obtained is 2.33 FIT which is well
within the ASIL D target PMHF value. The consolidated safety-goal analysis for
the circuit with the non-compliant component is shown in Figure 6.6.
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Figure 6.5: FTA results for the circuit using 1SO 26262 non-compliant component
(LM74700)

Figure 6.6: Safety goal analysis for the circuit using 1ISO 26262 non-compliant
component (LM74700)

6.2 Failure analysis results for circuit with 1SO
26262 compliant component

The overall result of the FMEDA analysis performed on the circuit (See Figure 5.19)
with the ISO 26262 compliant component is shown in Figure 6.7.

Figure 6.7: FMEDA analysis for the circuit with the compliant component

The SPFM and LFM for this design is found to be 98.86% and 93.84%, respectively.
The SPFM does not satisfy the requirement for ASIL D although the LFM satis es
ASIL D target metrics. The reason for the 98.86% SPFM is due to the Schottky
diode VSSAF5M10HM3/H (1.015 FIT) and the choke coil 100 H/35V (2.655 FIT).
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The SPFM can be improved the same way as suggested for the previous design for
the Pi- Iter, as this block is the same for both designs.

The FMEDA analysis for the STPM801 gives a consolidated report of the safety
mechanisms and the latent failure for each failure mode as shown in Figure 6.8 and
Figure 6.9. The failures are latent faults with the safety mechanisms covering 99%,
99.84% and 99.09% for "'TSR1’, "TSR2’ and "TSR3’ failures respectively. It can be
observed that a single STPM801 unit contributes to a 0.323 FIT out of the total
12.426 FIT latent faults as shown in Figure 6.7. From this it can be inferred that,
the compliant component with all the internal safety mechanisms implemented, is
able to su ciently mitigate the e ects of the potential latent faults that can occur
in this design.

Figure 6.8: FMEDA report for STPM801 used in reverse current protection left

The quantitative FTA is evaluated based on the FTA design in Section 5.3.3. The
result of the evaluation of the FTA is shown in Figure 6.10. The PMHF obtained is
2.327 FIT for the design. This value is less than 10 FIT which is the recommendation
for an ASIL D design.
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Figure 6.9: FMEDA report for STPM801 used in reverse current protection right

The consolidated result of the safety-goal using quantitative failure analysis is shown
in Figure 6.11.
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Figure 6.10: Quantitative FTA evaluation of the design with STPM801

Figure 6.11: Safety goal analysis for the circuit using 1SO 26262 compliant com-
ponent.

6.3 Discussion

Based on the results obtained for non-compliant component, LM74700, it is observed
that the component is responsible for 80% of the latent faults that could occur in
the design. Furthermore, the results indicate that without analysing the failure
probability of the components being used, the system being designed can have un-
known failures that would remain unaddressed. In safety-critical applications, the
margin for error should be very low, therefore, it is essential to know the reliability
of components.

When comparing the obtained safety metrics for the design using compliant com-
ponent and design using non-compliant component, it is noted that both designs
have the same cause of single-point failures. However, the SPFM for design using
STPMB801 is higher (98.6%) than that of design using LM74700 (96.43%). This is
mainly due to the di erence in the total number of safety-related failures in both
designs. As the design using STPM801 consists of more components, the total num-
ber of safety-related failures is higher (204.87 FIT) than the design using LM74700
(66.39 FIT), which has fewer components. From this result, it can be inferred that
while the usage of the components in question are done with redundancy, they
impact the SPFM indirectly due to their contribution to the total safety-related
failures.

The results obtained for the LFM in both the designs show a striking di erence of
about 33% with the LFM for the design with LM74700 being 60.49% while the LFM
for the design with STPM801 being 93.84%. This is due to the fact that most of the
latent failures are mitigated by the implementation of safety mechanisms within the
STPMB801 component while there are no safety mechanisms to protect the design
with LM74700 from latent faults.

The results for the design with the non-compliant component raises a pertinent ques-
tion: Why use non-compliant components if the results indicate higher probabilities
of failures?

1. Firstly, when using compliant components the total number of safety related

65



6. Results

66

failures may increase due to the number of components involved in implement-
ing the safety mechanisms. While these safety mechanisms are in place to mit-
igate the e ect of the failures, it has to be noted that using more components
introduce more possibilities of failures in the system. Using a non-compliant
component can be bene cial in these cases, if the failure detection and safety
mechanism implementations are implemented externally with high ASIL in-
tegrity microcontrollers. In these cases, the less complexity of non-compliant
components along with the external safety mechanisms may result in a lower
total safety related failures and also achieve the target metrics.

. Secondly, to achieve 1SO 26262 compliance, the standard requires you to cover

for all SPFs and LFs within the component, which results in various internal
safety mechanisms implemented by supplier based on assumed use-cases and
assumed safety-requirements. While the components ful Il the main goal of
OEM, some of these assumed use-cases and requirements may not necessarily
align completely with OEM’s design. For example, STPM801 provides hot-
swap feature for ensuring high inrush currents do not damage the system.
This issue could be dealt di erently by OEM on a higher level outside of the
functional safety circuit explored in this thesis project.

. Finally, due to these internal safety features and mechanisms implemented

by suppliers, the OEMs are restricted in implementing a more design speci ¢
solution for their use case. In such situations, non-compliant components,
along with the relevant documentation providing justi cation for its use in
safety applications may prove to be a more exible option.



-

Conclusion

One of the aims of this thesis project was to assess the impact of component reliabil-
ity while designing a safety-critical electronic system. Based on an initial literature
survey, it was found that there is a lack of research papers addressing the relia-
bility of components being used while designing safe system. To explore this, a
safety scenario was put forth by Volvo Cars that focused on addressing a reverse
current between two power supplies in a power-distribution solution. To understand
the e ects of component reliability in this scenario, a design with 1SO 26262 non-
compliant ideal-diode controller, LM74700, and a design with 1ISO 26262 compliant
ideal-diode controller, STPM801, are considered. A comprehensive failure analysis
was performed to evaluate the random hardware failure metrics on both these de-
signs. The failure analysis involved performing an FMEDA (Failure Mode E ect
and Diagnostic Analysis) and FTA (Fault-Tree Analysis) on the hardware designs
to calculate the safety hardware metrics de ned in ISO 26262, namely the SPFM
(Single Point Failure Metric), LFM (Latent Fault Metric) and PMHF (Probabilistic
Metric for random Hardware Faiure), which indicate the probability of components
to fail and their e ects on the whole system.

The overall result indicated that the non-compliant component, without safety mech-
anisms in place, is indeed less reliable compared to the compliant component. The
obtained results indicated that, the design using LM74700 had a slightly lower SPFM
as compared to the design with STPMB801, while there was a signi cantly large dif-
ference in LFM between the designs. This is mainly attributed to redundancy in
using the components addressing the reverse-current protection. As only a failure in
both components occurring at the same time will result in violating the safety goal,
the e ects of the ideal-diode controller directly impacted the LFM and indirectly
impacted the SPFM. The LFM for design using LM74700 was signi cantly lower as
it did not contain any safety mechanisms to cover for the latent faults in the design.
In contrast, the LFM for the design with STPMB801 met the necessary targets as
most of the latent faults were covered by the internal safety mechanisms.

The rationale behind using non-compliant components, even when results suggest a
higher likelihood of failures, is worth considering. The decision to opt for such com-
ponents in safety applications, is based on the speci ¢ use case of each component
within the safety system. This choice considers several key factors. Firstly, compli-
ant components can introduce complexity due to the multiple internal safety mech-
anisms, which, may increase the number of safety-related failures. Non-compliant
components, when paired with external monitoring systems for failure detection and
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safety mechanisms, can simplify the system and lead to fewer safety-related failures,
and also align with target metrics set for that system. Secondly, 1SO 26262 compli-
ance by suppliers mandates internal safety mechanisms in components, often based
on assumed use cases and requirements that may not perfectly match with OEM’s
speci ¢ design needs. Lastly, the internal safety features implemented by suppliers
can constrain OEMs in tailoring solutions for their unique use cases. In such scenar-
i0s, non-compliant components, substantiated by suitable documentation justifying
their safety use, o er a more adaptable alternative. Ultimately, the choice hinges on
the intricacies of the safety application and the need for exibility within the design
process.

Although this thesis project encompassed an examination of a non-compliant com-
ponent lacking internal safety mechanisms and a compliant component equipped
with built-in safety mechanisms, within the context of a particular power distri-
bution scenario, the ndings and conclusions drawn from this study can still hold
relevance and applicability to a broader spectrum of safety-critical applications. In
future investigations, it may be advantageous to extend the scope by comparing
a non-compliant design incorporating externally implemented safety mechanisms
against a design utilizing a compliant component. Such an approach would enable
a comprehensive assessment of component reliability from a system-level perspec-
tive. Another prospective avenue for research involves the practical realization of
hardware designs followed by veri cation tests. The aim is to ascertain whether the
empirical outcomes align with the theoretical values derived in this thesis.

In conclusion, the outcomes of this study provide useful insights to engineers, de-
signers, and stakeholders seeking to balance safety considerations with hardware
design. The study contributes to the ongoing discourse on hardware design, compo-
nent failure and reliability in safety engineering within the framework of 1SO 26262
compliance.
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