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Abstract
The increase of interest in electrical vehicles has been rapidly increasing in recent
years. Modern day vehicles are equipped with more complex systems to meet with
technological standards and safety aspects. A part of those are autonomous driving
functionalities to improve the safety of the vehicle as well as the people using it.
The automation of the vehicles as the end-product goes hand-in-hand with the
development of the vehicle down to component level.
In this thesis we present a framework on how automated test generation of Hardware-
In-the-Loop systems for electrified vehicles can be performed. The utility of Hardware-
In-the-Loop systems comes in stages after simulations in the other test integration
levels Software-In-the-Loop and Model-In-the-Loop, with a key difference being the
presence of hardware which is configured and tested upon as test objects.
By traditional means, the tests are running in a test environment so the test ob-
jects are emulated as if running in the real-world environment in the use of the end
product. Interfacing with the test object can be done by manually actuating and
alter the inputs in real-time to produce test results. Besides the manual means it is
possible to run automated tests where the interface use test cases with instructions
on how the test is performed. When test cases are available they can be used for
the future and run on several systems. The issue is the creation and maintainability
of test cases since that is performed manually by test engineers. Resources which
could otherwise be spent on other areas and time spent by the test engineers is spent
on implementing new test cases as new functionalities while the need for testing is
still growing. To complement this way of testing we provide a framework for auto-
mated test case generation and execution. The primary method of performing this
automation is called falsification. With falsification it is possible to find counterex-
amples of specifications where requirements are no longer met. Using falsification,
it is possible to automate the process of finding new specifications to be used in test
cases, thus creating new ones. With the generation of test cases it is possible to
execute the test on the Hardware-In-the-Loop system to produce test results and
use the test results as input data and interface that to a falsification problem and
create new test cases. The framework presented in the thesis makes use of this and
interface the data to perform both test generation and execution, providing another
layer of automation to testing.

Keywords: Cyber-Physical Systems, Hybrid systems, Temporal logic, Falsification,
Software-in-the-Loop, Hardware-in-the-Loop, Automated test generation.
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1
Introduction

Cyber-Physical Systems (CPSs) are systems that integrate networks, computations
and physical processes. They can be simple, e.g., a heater, or include multiple
components, e.g., autonomous automotive systems or medical monitoring. This
novel understanding of systems has resulted in several challenges, including their
validation and verification. This master’s thesis tackles the problem of verifying
and validating CPSs in an industrial environment. In particular, the challenge of
implementing automated testing in the Hardware-in-the-loop (HIL) environment to
reduce additional work for engineers and increase confidence in the final components.
Such complex systems are usually developed using the so-called Model-Based Devel-
opment (MBD) approach. It is a common design paradigm that uses mathematical
models to simulate the behavior of the CPSs. In addition, to perform tests on these
models there is a set of activities contained under the name of Model-Based Testing
(MBT). One of these activities is Hardware-in-the-Loop, which allows evaluating
complex systems in real-time, combining real hardware with emulated components.
Since HIL does not require testing on the final assembled product, it helps to reduce
risks. For example, HIL testing minimizes late detection of errors, which could lead
to an overhaul of the entire system and the discovery of malfunction at late stages
that could drive to failures that destroy expensive equipment.
Among all different techniques for testing CPSs, this master’s thesis considers fal-
sification, which consists of validating a system by monitoring its response to input
signals. More precisely, the goal of falsification is finding inputs signals which prove
the system does not fulfil a certain specification. The implementation of this tech-
nique is performed using a toolbox called Breach [1]. In addition, this tool generates
automated tests, as it computes, investigates, and selects input parameters automat-
ically, without the collaboration of test engineers.

1.1 Cyber-physical systems
The term Cyber-Physical System was first coined at the National Science Founda-
tion (NSF) around 2006 [2]. Since then, the interest in its analysis and study has
increased, a fact that is reflected in the rise of funds awarded by the scientific in-
stitutions throughout the world to research projects related to CPSs in recent years
[3]. These systems can boost progress in many different fields, which could gener-
ate big economic impacts [4]. For example, transportation systems could benefit
from better embedded intelligence in cars and in this way improve safety and effi-
ciency. Another example is that the power grid could integrate distributed micro
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1. Introduction

power generation precisely and safely. However, despite the progress made in the
last years, the field of researching CPSs is still a discipline with a great amount
to be explored. Furthermore, several recent trends have increased interest in CPSs
even further: the proliferation of low-cost and increased-capability sensors; the avail-
ability of low-cost, high-capacity and small-form-factor computing devices; or the
wireless communication revolution.
Several definitions of CPSs have been proposed by the scientific community. In [5]
CPSs are defined as physical and engineered systems whose operations are moni-
tored, coordinated, controlled, and integrated by a computing and communication
core. Another work [4] describes them as the integration of computational with phys-
ical processes, monitored and controlled by embedded computers and networks. Liu
et al. state in [6] that they are multidisciplinary systems to conduct feedback control
on widely distributed embedded systems by the combination of computation, com-
munication, and control technologies. Gathering all formal definitions together, we
can conclude that CPSs are complex and multidisciplinary systems that integrate
the dynamics of the physical processes with those of the software and communica-
tion.
To better understand what a CPS is, the system’s components and structure are
introduced. As seen in Figure 1.1, a CPS can be divided into three different layers:
the physical layer, the information layer and the cyber layer. The physical level
represents the physical phenomena to be monitored. The information layer refers
to the communication network and other devices. It is primarily in charge of the
transmission and collecting of the data and is responsible for linking the physical and
cyber layers. Last, the cyber level exemplifies the embedded instruments, sensors,
and actuators that deal with the acquisition and sampling of data.

M
o
n
it
o
r

C
o
n
t
r
o
l

Figure 1.1: Representation of the components and structure of a CPS. Figure
reproduced from [7].
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1. Introduction

1.1.1 Characteristics
CPSs have some features that differentiate them from both traditional embedded
and real-time systems. The most important of these features are as follows:

1. Importance of physical systems: as opposed to traditional embedded sys-
tems, physical systems play a key role in CPSs. Tasks regarding hardware
design and size, energy management, or system testing should be taken deeply
into account. Some models have been discussed within the related literature.
A methodology for automatically abstracting models of CPSs can be found in
[3]. Also, this work shows how analytical abstractions from physical systems
can be converted into executable simulation code.

2. Information system as the integrating element: to join the physical
and the cyber systems an information system is needed. In this way, the
information in the physical environment can be transformed into the rules and
models of software systems. The network must satisfy two basic requirements
to facilitate this integration and ensure proper results. First, data transmission
must be secure against possible network attacks. Second, this information
system must be capable of transmitting data in real-time.

3. Integration of heterogeneous systems: as mentioned before, CPSs are
heterogeneous distributed systems with high integration and interaction of
information and physical systems. To achieve this integration, cyber capability
in every physical component needs to be installed.

4. Real-time capability: CPSs transmit collected information or instructions
in real-time, so that the requirements of task processing are met.

1.1.2 Challenges
CPSs have and will continue to transform how we interact with the world around
us. This new paradigm has resulted in progress in multiple fields and its consequent
benefits. However, all this does not come for free. Even though great progress has
been done in recent years, CPSs still have some challenges. According to [6], the
main difficulty in the design of CPSs lies in the lack of a theoretical framework of
network and physical resources. Unlike embedded systems, where there is a great
deal of experience and know-how, the modeling of physical systems and networks is
still at an early stage of development. This leads to problems such as the inability
to transform the requirements of physical systems or the overlooks of fundamental
aspects of computer engineering. A summary of the most important challenges faced
by CPSs is presented below from [2, 3, 5, 6, 8]:

1. Abstraction and architectures: for the correct design of CPSs it is nec-
essary to accurately capture the physical properties through programming
abstractions. Also new architectures must emerge to integrate physical sys-
tems, cyber systems and networks . These must ensure the integration and
interoperability of the heterogeneous systems that make up CPSs.

2. Hybrid systems and control: a hybrid automaton is needed to describe
through a mathematical model, systems where digital computational processes
interact with analog physical processes in order to perform feedback control.
newpage
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1. Introduction

3. Robustness, reliability, safety, and security: it is a key challenge because
uncertainties in the physical world, cyber-attacks, and errors make it necessary
to pay close attention to these requirements.

4. Verification and validation: the gap between formal methods and testing
needs to be bridged. Compositional verification and testing methods that
explore the heterogeneous nature of CPS models are essential.

As will be discussed later in Section 1.3, CPSs cannot be validated and verified using
traditional formal methods. Instead, testing needs to be used. This master’s thesis
focuses on taking a step further on the path of providing a tool to overcome the
challenge of verifying and validating CPSs.

1.2 Model-based development
Model-based development is a mathematical method based on models that repre-
sent the dynamic behavior of the system and its main goal is to provide developers
with a framework which establishes a series of steps to follow for designing, ana-
lyzing, verifying, and validating dynamic systems [9, 10]. As systems become more
and more complex involving both hardware and software, as with CPSs, engineers
need to separate the development and testing phases from the hardware availability,
since dependence on the hardware may lead to delays and difficulties. Model-Based
Development is one approach to overcome this issue.
There are several advantages to using MBD. Firstly, equation-based models and
simulations of these models allow engineers to an early understanding in the design
phase. Moreover, MBD also reduces time to market through component reuse and
reduces costs by simulating and testing systems before implementation [11].
Jensen et al. detail in [10] how the MBD process for CPSs can be broken up
into ten codependent steps. Staying within these steps, which means follow them
carefully and correctly, it is possible to successfully develop and design a CPS and
satisfactorily track the evolution of the process. It should be kept in mind that it is
a iterative methodology, which makes a continuous review of the phases necessary
until the requirements are fulfilled.

1.2.1 Model-based testing
The term Model-based testing has different meanings, depending on the scope of
application and use. Generally speaking, it can be described as all testing activities
in the context of Model-based development projects [12]. More precisely, MBT is
a variant of testing, which is based on models that simulate the behavior of the
System Under Test (SUT) and/or the behavior of the environment [13]. Its main
activities are focused on building the model, defining test specifications, generating
tests, and executing tests.
The advantages of following this methodology are numerous [10, 12, 13]. The most
interesting ones for the purpose of the project are discussed next. As already men-
tioned in Section 1.2, MBD, and hence MBT, enables engineers to understand and
detect failures at an early stage. In addition, one of its most attractive features is the
capability for automated test generation. This is very useful in the case of systems
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1. Introduction

as complex as the CPSs considered here, where an iterative process is necessary
to ensure that the required specifications are met. Finally, as will be discussed in
Section 1.3, this approach also allows engineers to operate in virtual environments.

1.3 Verification and validation
There are many analysis techniques that can be classified into two main groups:
formal verification and testing [9]. A short insight into how to verify CPSs, com-
paring formal verification and testing, and also the approach followed to implement
the project is given below.

1.3.1 Formal verification
According to [9], formal verification provides formal proof of the correctness of a
system for a set of parameters and inputs. In other words, it is the procedure
to prove that a system is safe to all disturbances [14]. Formal methods are the
techniques that underlie this approach. They are mathematically based techniques,
usually assisted by tools, that help to describe the properties of a system and verify
them. Among its advantages are the ability to analyze and verify the models under
study at any part of the development cycle and the ability to reveal inconsistencies,
ambiguities, and bugs. These techniques have proven to be useful for validating
CPSs under very specific conditions, as in [15]. However, formal verification in CPS
is very complex. This is because it is based on the calculation of the reachable space
of a hybrid automata, which in the case of very large CPSs may not converge even
under very specific constraints, as in [16]. This is, there is no terminating algorithm
that can answer whether a CPS ever enters a set of bad states.

1.3.2 Testing
When the complexity of systems, such as those covered in this master’s thesis,
makes it impossible to use formal verification techniques, testing becomes the main
alternative. According to [13], the objective of testing is to verify that the actual
and expected behavior differ, or to increase confidence that they do not. Its goal is
failure detection. However, this way of validating systems has two limitations that
it is good to keep in mind [9]. On the one hand, the conditions under which testing
is performed may not reproduce the actual conditions under which the system will
be used once implemented. On the other hand, due to the underlying nature of
testing, no matter how many times a system is tested, we cannot prove the absence
of errors. Nevertheless, as previously stated, it allows to increase the confidence in
the correct validation of the final system.
According to how they are generated, i.e, how inputs signal are defined and pa-
rameterized, and executed, i.e, how the code is executed and how the expected
and actual results are compared, there are three level of test automation. Table
1.1 shows the generation and execution characteristics of each of the three testing
levels. According to Table 1.1, there are:
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1. Introduction

• Manual testing: both the generation and the execution are manual tasks.
This requires the engineer to take the role of the end-user to ensure proper
operation.

• Automated execution testing: the execution is automated through spe-
cialized software that allows creating test cases. However, the generation is
still manual, so test engineers must parameterize and define the inputs each
time they want to run a test case.

• Automated generation testing: this testing method allows automated gen-
eration and execution. As in automated execution testing, test engineers de-
velop test cases that are automatically executed through a specific software.
Furthermore, test engineers are not anymore in charge of defining and parame-
terizing the inputs signal each time a test case is run, instead a software carries
out this task.

Automated Automated
Execution Generation

Manual Testing × ×
Automated Execution Testing ✓ ×
Automated Generation Testing ✓ ✓

Table 1.1: Execution and generation characteristics of the three automation levels
of testing.

As the reader may imagine, manual testing is the traditional method used since
the beginning of testing techniques. In recent times, a lot of work has been done
to complement manual testing with automated execution testing. In fact, this last
method is consolidated in the validation and verification of systems in Volvo Cars.
Because of the proliferation of CPSs, traditional testing approaches, manual and
automated execution testing, are no longer scalable and they need to be gradually
complemented with automated generation testing methods.
MBT described in Section 1.2.1, allows testing at different levels of integration. The
most relevant to the master’s thesis are [12, 17]:

• Model-in-the- Loop (MIL): both the software components and the physical
components of the systems are simulated, without any hardware component.
Models created from tools such as Simulink are used for this purpose. This is
the first level of integration.

• Software-in-the-Loop (SIL): the main difference between MIL and SIL is
that in the latter the model is compiled and run with a fixed time-step. That
is, the software is compiled and tested within a simulated environment but
without any hardware component.

• Hardware-in-the-Loop (HIL): the software runs on Electronic Control
Units (ECUs), Battery Electronic Control Module (BECM) and the Electric
Drive Module (EDM) in the case of the thesis, i.e., hardware components are
used, but the environment with which it interacts is still simulated. In this
integration level, a real-time simulation is used.

6



1. Introduction

Figure 1.2: Testing characteristics according to each integration level. Figure
obtained from [17].

Figure 1.2 shows the similarities and differences between the three integration levels.
As can be seen, both MIL and SIL use software interfaces for the signals, while the
HIL approach uses a physical interface since it works with hardware. Simulations
are run differently: MIL at processor time, SIL at fixed-time, and HIL at real-time.
Finally, it is verified that both MIL and SIL simulate the plant and the controller,
and HIL only simulates the controller since the plant is the hardware.
In this master’s thesis, tests are carried out at the last level of integration described,
HIL. In addition, as mentioned above, because of the complexity of the systems, our
work is based on an automated test generation approach, which is implemented in
the HIL environment with the use of falsification technique and Breach toolbox.

1.4 Objective and scope
As discussed in Section 1.1.2, one of the main challenges of CPSs is validation and
verification. Because of their complexity, formal techniques cannot be applied, and
instead, testing must be used. One approach to overcome this limitation and increase
the automation level is MBT. Among the three testing integration levels described
in Section 1.3.2, two (SIL and MIL) have already been implemented at Volvo Cars
with positive results, as shown in [18]. However, the last integration level HIL, where
hardware elements are used, has not yet been proven.
The master’s thesis has the overall aim of implementing a specific method of auto-
mated test generation, falsification, for the electric drive and/or the battery control
module in the HIL integration level for electrified vehicles in development at Volvo
Cars. The motivation is to provide Volvo Cars with a method to optimize testing
tasks, that detects failures at earlier stages of development.

7



1. Introduction

Within this framework, the three main objectives of this master’s thesis are estab-
lished:

1. Analysis of the framework, i.e, set of guidelines used for creating and designing
test cases, followed at Volvo Cars for HIL environment testing.

2. Development of a general test case framework to implement automated testing
generation using falsification in the HIL environment.

3. Development of the necessary tools for the implementation of the general
framework.

1.5 Method
The purpose of the master’s thesis was to explore an under-researched topic: the
implementation of automated test generation in an industrial environment. The
research was descriptive in nature, as not much is known yet about the topic. Also,
this research was based on qualitative and primary data, since test cases developed
in Volvo Cars were used as the main data source. This qualitative and descriptive
nature is the one that best allows us to answer the research questions stated in
Section 1.6.
As discussed above, the data needed to develop this master’s thesis has been mainly
the existing test cases in Volvo Cars, i.e., the data existed as pre-developed test
cases when the master’s thesis was initiated. To gain insight into the possibilities
of implementing automated test generation, a general review of these test cases
was performed with the help of the test engineers working on each of the analyzed
hardware systems. The aim was to gather those test cases that best suited our
purpose, i.e., that could be automated using falsification. As a result, a couple of
test cases were selected from each of the two ECUs: BECM and EDM.
Once the test cases were selected, the method, the structure, and specifications were
analyzed to adapt them to the new automated test generation approach. Again, this
study was carried out in collaboration with the test engineers and was based on the
knowledge gained from the initial literature review.
The falsification technique was chosen to further develop automated generation test-
ing in an industrial environment for HIL systems, since it has already been success-
fully implemented in SIL and MIL at Volvo Cars, as shown in [19]. It is therefore
logical to continue the development process already started. The same holds for the
tools, Automation Desk and Breach have been selected because they are the ones
used at Volvo Cars.

• Chapter 2 explains the theoretical foundation on which the project is based.
First, the concept of temporal logic and its two main variants, Linear Temporal
Logic and Signal Temporal Logic, are introduced. This is followed by a detailed
description of the falsification process and tools.

• Chapter 3 is about Hardware-in-the-Loop testing. The HIL testing method,
the HIL setup, and the main components that make it up are explained. Then,
it is described how the HIL approach is implemented in Volvo Cars.

• In Chapter 4 the proposed framework to combine falsification technique with
the HIL testing in Volvo Cars is presented.

8



1. Introduction

• Chapter 5 addresses the analysis of the work presented in the master’s thesis
and the future work to be accomplished. It also includes a discussion about
ethics and sustainability and the answer to the research question.

1.6 Research questions
In addition to the objectives at hand, academical aspects of the thesis are presented.
To connect the work of the project and represent the academical value we define and
present research questions. These questions are associated to the project content
as a whole, meaning that they are stated so that they connect how the literature
and background can be utilized towards the application. Throughout the thesis,
the content and relevancy of the questions are considered and at the later stage,
answered upon. They are stated as the following:
Question 1 - How can falsification of CPSs be used in an industrial environment,

for automated test generation of electrical automotive HIL systems?
Question 2 - How should automated test generation based on falsification be used

in conjunction with traditional manual testing?
Question 3 - What kind of specifications are suitable to use for the kind of auto-

motive HIL systems considered in the thesis as compared to typical simulation-
based testing?

The first question takes into account how the main method of automating and
testing, namely falsification, be used on CPSs and then applied to a practical aspect.
It is stated so that the intent is to answer upon how this method of automation can
be used for testing on HIL systems. Thus the question is formed such that it takes
into account of how the theoretical background can be applied in practice.
The second question has the intent of stating comparisons between traditional man-
ual testing and automated test generation based on the falsification method. By
providing the information of how both manual testing and automated test genera-
tion works, one can then understand when it is suitable and when it is not suitable
to use one or the other.
The third question might seem to be stated more complex than the other ones.
Definitions on specifications have to be made. It take into account what specific
requirements are of use in testing. Such specifications vary and therefore there may
be those that are more suitable for HIL systems than simulation-based testing. The
difference of HIL systems and simulation-based testing also have to be stated. The
advantages and disadvantages of both ways of testing depends on the testing itself.
Such testing should be clearly explained so that it is possible to apprehend what
specifications are suitable.
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2
Falsification of Cyber-Physical

Systems

In this chapter we provide a theoretical background on the concepts of Temporal
Logic and the interdisciplinary branches of it. In particular we present an expla-
nation on Signal Temporal Logic (STL), which is the language of the specifications
considered. We also present the method of approach to automate the testing gen-
eration, called falsification, and give an insight on how the the falsification problem
is solved and what falsification tools exists.

2.1 Temporal Logic

Temporal logic is a logic for specifying properties over time, meaning that it is
possible to make arguments of what is, what was and what will be in terms of
propositions. It is a formalism widely used for specifying desired behaviours of a
system and predict certain results. Originally the usage of temporal logic was to
reason about Input/Output (I/O) systems. An I/O system is a system where the
input and output is the communication between information processing systems
and the real world, which can be a human or another system. Usually inputs and
outputs come and goes to physical devices and would then be called input and output
devices. An example of an I/O system is a computer. The inputs would come from a
keyboard as the acting input device and the output would go to a monitor acting as
the output device. The intention is to evaluate well-defined sequences of states and
events found in said systems. The I/O systems uses Boolean, discrete-time signals
to focus on verification, specification and synchronous systems. It is often described
as a branch of modal logic [20].

There exists several varieties of temporal logics and expansions on those. One of
the original temporal logics described for reasoning on formal systems is Linear
Temporal Logic (LTL) [21]. Over the years, there has been extentions to reason
about specifications of properties of real-valued signals defined over time. Such
extensions are Metric Temporal Logic (MTL) and Signal Temporal logic (STL) [22].
These logics can express requirements for safety and liveness, that is, running a
system safely without hazardous behaviour and avoiding deadlocks.

11
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2.1.1 Linear Temporal Logic
One of the original varieties is LTL. It was described by Pnueli in 1977 [21]. It is
a logic for execution paths of systems and is one of the most important logics for
verification of software and hardware. In system design LTL is used as a formalism
for specifying desirable and acceptable behaviors or reactive systems. As a turning
point in verification it is putting a ongoing sequential behavior of a system at the
center stage of the verification process. A basic intuition would be to consider
execution paths of a system into the future. An execution is the sequence of states
to which the system goes. From each point of time during the execution, one is
looking into the future.

2.1.2 Discrete-time signals
As will be later discussed in Section 2.2, falsification is based on the evaluation
of specifications described in temporal logic. Falsification can be defined either
in continuous time or in discrete-time. For this master’s thesis, we have selected
discrete-time since we work with computer devices. A formal definition of discrete-
time is given below [19].

Definition 1. A discrete-time signal x[k] is a function x : I → R from a finite
subset of I ⊂ Z to R, where k ∈ I. The set I labels the time instants of the signal,
and the signal takes on continuous values at each of those time instants.

2.1.3 Signal Temporal Logic
The language of specification which is widely used for CPSs is STL. It is usually
defined in terms of continuous-time signals, however it also works for discrete-time
signals [23].
STL was introduced to monitor the temporal properties of the signals as real-valued
signals. [24]. Lately, it has been extended to the specification of properties of said
real-valued signals and applied to various domains. The combination of dense time
modalities with numerical predicates allows for deciding satisfaction of properties.
STL formulas consist of atomic predicates connected by Boolean and temporal op-
erators. They are defined as

φ := µ | ¬µ | φ ∧ ψ | φ ∨ ψ | □[a,b]ψ | ♢[a,b]ψ | U[a,b]ψ, (2.1)

where φ and ψ are STL formulas and µ is a predicate [18]. The predicate is also a
formula which can consist of other operators, though it yields a Boolean value. The
operators ¬,∧, and ∨ (not, and, or) are propositional connectives. The operators
□,♢, and U (always, eventually, until) are temporal connectives. The subscript
notation [a, b] represents the intervals of the time frame in which the execution is
being held. Notating without a time interval, like U , is used as a short for the infinite
time interval U[0,∞]. Some of the operators used in STL are similar or the same as
in earlier logics such as LTL. Making use of De Morgan’s law it is possible to define
logical or φ∨ψ as ¬(¬φ∧¬ψ). Similarly, it is possible to define eventually ♢[a,b]φ as
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¬(□[a,b]¬φ). The semantics of a STL formula φ relative to a signal x = (x1, ..., xm)
is immediate. This means that the semantics of x is the signal x and the semantics
of a constant is the constant signal c.
An example from [25] of a specification using STL properties for a case in the
automotive can be described as

φi = □[0,30]((v < 120) ∧ (ω < 4000)), (2.2)

where v is the vehicle speed (km/h) and ω is the engine speed (rpm). The inter-
pretation of the requirement is that “during the first 30 seconds, the speed of the
vehicle should always be less than 120 km/h and the speed of the engine will always
be less than 4000 rpm.”
It is imperative to make sure STL formulas are validated for use. specifications
which can only end up at one certain result after testing is not valid for testing. The
requirements shall be written so that there can be different outcomes. Like in [26],
the validity of a formula φ with respect to the discrete-time signal x at time instant
k is defined as

(x, k) |= µ ⇔ µ(x[k]) > 0
(x, k) |= ¬µ ⇔ ¬((x, k) |= µ)
(x, k) |= φ ∧ ψ ⇔ (x, k) |= φ ∧ (x, k) |= ψ

(x, k) |= φ ∨ ψ ⇔ (x, k) |= φ ∨ (x, k) |= ψ

(x, k) |= □[a,b]φ ⇔ ∀k′ ∈ [k + a, k + b], (x, k′) |= φ

(x, k) |= ♢[a,b]φ ⇔ ∃k′ ∈ [k + a, k + b], (x, k′) |= φ

(x, k) |= φ U[a,b]ψ ⇔ ∃k′ ∈ [k + a, k + b] (x, k′) |= ψ

∧ ∀k′′ ∈ [k, k′), (x, k′′) |= φ.

With the definitions of how to validate the formulas it is possible to review criterions.
Regard the satisfactions as criterions and upholding the satisfactions shall make sure
that the specifications are valid and eventually be of use in testing.

Robustness degree function

One useful property of STL formulas, which makes their utilization very interesting,
is the possibility of quantifying the satisfaction or violation of a specification. The
concept was described in [27] under the name of robustness degree (or just robust-
ness; terms will be used interchangeably hereinafter). In addition, other works, such
as those in [28] and in [29] have introduced methods for monitoring this parameter.
Its value lies in providing more descriptive feedback than a simple Boolean response,
i.e., true or false, as to whether a requirement has been met or violated, which allows
for better learning of the system under test.
A basic characteristic of robustness ρ is that it is a real-valued function, whose sign
indicates whether the STL specification φ has been met or not: positive sign means
satisfied, negative one means not. Meanwhile, the magnitude of ρ shows how far a
STL specification is from being violated or fulfilled. The robustness is a function
of a specification φ, a signal x, and a discrete-time k at which the robustness is
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evaluated. It is defined as follows from [19] and [26]

ρ(µ, x, k) = µ(x[k]) (2.3)
ρ(¬µ, x, k) = − µ(x[k])) (2.4)
ρ(φ ∧ ψ, x, k) = min(ρ(φ, x, k), ρ(ψ, x, k)) (2.5)
ρ(φ ∨ ψ, x, k) = max(ρ(φ, x, k), ρ(ψ, x, k)) (2.6)
ρ(□[a,b]φ, x, k) = min

k′∈[k+a,k+b]
ρ(φ, x, k′) (2.7)

ρ(♢[a,b]φ, x, k) = max
k′∈[k+a,k+b]

ρ(φ, x, k′) (2.8)

ρ(φ U[a,b]ψ, x, k) = max
k′∈[k+a,k+b]

(min(ρ(ψ, x, k′), (2.9)

min
k′′∈[k,k′]

ρ(φ, x, k′′))).

A example follows. Returning to the specification defined in Equation 2.2 but sim-
plifying it for a better understanding, only the first part is included. Consequently,
the specification in natural language is: the vehicle speed, v, should always be less
than 120 km/h during the first 30 seconds of simulation. This way the specification
in STL is φ1 = □[0,30](v < 120). For specification φ1, µ(x[k]) is defined as 120 −x[k]
and the robustness at time 0 is ρ(φ1, x, 0) = 120 − x[0]. Consider two simulations
with results x1 and x2 that meet the specification, i.e., v is always less than 120
km/h during the first 30 seconds of simulation, and let us say that x1[0] = 110 and
x2[0] = 80. Intuitively, x1[0] is closer to not satisfying the specification, and thus
should have lower robustness value. Indeed, the robustness value of x1 is 10 and the
robustness value of x2 is 40.

2.2 Falsification
As seen in Section 1.3, due to the complexity of the systems addressed, we will
make use of testing techniques for their validation. Figure 2.1 shows a classification
of the different testing and verification approaches, according to their degree of
scalability and formalism. Among all those shown, we will focus on the method we
are trying to implement: falsification. Its position in Figure 2.1 makes clear, on the
one hand, that it is a testing technique. On the other hand, it reflects that it is a
method that automatically chooses the operating conditions, i.e., inputs and their
parametrization, and that is suitable for medium and high complexity systems.
Having contextualized what falsification is, we will now introduce the falsification
problem, based on [9]:
Given a system M, a set of parameters P , a set of inputs U , and a property φ that
must be satisfied by the system, the falsification problem consists of finding a p ∈
P and a u ∈ U such that the behaviour of system M under parameter p and input
u, Φ(M, p, u), does not satisfy the property φ which is expressed as Φ(M, p, u) ⊭ φ.
In other words, the objective of the falsification problem is to find the parameters
and inputs that lead the system to the violation of a requirement. Such parameters
and inputs are known as a counterexample [30].
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Figure 2.1: Set of validation techniques, classified according to their scalability
and formalism. Figure reproduced from [9].

This problem, i.e., the search of parameters and inputs that lead the system to
violate a specification, can be solved in different ways [14]. In our case, we will use an
approach based on optimization techniques, which its main advantage is the minimal
number of restrictions placed on the simulator of the system and environment. The
standard form of an optimization problem is

min
x

f(x), (2.10)

where f : R → R is the objective function to be minimized.
For our purpose, where the specifications are written in signal temporal logic (see
Section 2.1.3), the robustness function ρ is used as the objective function, so that
the general falsification problem is

min
u(p)∈P

ρ(φ,M(u(p)), 0). (2.11)

Figure 2.2 shows an overview of the process described above. The generator provides,
based on the input parameters, inputs to the system under test. The simulator rep-
resents the SUT, in our case the HIL simulation environment. Once the simulation
is completed, the simulation trace together with the specification is used to evaluate
the robustness function. This value is analyzed to determine if the specification is
falsified or not. If it is not falsified, new parameters are sampled and the process
is repeated. The parameter optimizer is a global optimizer which attempts to find
new input parameters that are closer to falsifying the specification, i.e., parameters
that lead to a lower robustness value.
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Figure 2.2: Flowchart that describes the falsification process. Figure obtained
from [19].

Input generation
Before the input generation, the parameter vector must be correctly defined. For
example, when varying the temperature under which a system operates, the values
must always be within the range where the system operates safely [19]. This requires
a thorough knowledge of the SUT, since CPSs involve complex dynamics. Also, for a
better performance of the optimization problem it is better to use as few parameters
as possible, since an excessive use would increase the search space in the optimization
problem uncontrollably.

Robustness
The robustness value comes from the robustness function introduced in Equation 2.3.
It is a measure of the degree to which the output M(u(p)) satisfies the specification
φ [14]. This value is used by the evaluation function to check if the specification
has been falsified, and decide whether to terminate the algorithm or try to find a
new set of parameters. As earlier stated, it also provides very useful information.
A negative value means that the system has violated the specification and therefore
the algorithm must terminate. Conversely, a positive value indicates that the speci-
fication has not been violated at any point. Within the positive values of robustness,
high values indicate that the system is not close to violating the specification and
low ones that the specification is close to be violated.

2.2.1 Example of falsification procedure
The following is a simplified example of the falsification process. The aim is to help
the reader better understand the process and, in particular, how the input generator
and the robustness function work. It has been obtained from [19].
The SUT is a model of the automatic transmission of a vehicle [25]. It consists of two
inputs: the accelerator and the brake. The system also has two outputs: the engine
speed ω [RPM] and the vehicle speed v [mph]. The first input, the accelerator, can
take values in the range of [0,100] and the brake within the interval [0,500]. The
system has been simulated in three different scenarios. Figure 2.3 shows the throttle
and brake curves for each of the three scenarios.
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Figure 2.3: Signals of the example proposed in 2.2.1 for the three simulated sce-
narios. (Input 1) Trace of the accelerator input signal. (Input 2) Plot of the brake
input signal. (Output) Output signal of the engine speed ω and the robustness value
in each of the three scenarios. Figure obtained from [19].
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The specification to verify is: does the motor reach a speed equal to or higher
than 2000 RPM during the first 20 seconds of simulation? In STL language this
corresponds to

φ = ♢[0,20](ω ≥ 2000). (2.12)

In Figure 2.3, compliance with the specification is represented by a green rectangle
that encompasses speeds equal to or greater than 2000 RPM during the first 20
seconds of simulation. Therefore, if the output trace enters at least once that area,
the specification will have been fulfilled. If it does not enter the green space during
the first 20 seconds, the system has violated the specification.
The standard robustness function used to solve the optimization problem is

ρ(φ, x, 0) = maxk′∈[0,20](ω[k′] − 2000). (2.13)

It follows that the robustness value for each of the three output traces is the max-
imum difference between the motor speed ω and the target speed 2000 during the
first 20 seconds. In the lower-right margin of Figure 2.3, we can observe the ro-
bustness values for each case. Trace 1 takes the maximum robustness value, which
means the scenario is the farthest from falsifying the specification. Trace 2 has an
intermediate value of 1263.6. Finally, trace 3 has a negative value of -103.9, which,
as can be seen in the graph, means it does not enter the green area and therefore
the specification is falsified.

2.3 Falsification tools
Different tools allow the implementation of falsification. The main ones are presented
below to have a general view but without going into detail [30]:

• falsify: an experimental tool that solves falsification problems using a re-
inforcement learning approach. It can learn the behavior of the system by
observing the outputs of the system during the simulation.

• ARIsTEO: MATLAB toolbox for tests generation that evaluates specifica-
tions only written in STL. Its purpose is to validate and verify a specific type
of CPS, known as compute-intensive (CI), which is characterized by requiring
up to hours to complete its validation.

• FalCAuN: experimental tool based on automata learning and model checking,
for testing systems in Simulink. It is designed to falsify a Simulink model
against multiple specifications through previous learning.

• Breach: it is a MATLAB toolbox that allows test case generation, formal
specifications monitoring, and optimization-based falsification implementa-
tion. It is characterized by its great flexibility in input generation and modu-
larity for requirements evaluation.

• ForeSee: it introduces a new concept of robustness to address the scale prob-
lem, i.e., when the input signals have different units, so that one could be
masked by the other. The strategy followed for solving the falsification prob-
lem is based on a Monte Carlo Tree Search over the structure of the formal
specification.
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• S-TaLiRo: MATLAB toolbox for monitoring and generating tests for the
evaluation of specifications presented in STL. Like Breach, it uses optimization
techniques to solve the falsification problem through the different algorithms
it supports.

The two most popular tools are Breach and S-TaLiRo [31]. This master’s thesis
uses the first, since it has already been used to implement falsification in MIL and
SIL integration levels in Volvo Cars. In addition, it allows solving the falsification
problem from an optimization perspective, as explained in Section 2.2, using one of
the different algorithms it supports. In Breach, the input signals are defined and
parameterized, as explained in Section 4.2.2, and also the requirements are defined
in STL, as detailed in Sections 4.2.3 and 4.2.4.
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3
Automated Testing of

Hardware-in-the-Loop Systems

In this chapter we provide the methodology used in practice on HIL systems and
testing. We present the definitions of the HIL system of use and the model of it.
Moving on to the test automation as it is of today. Then providing HIL falsification
as it is defined from the background on HIL systems and falsification together.

3.1 HIL Introduction/Presence in automotive in-
dustry

While the future is moving towards electrifying vehicles [32], HIL simulations have
historically been used for design and testing of (combustion) engine-control systems
in the automotive industry [33]. In later years the focus of the development of
engine-control systems in particular is more keen on electric machines rather than
combustion engines [34, 35]. With the development of said systems, rigorous testing
is necessary for various reasons. One reason is the considerable weakness of elec-
trical vehicles, their batteries. Although the development has been increasing in
recent years, the driving range is still considered low. To improve the driving range,
more development is needed and thus increased testing. This in turn also affects
investments and development costs. Motivations of why electrical vehicles as an
alternative to fossil fuel driven vehicles is more clear as of recent times. However,
the means of developing and improving the vehicle systems goes in relation with
that of improving manners of development and in turn testing. That is where HIL
testing is a preferable approach for many of the manufacturers and suppliers in the
automotive industry. With HIL it is possible to test the software and hardware
at the same time. The goals of the testing are to test the objects in a controlled
environment, and detect and resolve faults before the object is integrated into the
vehicle. The relevant test objects of the thesis are ECUs. The overview process of
how the test and development of ECUs is performed is shown in Figure 3.1.
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Figure 3.1: Test and development process of ECUs.

3.1.1 Test objects
With the more complex sub-systems and functionality of modern day vehicles, the
number of ECUs present in the vehicles are increasing. A vehicle can contain more
than 100 ECUs and according to [36] it is on the rise. There is not only the mechan-
ical propulsion of having the vehicle move or perform work, but also many other
functionalities like entertainment services or Advanced Driver-Assistance Systems
(ADAS) [37]. That is where different types of ECUs do different kinds of work and
computations. The ECUs are acting as a collection of computer nodes on a bus
network. This bus network (or topology) is traditionally using Controller Area Net-
work (CAN) as the common protocol between ECUs [38]. Depending on the ECU,
there might also be other protocols such as FlexRay or Ethernet, though CAN is
the most common protocol [39]. An ECU contains the following elements:

• Microcontroller - The core of the ECU consists of the microcontroller which
is the acting computing device. The microcontroller itself contains one or more
Central Processing Units (CPUs).

• Memory - The memory consists of Random-Access Memory (RAM) and
Flash. As the RAM is static it is volatile, meaning that the stored infor-
mation is lost if power is removed. The Flash memory is instead non-volatile
so it can retain stored information when power is removed. With Flash, the
ECU can be reprogrammed and erased electrically.
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• Software - The software on the ECU is embedded. Mainly, the software makes
use of routines for functionality. Along with this there is configuration data
to connect the hardware and software, i.e. which physical resources to use.
There is also certain boot loaders which is the program that handles booting
of the computer device.

• Inputs/Outputs - The I/O of the ECU is fairly simple to its purpose. One
input is the power supply voltage to power the ECU. Then there is the input
signals which can be either analog or digital. The outputs are thereafter used
for actuation, for example to handle relays or valves, and logical outputs to a
third party service, for example lights.

• Communication - The communication is linked via bus transceivers. Such
transceivers are made for the earlier mentioned CAN protocol and others.

The BECM and EDM are no exceptions from this architecture and are considered
amongst other ECUs, vital of an electrical vehicle. They handle a lot of functionality
related to the main aspects of a vehicle, that is, propulsion of the vehicle and does
not only focus on secondary functionality, like entertainment services. As such,
those ECUs are acting as appropriate test objects for HIL system environments and
convenient examples for the thesis to show how falsification can be used to automate
tests for said systems.

3.2 HIL setup at Volvo Cars
HIL simulation is a technique that is used in the development and test of real-time
embedded systems, in this case the test objects. As has been stated, the hardware
considered in this thesis is the EDM and BECM. These hardware components are the
acting test objects of the HIL simulation. The test objects are physically connected
to a HIL simulator. The HIL simulator is built up by essential parts to perform the
simulation technique and be shown in Figure 3.2.

3.2.1 Environment model
Environment models contain mathematical representations of the environment around
the test object. Environment models includes physical components, other ECUs and
the emulation of the electrical interface with the test object. The (variable) archi-
tecture of the environment follows a model structure which contain the following
elements:

• Plant - Plant is a word which is widely used in control-system language. The
plant is the control object that is being controlled. The plant itself contain
the models of the physical components and these components interact with
the test object. When handling variables in the HIL system, the plant is the
element that contains the variables of physical quantity. These variables are
measured and handled in the controllers. The inputs to the plant model are
actuation signals from the controllers and the outputs from the plant model are
physical signals that are measured by the controllers. Some examples of plant
models of physical hardware are Electrical machines, gearboxes, or inverters.
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• Controller - The controller is that which controls the plant. Input to the con-
troller is a reference signal, a desired value and output from the controller is
the signal to the controlled object. The controller contains models of software
functionality and makes use of said input and outputs to handle said function-
ality. A controller is designed and used in a way that it corresponds to the
ECU topology of the vehicle and so signals are grouped and transmitted via
CAN bus to to the ECU. Some signals are also transmitted to communicate
with other ECUs in the architecture and not just the solemn one which the
controller belongs to.

• I/O - The I/O handles the emulation of the electrical interface with the test
object. The inputs and outputs are analog and digital signals which are con-
verted to and from voltages and digital levels. Other signals are Pulse-width
modulation (PWM) signals. PWM is the manner of reducing the average
power carried out by a electrical signal. It does this by actively dividing the
signal into into discrete parts. PWM is, in a sense, a way of digitally en-
coding analog signal levels. PWM signals can be used to monitor or control
functionality, for example monitoring and controlling a contactor. The serial
communication carried out by signals is then CAN. There are thus several
different I/O’s divided into different boards and different connectors.

As for the thesis, the relevant plant models are those where the EDM and BECM are
the control objects. The controller handles the functionality towards those objects
and the I/O defines the electrical interface between the HIL and the objects.

Environment model

HIL simulator

Processor 

board

I/O 

board

Test

Object

Cable

harness

Figure 3.2: HIL - Test environment. The HIL simulator and connection to the
test object.
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3.2.2 Real-time system
Simulations performed on the ECUs are in real-time. A computer model of a physical
system that can execute at the same rate as actual real time, like a wall clock or
a wristwatch, is simulated in real-time. In practice it means that the model runs
at the same rate as the physical system. For example, if it takes 4.9 seconds for
a vehicle to reach 100 km/h in the real world, the real-time simulation would take
just as much time. There are different types of simulations and usages [40], though
the common simulations running in HIL environments are executed in discrete-time
and the performed time steps are constant. Just like with real-time simulation, the
time-steps in discrete-time simulation progress in equal duration. This is known as
fixed time-step simulation.
For application in HIL, a physical controller is connected to a virtual plant executed
on a real-time simulator, that is, not a physical plant. The HIL simulator contain a
real-time simulator and which used the environment model as the computer model
and the ECU as the physical system. The ECU is connected via the I/O’s to the
real-time simulating computing device. Thus the simulations performed on the ECU
are in real-time.

3.2.3 Signals in HIL
A signal specifies a variable’s value over time, i.e. it describes how one parameter
varies with another parameter, x(t) in continuous time and x[k] in discrete time. In
systems, signals keep required information and are used to store and replay measured
variable values, and to specify references to evaluate measured signals. Practically,
a signal is implemented and represented as a variable in the tools and programming
languages of use in HIL systems.
A real-valued signal is a signal which takes values that take on the real values of
R. The real-valued signals can be expressed in both continuous and discrete time
and values. When describing signals and their usage with testing in the thesis,
the signals of use are said real-valued and mostly discrete. An example of a real-
valued continuous time signal is an analog signal of a power supply reading, that is,
electrical voltage v(t) where the voltage v takes on real values in continuous time
t. As such the voltage is the physical measurement and the quantities of the signal
can be represented at any time in the sequence. The shape of a signal like this can
be sinusoidal.
An example of a real-valued discrete time signal is a digital signal of a temperature
reading from a thermometer T [k] where a temperature takes on real values in discrete
time k. The measurements are specified at specific time intervals and so the quantity
of the signal can be represented only at those certain times instances of the time
sequence. The shape of a signal like this can be a square wave.
Some signals can also be divided into segments which is the case for Signal-based
testing. In Signal-based testing, the test is stimulated by input signals and the
reactions are captured as output signals. The output signals are then compared
to reference signals which are specified beforehand in segments. Each segment can
be defined on its own with unique properties, thus configuring an arbitrary signal
shape.
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3.2.4 Test case definition
Test cases follow certain structures and guidelines in order to keep them formal. The
intention is to keep the test cases thorough and easy to comprehend. Definitions
on test cases and what they contain are described and with that information it is
possible to structure and design test cases. Fundamentally, a test case is a collection
of one or more actions to test the correct functionality and features of a certain
objective. Most often an expected outcome or expected result is given before hand
for the objective.
A test case contains several building blocks to act as the collection of actions. A
test case consists of the following elements:

• Block - A block is commonly defined as an action or activity. An action or
activity is the operating part, an instruction, leading to a change of the input
data. It is described as operating on the input, for example perform logical
operations, computations or comparisons. A block can contain a single or
multiple actions or activities. It can also be a structural object that groups a
number of activities together so that one activity can call upon and make use
of other activities.

• Test step - A test step is a collection of blocks which performs an action
and produces a result. A test step can be that of performing actions on a
referenced signal so that an initial value changes to attain a desired value, an
action performed for an expected outcome. When a test case is designed it is
customary to not use too many blocks so that it is comprehensible.

• Test section - A test section is a collection of test steps that are used together.
Test sections can contain one or more test steps. The intention is to increase
readability and gather the information of the part of the test.

A test case is then a collection of test sections, containing the elements as com-
ponents down to the fundamental level of actions or activities. This is visualized
in Figure 3.3. The test sections built up and executed in a sequence so that the
conclusion of the whole test case is the conclusion of all the test sections together,
broken down to its smallest component. The test case can then correspond to a
requirement or an expected outcome towards verification and validation.

3.2.5 Block-based testing
As described, the smallest building block of a test case is just that, a block. Not
only is it named that way because of framing the functionality, but it is also named
so when working with it in graphical programming. The blocks program code is text
based, but visualised as blocks in a sequence. Said blocks thus contain data objects
which consists of referenced signals and variables.
The test cases are created in a sequential structure and executed in a tool called
AutomationDesk. AutomationDesk is a test- and automation tool used for HIL
testing of ECUs. It is used to make specific steps of an automation process more
efficiently.
Within this tool there are two substantial ways of testing, Control flow testing and
Signal-based testing. Control flow testing is when one consider a test as an algorithm
that is first implemented according to its control flow and then parameterized via
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data objects before it is executed. Signal-based testing is when one consider a test
scenario as something that is stimulated by input signals. Its reactions are captured
in the form of output signals. For evaluation, the output signals are compared to
reference signals.

Test section

Test step

Block

Block activity

Test case

Figure 3.3: Test case depth on fundamental level. Note that a block can contain
multiple activities, a test step can contain multiple blocks, and a test section can
contain multiple test steps.

3.3 Traditional HIL testing
The following section describes the general framework followed in Volvo Cars for
implementing HIL testing. The aim is to get some insight into how HIL tests are
performed in Volvo Cars so that we can adapt them to a HIL falsification approach.
For this purpose, we have analyzed various test cases related to two ECUs, our CPSs:
the Battery Control Module and the Electric Drive Module. The information that
we have worked with at Volvo Cars, i.e., the specific test cases, the data, and the
knowledge provided by the engineers, is sensitive information and therefore propri-
etary to Volvo Cars. For this reason, a simplified, tailored, and unclaimed example
is used in the following sections to explain the current implementation status and
the changes that should be considered to move towards an automated generation
strategy using falsification. Although we cannot use the exact information we have
worked with, we believe that this example allows us to illustrate and explain the
most important concepts, since the structure and general method are similar to the
one implemented in Volvo Cars.
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3.3.1 Use case description
Here we introduce a use case to illustrate a typical test case. The use case is
inspired by previously published examples [41] and [42]. Consider the Adaptive
Cruise Control (ACC) of cars, which maintains the speed selected by the driver and,
in addition, automatically adjusts the speed to keep the driver-selected distance to
the cars in front. The ECU that controls these tasks is known as the ACC controller,
which in turn also communicates with other ECUs, such as: the engine controller
to accelerate or decelerate, the brake system to actively brake the vehicle, or the
restraint system, in case a situation is unavoidable so that it activates the airbags.
There are two inputs to the system, the desired Set_Speed, which enables selecting
the requested speed to hold, and the desired Set_Distance, which allows specifying
the desired distance to the car in front. There are also two outputs from the System
Under Test: Ego_Speed and ECUs_Communication. The first signal records the
real speed of the vehicle and the second the communication between the ACC ECU
and the brake ECU. In addition, the system has two auxiliary signals that stimulate
the test object but cannot be varied by the engineer: Car_Ahead and Steep_ Slope.
The first one warns the detection of a car in front at a lower speed than the actual
set-speed, and the second warns of a slope greater than 10 degrees. The system
requirements to be verified, expressed in natural language, are:

• The braking system should activate within the first 10 seconds after a steep
downhill slope (>10 degrees) is detected.

• The actual speed must be equal to the speed of the car in front after 5 seconds
of the detection of the car ahead and during the following 20 seconds.

3.3.2 Test case structure
The recurrent structure of test cases developed using the HIL traditional technique
is shown in Figure 3.4. It is a very general view of the structure of a real test case,
the intention of which is to define and explain simply the main characteristics based
on the example introduced in Section 3.3.1. As shown in Figure 3.4, the general
framework is mainly organized into three distinct sections.
Section 1, Test Initialization, initializes the simulated environment, i.e., this section
is in charge of executing the mathematical models that emulate the virtual vehicle,
which include the vehicle motion and its surroundings. It provides information
on the simulator status, allows setting the desired values to boot the simulated
environment, and clear parameters that could have been modified in previous tests
so that the test object operates under normal state. Operations blocks included in
the Simulator Setup test step follow a standardized sequence that must be executed
each time a test case is run. In addition, there is not much room to vary parameters,
since, as mentioned above, the method to start the simulator is standardized and
varying parameters and/or the order of operations may cause the mathematical
models not to run or even simulator safety problems.
In Section 2, Test Steps and Evaluation, the test object is stimulated and verifica-
tion of the requirements is performed. This means, input and internal signals are
sent and compliance with the specifications is checked. It should be noted that
neither is a trivial procedure. The Input Generation block generates the input
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signal– for the use case described above, it generates Set_Speed and Set_Distance
signals. A closer look at this block shows that for various reasons, such as test
object safety or software limitations, the action of generating a signal also follows
a standardized and strict method compromising many write, read, and check steps.
The Recording test step allows to record signals, generally those used to check speci-
fications. The signals recorded in the suggested example are the Ego_Speed and the
ECUs_Communication signals. The internal signals, in our case Car_Ahead and
Steep_Slope, are triggered by the Stimulation blocks, which make it possible, for
example, to communicate to the ACC controller that the car is on a slope steeper
than 10 degrees by setting the value true for the Boolean signal Steep_Slope. As
described above, these blocks are also complex and require several different steps.
Last, Figure 3.4 shows the blocks used to check the specifications, Evaluation blocks.
They are used to check if the desired signal value range is within the constraints of
the specification during a time period. For example, going back to the first specifi-
cation of Section 3.3.1, it is checked whether the ACC controller has communicated
with the brake controller at least once during the first 10 seconds after detecting
that the car is driving on a steep slope. Here, the ECUs_Communication signal is
monitored during 10 seconds to verify that it reaches the high level, i.e., true, at
least once. Another important feature to consider when checking specifications is
that there are two types of Evaluation blocks. On the one hand, in cases where
requirements do not jeopardize the test object, we compare only the output signals
of interest with the specifications, and afterwards continue the test case. On the
other hand, if non-compliance with the specification endangers the ECU, a specific
block is used that terminates the execution of the test case if the specification is not
met.
Finally, section 3, namely Test Clean up is dedicated to clean-up operations of
everything previously configured.
The execution of the test cases follows a sequential structure, so a block is not
executed until the previous one finishes. First, the instructions of the initial section
are executed. In this way, the simulation environment will be set up. Then, those
commands whose purpose is to stimulate the system and evaluate its outputs are
performed. The evaluation of the output signals is not performed once the entire
test case ends, but simultaneously to the case execution, since, as mentioned above,
for safety it is often necessary to check a specification just after having varied the
value of one of the system inputs. Finally, and following a logical order, the blocks
that perform a cleanup of the entire system are executed. Also, the data is not saved
until the test case is finished or a safety block abruptly stops its execution.

3.3.3 Characteristics
It is important to understand and define the main characteristics of the analyzed
HIL implementation. This facilitates the transition from a traditional HIL testing
setup to one based on falsification. The main features from the study are presented
below:
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• Automated execution testing: analyzed tests are not fully automated.
This means, as stated in 1.3.2, the execution is run automatically but the
input signals are defined by testers manually every time a test case is run.
The limitations of this approach, among others, are: it requires testers to have
a good insight into the SUT, it is time-consuming, and it is not suitable for
testing complex systems that require varying multiple input parameters as test
engineers cannot test all combinations of parameters and many behaviors are
left untested. Another disadvantage of manual testing is the limited variety
of test cases. By relying on people, the development of test cases will be
conditioned by their way of working and will cause unimaginative test cases,
which may also leave interesting behaviors untested.

• Safety: in HIL testing, unlike MIL and SIL approaches, safety is a decisive
factor. Working with non-simulated components, in our case the Battery Elec-
tric Control Module and the Electric Drive Module, requires a thorough un-
derstanding of the hardware and its limits. Improper use or lack of knowledge
of the hardware operation can lead to system damage.

• Boolean specifications: system requirements are usually Boolean condi-
tions, e.g., checking whether a given safety system has been activated or not,
which means that the signal can only take the value of true or false. For ex-
ample, for the proposed use case, one specification is to check that the braking
system activates within the first 10 seconds after a steep downhill slope (>10
degrees) is detected. This means that it is usually not possible to obtain a
robustness value for the quality of the system’s compliance. This is an issue
since the falsification problem is supposed to be solved with an optimization
solver, but when the robustness does not vary at all, the optimization solver
has no useful information to act upon.

The HIL systems of use in the industry are described in the first sections of this
chapter in Section 3.1 and Section 3.2. The hardware along with the test case
structure and characteristics described further in Section 3.3 make up the available
resources to be of use in combination with the theoretical background of Cyber-
physical systems and falsification described in Chapter 2 to form the resulting HIL
falsification framework described in Chapter 4.
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Figure 3.4: Test case flowchart for traditional HIL approach.
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4
HIL Falsification Framework

In this chapter we present the resulting framework using HIL falsification. We
explain the overview of the framework, what is necessary to perform HIL Falsification
and the outcome of the automated testing.

4.1 Falsification in HIL testing
We present a framework on how to apply falsification in HIL testing. As an overview,
there are a couple of steps considered in the process. The process along with the
considerable stages are shown in Figure 4.1 and explained further upon.

MATLAB

(Breach)

AutomationDesk

(Test interface)

HIL system

(Test object)

Input

from

tester

Output/Test 

Results

Evaluated/

Falsified

parameters

Figure 4.1: Flow chart on how to connect the falsification procedure along with
the HIL system.

4.1.1 Input from tester
The outcome which is desired from verifying and validating system behaviour is
dependant on the input signals from the very beginning of the test. To be able to
emulate as real-world like behaviour as possible it is necessary for the user, most
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often a tester, to act with the systems. The test engineer is the one to decide upon
appropriate specifications and ranges of signal values. As mentioned in section
3.2.3 the amount of specifications and requirements is also decided by the tester.
Customary would be to not create complex specifications just because one can and
to create specifications without certain test cases in mind. Proper specifications
created should be fairly easy to use in any test case.

4.1.2 Specifications and evaluation

The specifications are written based on the requirements suitable for testing. To suit
in this framework they should be implemented as STL formulas in the MATLAB
toolbox Breach [1]. Such specifications are thus taken into account depending on
how the user designed them. Certain functions in Breach makes it possible to handle
the input data and create the requirement objects in MATLAB and pass those as
falsification problem objects and solve them. The following steps are done to solve
the problem:

1. Set the parameter values and their domains and types
2. Generate the signal with the parameter data
3. Create the requirements with the signals as the input data
4. Create a falsification problem object with the specified requirements
5. Run the object in the solver
6. The solution of the falsification problem is then passed as the evaluated pa-

rameters
The parameters which are evaluated using falsification are then sent from this stage
to the test interface in a format suitable for both instances. This stage is acting as a
pre-processing- and post-processing stage of the acquired data from the test results.
It is the act of pre-processing where the very first set of parameters is the prior setup
to the test interface. The post-processing is then done when the output parameters
from the test results are used as input data for a new falsification problem to be
created and solved.

4.1.3 Test interaction

The test is executed using AutomationDesk as the interface and block-based testing
for the test cases as described in Section 3.2.5. In traditional HIL, without using
falsification, this part would not be dependant on the evaluated parameters from
the earlier stage. With HIL falsification, this stage makes use of the evaluated
parameters for the reference signals used in the blocks of the executed test case. It
is important that this kind of interface is connected properly, so that the correct
variables are called upon and loaded onto the corresponding signals. As such, it have
to be specified explicitly which parameters are corresponding to which signals. For
Signal-based testing, the signals can be determined and created from the parameter
values into segments.
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4.1.4 Test result from HIL
When the test is executed on the HIL, the environment in which the test object is
emulated and produces test results as by traditional means. That is, the output data
is stored when the test is completed and if AutomationDesk is used, the output can
be directly handled and displayed to the tester using the interface, just like when
running automated tests without using falsification. The desired outcome should be
an expected test result, meaning it should provide quantities that the user or the
system can use to determine whether the test has passed or not. The data for veri-
fication and/or validation is part of the output and the user is able to analyze the
status in a report generated by AutomationDesk. The output from the test result is
sent from the test interface back to Breach to be re-evaluated and eventually goes
through the falsification procedure anew, thus closing the loop. As the framework is
designed today, the restrictions made are those that are implemented by the testers
as the input. The specifications implemented are based upon pre-defined require-
ments by the tester and there are no implemented requirements making restrictions
upon the output as the test result. The test result have to be used as input data for
the new specifications and in turn falsification problem as they are fed back through
the test interface and then MATLAB.

4.1.5 Practical demands
The equipment which is needed to implement and perform falsification in HIL testing
with this particular HIL falsification framework is:

• A computer with MATLAB and the Breach toolbox as well as AutomationDesk
installed

• HIL system
• Test object
• Communication (I/O)

Along with the equipment it is necessary for the input to be suitable and relevant
to the test. It is therefore crucial for the user to have understanding of both how
the test execution works and the test object itself to affect the test automation and
create meaningful test cases.

4.2 Framework combining falsification and HIL
testing

As mentioned in Section 1.4, MIL and SIL solutions together with falsification tech-
nique have been successfully implemented for testing CPSs at Volvo Cars. However,
combining HIL solution with falsification to implement automated test generation
has not yet been achieved, since moving from the first two integration levels, MIL
and SIL, to HIL is a difficult and time-consuming process. Among the main com-
plications of this transition are:

• Use of hardware: this use of hardware implies considering aspects that in
previous integration levels were not considered, e.g., its safety or the way to
stimulate the system, i.e., generate input signals.
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• Change of the working environment: the addition of hardware to the test
environment causes in turn the working environment to change. For example,
it is necessary to understand the operation of the HIL simulator and the new
way of generating use cases through tools such as Automation Desk.

The following presents a general picture of how HIL testing can be combined with
falsification for verifying and validating CPSs in an industrial environment. As
specified in Section 3.3, the precise information we have worked with cannot be
used because it is proprietary to Volvo Cars. Consequently, the whole discussion is
based on the adaptive cruise control example proposed in Section 3.3.1.
The development of the new framework proposed here involves defining the concepts,
practices, and criteria necessary to approach CPSs HIL testing from a perspective
where falsification is the cornerstone. Therefore, the general structure proposed for
the test cases is described in detail next, as well as a new method for the characteri-
zation and definition of the input signals to match the presented approach. Likewise,
it is described how the specifications have to be expressed and evaluated, consid-
ering the new structure. Finally, the necessary process to implement the proposed
framework is explained.

4.2.1 Test case structure
Figure 4.2 shows the structure of a general test case proposed for the validation and
verification of CPSs using HIL testing in conjunction with falsification technique. As
can be verified by going back to Figure 3.4, the structure is similar to the one intro-
duced for the validation and verification of CPSs using a traditional HIL approach.
The underlying cause is that the testing process comprises standardized steps that
cannot be interchanged or deleted. The proposed structure is also divided into three
sections: Test Initialization, Test Step and Evaluation, and Test Clean Up.
Section 1, Test Initialization, has the same purpose as previously described: it initial-
izes the simulation environment. Its characteristics match those already explained
in Section 3.3.2. Section 2, Test Step and Evaluation, has a similar structure to
the one analyzed for the traditional HIL testing. This section groups together all
operations that stimulate the test object. However, it should be emphasized that
all Evaluation blocks, i.e., those used to check requirements, have been suppressed.
This is because using this new approach specifications are checked at the end of the
test case execution. There is only one exception to this: an Evaluation block is used
to terminate the test case if non-compliance with a specification compromises the
test object, e.g., it could be dangerous if the maximum allowable voltage is exceeded
and the protections are not triggered. Finally, section 3, Test Clean Up, clears all
previously settings and sets values back to preset so that the ECU is set up to its
default state.
As the reader might have figured out, there are not many changes needed in the gen-
eral structure of test cases to move from a traditional HIL approach to one where this
traditional HIL approach is complemented with the falsification technique. There-
fore, it is possible to work with test cases already developed by test engineers at
Volvo Cars, subtly modifying them from a falsification perspective.
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Figure 4.2: Test case flowchart proposed for the combination of falsification tech-
nique and HIL environment. 37



4. HIL Falsification Framework

4.2.2 Automated input signal generation
The successful implementation of the proposed framework brings a new challenge:
the automated input generation. To overcome this challenge, suggested steps are
presented and explained below. Unlike what was previously explained in Section 3.3,
where it was stated that test engineers are in charge of parameterizing, i.e., defining
input signals, each time a test case is run, the adoption of this new testing approach
allows the automated generation of inputs and, consequently, the automated test
generation. However, it requires prior work.
It is necessary to correctly parameterize all input signals, which means: defining the
type of curve representing the signal, i.e., whether it is, for example, a constant, a
sinusoid, or a ramp; deciding which signal parameters can be changed, for example,
in the case of a sinusoidal signal the amplitude, period, or offset; and defining the
interval within which the parameters can be varied. For this purpose, a thorough
knowledge of the system under test is required.
Going back to the example in Section 3.3.1, where the inputs signals are Set_Speed
and Set_Distance, and considering the first one, Set_Speed input. Here, the signal is
of type constant since the selected cruise speed is desired to remain constant during
the whole execution of the test case. Since it is a constant signal, the only parameter
that can be varied is the value of the signal. The allowed range of the Set_Speed
input is [60,130], based both on the hardware knowledge and common sense. The
lower bound has been defined considering the advice not to allow the use of the
adaptive cruise control on urban roads, where the maximum speed permitted is 50
km/h. The upper bound has been specified based on the maximum speed allowed
on freeways. Therefore, it is logical that test cases are executed using values within
this range. In this particular case, testing out of range is not a major drawback,
as it only results in unnecessary time consumption. However, in more complex use
cases, it can cause serious damage to the test object, so a thorough knowledge of
the hardware’s behavior is required.

4.2.3 Definition of requirements
As already discussed in Chapter 2, to apply falsification, system requirements need
to be expressed in STL. For this reason, it is essential to transform the specifications
from natural language to STL. It is noteworthy that this conversion and, in short,
writing good specifications in STL is difficult, as derived from [43]. For this reason,
it requires practice and the help of experts in the field.
The use case introduced in Section 3.3.1 is used to exemplify how this natural
language to STL transformation process is carried out. To do so, it is necessary
to previously define which signals are used as inputs and outputs and give them a
unique name. In our case the inputs signals are Set_Speed and Set_Distance and the
outputs are ECUs_Communication and Ego_Speed. As a reminder, specifications
written in natural language are introduced again:

1. The braking system should activate within the first 10 seconds after a steep
downhill slope (>10 degrees) is detected.

2. The actual speed must be equal to the speed of the car in front after 5 seconds
of the detection of the car ahead and during the following 20 seconds.
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Following Section 2.1.3, specifications in STL language are
1.

φ1 = ♢[0,10](ECUs_Communication == 1), (4.1)
Specification 1, φ1 , corresponds to the fact that eventually, ♢, i.e., at least once,
during the interval from 0 to 10 seconds of simulation, [0,10], the output signal,
ECUs_Communication, takes the desired value, 1. And

2.
φ2 = □[5,25](Ego_Speed == Speed_Ahead), (4.2)

Specification 2, φ2 , captures the fact that always, □, during the interval from 5
to 25 seconds of simulation after detecting a car ahead at a lower speed, [5,25], the
output signal, Ego_Speed, has to be equal to the desired value, Speed_Ahead.

4.2.4 Evaluation of requirements
The requirements evaluation is not done online, i.e., during the test case execution, as
in the traditional HIL approach. The suggested framework requires, first, recording
the data of the signals of interest. Then, when the test case has finished, the
specifications are evaluated offline using the recorded data. For this reason, the
evaluation blocks proposed in Section 3.3.2 have been suppressed from the test
case structure. However, this implies a new challenge, the synchronization of the
evaluation process, which needs to be addressed.
Again, for an easier understanding by the reader, we return to the example proposed
in Section 3.3.1. Specification 1 checks whether the ACC controller communicates
with the brake controller within the first 10 seconds after detecting a steep slope.
The first part of the statement is captured in Equation 4.1. However, the current
definition would lead to evaluating the specification in the first 10 seconds of the
test when, in fact, it is required to check the specification within the first 10 seconds
after detecting a steep downhill slope. Since the evaluation is offline, it is necessary
to specify when the system is excited, so the analysis of the signal of interest, in
this case, ECUs_Communication, begins at that moment. For this purpose, an
auxiliary signal is used to monitor when the signal warning of a steep downhill slope
is detected. In our case, it is Aux_Slope. With this, the specification completely
defined in STL is

1.

φ1 = □(Aux_Slope == 1) ⇒ ♢[0,10](ECUs_Communication == 1), (4.3)

Specification 1, φ1, details that always, □, the auxiliary signal, Aux_Steep_Slope,
is equal to the desired value, 1, it will be evaluated that eventually, ♢, the output
signal, ECUs_Communication, is equal to the desired value, 1, during the first 10
seconds after detecting a steep downhill slope, [0,10].
The same holds for specification 2. In this case, the auxiliary signal is Aux_Ahead
and informs when a car ahead is detected at a speed slower than the set cruise speed.
Specification 2 in STL is

2.

φ2 = □(Aux_Ahead == 1) ⇒ □[5,25](Ego_Speed == Speed_Ahead), (4.4)
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Specification 2, φ2, indicates that always, □, the auxiliary signal, Aux_Ahead, is
equal to the desired value, 1, it will be evaluated that the output signal, Ego_Speed,
is always, □, equal to the desired value, Speed_Ahead, starting 5 seconds after
detecting the car in front, and finishing after 20 seconds of evaluation, [5,25].

4.2.5 Implementation
As discussed in Section 4.1.5, implementing this new framework requires a HIL sim-
ulator, a test object, an I/O communications module, and some software. In our
case, AutomationDesk and Breach toolbox for developing test cases and implement-
ing falsification, respectively.
Following instructions given in Section 4.2.2, falsification tools allow defining the
inputs sent to the HIL simulator. The signal proposed in Section 4.2.2 is character-
ized as follows. First, the signal to be defined is specified through the unique name
previously chosen. Next, the parameter to be varied and its data type are specified
and, finally, the interval in which the parameter is to be varied.
According to rules described in Section 4.2.3 and 4.2.4 for defining specifications,
falsification tools, introduced in Section 2.3, are used to evaluate these specifications.
Based on what has been previously stated in Section 2.1.3 and Equation 2.3 these
tools compute their robustness value.
By defining the inputs and specifications and their subsequent evaluation, these
tools solve the falsification problem. For this purpose, as discussed in Section 2.2,
an approach based on optimization techniques is used through different algorithms
that these tools incorporate. Based on the optimization problem result, they au-
tomatically generate parameters that allow minimizing the robustness value so a
counterexample can be found.
Finally, a tool that communicates the software used to solve the falsification prob-
lem, in our case the Breach toolbox, and the program used to develop the test cases,
Automation Desk, is needed. Therefore, a MATLAB script has been developed at
Volvo Cars to serve as an interface between these two tools. With this implemen-
tation of the framework in mind, conclusions of the HIL framework and the use
of the HIL systems for automated test generation and execution are presented in
Chapter 5.
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As systems become more complex and larger, combining both cyber and physi-
cal properties, their validation and verification turn into a growing challenge. An
optimal validation and verification of such systems would reduce time and costs
and increase the confidence in the systems. This master’s thesis proposes a new
framework for combining the falsification technique and HIL testing to implement
automated test generation in an industrial environment.
The first part of the study carried out in this master’s thesis examines the verification
and validation method followed by Volvo Cars. From this analysis, it is clear that
a case-by-case basis research is necessary to decide which use cases are optimal for
the framework presented. Especially, aspects related to the hardware safety and the
use case adaption to an automated test generation approach have to be considered.
Furthermore, it is inferred that it is not necessary to make significant changes to
the test cases developed by Volvo Cars test engineers. Hence, they can be used as
a basis for the new implementation approach. It has also been found that systems
requirements evaluated in Volvo Cars are mostly Boolean. This means that no
interesting robustness value can be obtained from their evaluation, which makes the
final implementation difficult.
The second part of this master’s thesis consists of developing a new framework to
verify and validate CPSs. This new framework supports automated test generation
by integrating falsification and HIL techniques. The results presented above and the
theoretical knowledge explained in Chapter 2 have been taken as a reference for this
purpose. A general structure that should be followed to develop test cases in this new
framework has been proposed. The result is a similar structure to that of the method
implemented in Volvo Cars but slightly changed with a falsification perspective, only
evaluation blocks have been removed. Guidelines for a correct definition of the input
signals are also provided. This rules explain how to correctly parameterize the signals
and mention the precautions to consider when defining them. The most significant
advances are presented in the definition and evaluation of the requirements. It is
explained how to transform specifications into STL and how to synchronize their
evaluation. The result is a theoretical guide that allows to implement this new
automated test generation technique in an industrial environment.

5.1 Answers to research questions
With the help of the approach and methodology in chapter 3 and the project results
in Chapter 4 we provide answers to the research questions stated in Section 1.6.
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Question 1 - How can falsification of CPSs be used in an industrial environment,
for automated test generation of electrical automotive HIL systems?

Answer to Question 1 - The theoretical background of falsification as well as
CPSs are described in chapter 2. In chapter 3 the HIL systems of use is
described and how testing works traditionally on the HIL setup in the auto-
motive industry. From the information provided in these parts it is possible
to grasp how manual and automated testing can be used in an industrial envi-
ronment. However, with the work done in this thesis, the results in chapter 4
provide foundation of how automated test generation of electrical automotive
HIL systems can be performed. Regard the HIL system as an example of a
CPS since it contains the collections of computer components and physical
components that are integrated with each other to operate the test process.
The test objects are the embedded systems used in a electrical automotive
application. The substantial work here being falsification which is performed
with the help of the Breach toolbox. With the addition of falsification it is
used as a helpful method to generate automated test cases and potentially
even optimize current ones.

Question 2 - How should automated test generation based on falsification be used
in conjunction with traditional manual testing?

Answer to Question 2 - In Chapter 3, the description of HIL systems is pro-
vided and how they are used for traditional manual testing. In Chapter 4
the resulting framework shows how automated test generation can be done.
The intention of this question is to provide comparisons between both ways of
testing and establish how they should be used together. As one, might have
recognized from the thesis work, one way of testing does not necessarily neglect
the other. That means that there is still a value to use both manual testing
as well as automated test generation and the choice of which test method is
dependant on complexity of the test.
In terms of tests where there is simply one operation or activity to be made
and then compare it with a Boolean outcome True or False (verified OK
or not OK ), falsification does not necessarily improve anything. With the
framework, it is still possible to generate new tests, but the optimization will
not produce anything particular. It can essentially be simple mode handling
and expectations are then just based on a threshold. It does not necessarily
have to be dependant on the time it takes for the test to be executed. An
example can be where a ECU is simply powered on and set to its default
standby mode, then do a test where it is put to sleep mode and immediately
back again to its standby mode.
On the other hand, besides the tests that are just mode handling, there are
those that are dependant on functions of time and changing signal values.
The falsification problem is constructed to find values that lead the system
to the violation of a requirement. Tests which contain functions of changing
values until a requirement is met, is suitable for falsification. An example is a
test where a variable of a signal is not just set and then the variable attains
that value, but where the value is increasing or decreasing. It can have ramp-
up/ramp-down, sinusoidal, or periodic behaviours. The value after increasing
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or decreasing is time dependent and since it is executed in real-time, the time
it takes is equal to the time it would take in the real world. Requirements
should be written for this and processed with falsification to find out at which
value and also when it violates.

To summarize, automated test generation based on falsification should be used
for tests with some more dynamics to them in terms of increasing or decreasing
values dependant on time. It can also be used for comparisons between two
signals to find out at which value and when they no longer hold according
to the requirement. Manual testing is well-founded for simple mode handling
where the actual value is not of interest, just if it passed a threshold or not.

Question 3 - What kind of specifications are suitable to use for the kind of auto-
motive HIL systems considered in the thesis as compared to typical simulation-
based testing?

Answer to Question 3 - (The answer might be a bit coherent with the one in
RQ2)

In general, the specifications have to be written in accordance to the test
object and the HIL system. The purpose of the specifications is to create tests
which can be executed on the test object to simulate and produce test results
of desired real world behaviours. One key difference her between the HIL
system testing and typical simulation-based testing is the presence and use of
hardware. In simulation-based testing, there is not necessarily an exact model
of physical hardware to consider. It is possible to experiment to another extent
and create arbitrary environments. There can therefore be difficult to create
simulation conditions in which the outcomes of the test is observable correct
in accordance with the real world expectations. For the HIL systems, there
are other prerequisites. The test object is specifically modelled and connected
to with the I/Os. The actual connection is not important here, but rather
to understand that the test object of the HIL system affects what kind of
specifications are suitable for the application.

One should thus take the test object into account when writing specifications
for the test which will be executed on the HIL system. Consider the role of the
test object and try to make it mimic real world behaviours in order to produce
proper test results. Specifications which affect the test to only produce results
which are verified good are not suitable, and vice versa, specifications which
affect the test to only produce results which are verified not good are also not
suitable. Suitable specifications are those that are written to cope with the
systems and contain requirements after behaviours which can occur in the real
world.

The considered specifications in the thesis are written in STL and implemented
in the Breach toolbox. They contain sets of parameters which are used in the
test cases and so that connection between the computer model and the test
object is upheld. Such specifications are suitable and are of use in the HIL
framework provided from this thesis.
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5.2 Ethics and sustainability

The interest of manufacturing electrical vehicles is spread globally and on interna-
tional levels. The development of the end-products, for which the test objects of the
HIL systems are tested, are making ethical impacts on different levels.

On one side it is a questions of automation depth of tasks in the job of testing with
HIL systems. Questions may arise if automated test generation and execution is
able to replace human actions. It is necessary to take into account the tasks of the
testing and if they can be replaced by systems instead of human labour, eventually
leading to reducing human actions. The intent is to generate test cases so that they
do not have to be manually created and handled. The automated test generation
should as such be deemed as a support for test engineers in their role of testing
and developing. Time can be saved for the test engineers to spend on other tasks
to improve testing and development of the electrical vehicles. As inputs are still
needed from test engineers or users, the automated test generation of HIL systems
is not considered a full-scale replacement of engineering duties. Automated testing
should be used as a complementary to present ways of testing, which the framework
provided by the thesis does. Other than comparing if the HIL system is able to
impact the test engineers tasks, it is also noteworthy to think of costs and the
energy consumed for running tests in a HIL system. No such study has been made
in the thesis of determining whether it is cheaper or not to change and run a HIL
system instead of manually performing tests. The HIL systems of use are already
in place and are not modified in this thesis, though with time such HIL systems
can also be updated and so affect costs. It is worth to consider the uptime of the
HIL systems in comparison to human working hours. The uptime of testing where
a human is needed to run test would be affected by numerous factors, for example
working hours. The HIL system with automated test generation and execution can
in practice run just as well during uncommon work hours and weekends. In the long
run, this may in turn lead to more extensive testing and eventually produce more
data to fix found errors and bugs at a more rapid pace.

In another chain of events is the increasing volumes of electrical vehicles to be de-
veloped and manufactured which the testing using HIL system indirectly impacts.
Although electrical vehicles are seen as another alternative to fossil fuel driven vehi-
cles there are differences between these products in terms of materials and resources,
noticeably the material for batteries. Some resources used in modern day vehicles
are limited. There may also be a question of where the resources are gathered and
how, that is what methods and if it affects people at or around the source of the
resource. It is noteworthy to take into account if HIL systems using automated test
generation can replace other test equipment or complete vehicles, acting as complete
test objects. There might be a chance of decreasing development costs and usage of
limited resources.
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5.3 Future work
Further development of this project could lead to certain improvements, culminating
in a well-defined framework that can be followed by test engineers at Volvo Cars.
Possible future work is presented below:

1. Framework implementation: This work could not be implemented on the
HIL simulators, as initially thought. In the future, it will be necessary to carry
out this experimental implementation, which in turn will allow the proposed
framework to be completed and optimized. For this, it will be necessary to
work together with the test engineers and receive their feedback.

2. Framework Design: As the framework is designed today, it consists of the
three main stages including falsification and evaluation of specifications per-
formed in Breach, Test interaction performed in AutomationDesk, and test
execution on the test object connected to the HIL system. In addition to
these we presented an initial stage where input from the tester is required in
Section 4.1.1. It is required from the tester to implement the restrictions in
form of requirements from the very beginning of initializing test case genera-
tion. It is mentioned in Section 4.1.4 that no restrictions are made upon the
output from the test execution. A future improvement could be to consider
restraining the outputs and check for valid constraints of the test output before
it is sent back to the first stage of specification evaluation and falsification.
This would be an act of safety, ensuring from the test results if the test has
passed with parameters staying within safe thresholds.

3. Broaden the study: The analysis of the method implemented in Volvo Cars
and the subsequent development of the new framework have been carried out
based on four use cases of two systems: EDV and BECM. More use cases are
necessary to study the method implemented in Volvo Cars.

4. Signal Based Testing: up to now, input signals have been defined following
a rigid style, i.e., the type of curve representing the signal is always the same
for the whole simulation time. However, with this novel Signal-Based Testing
approach, the input signals can be defined by dividing them into segments.
Each of these segments can be parameterized independently so each can have a
different type of curve, different type of parameters to be varied, and different
values for those parameters. Implementing this new variant would be a step
forward in the validation and verification of CPSs since it would allow the
generation of very creative test cases.
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