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Abstract
In the rapidly advancing era of digitization, traditional password-based authentication
systems are becoming insufficient to secure online services. The use of weak passwords in-
troduces various vulnerabilities including brute-force attacks, credential theft, and phish-
ing. Moreover, the usage of complex passwords is not user-friendly and leads the user
to reuse the same password across multiple services. The adoption of biometric authen-
tication systems, especially facial recognition-based ones, is becoming more common in
handheld devices like mobile phones and laptops. However, it remains limited in online
services due to several security challenges, such as spoofing, privacy concerns regarding
user data embeddings, and the reliability of securing sensitive information. These chal-
lenges underscore the need for more robust and user-friendly authentication solutions to
protect sensitive data. This thesis aims to design and develop a multi-factor authenti-
cation system inspired by FIDO2 standard. by combining facial recognition, Dynamic
One-Time passwords alongside FIDO2 standard which utilize a standard USB stick for
secure public-key cryptography. This study evaluates the performance and the overall
security of the proposed system. The prototype developed in this thesis is secure against
several attacks, including brute-force attacks, phishing, human negligence, and SQL in-
jection. That said, it still has some limitations due to the lack of necessary hardware.
For example, the prototype remains insecure against spoofing attacks and can be easily
cracked due to the absence of a camera capable of processing the depth of the face in
the current frame to detect liveness. Despite the limitations caused by hardware con-
straints, the findings highlight the potential of the proposed prototype to be a secure
authentication system. Future work could focus on integrating more advanced hardware
to overcome these challenges, making the system a viable solution for secure and scalable
authentication in real-world applications

Keywords: FIDO2, Face Recognition, Computer Science, Authentication System, Secu-
rity, Biometric Authentication.
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1
Introduction

In the era of digitization that is growing rapidly more now than ever, the traditional
password-based authentication system mechanisms are not enough to secure online sys-
tems and services. Choosing between complex and weak passwords involves a trade-off
between security and usability. Complex passwords are harder to guess and provide bet-
ter protection against attacks but are difficult to remember, often leading users to reuse
them or store them insecurely. Weak passwords are easier to recall but significantly in-
crease vulnerability to brute-force and dictionary attacks. Moreover, susceptibility to
phishing[1], brute force attacks[2], credential theft[3] are some of the shortcomings of the
old system that has led to more exploration on how to make such systems and services
more secure and at the same time keeping it user-friendly.

In majority of the handheld devices, biometric authentication is included nowadays. It
relies on capturing unique features of an individual for identification such as fingerprints
and facial recognition. Facial recognition is one of the most commonly used methods.
This method verifies the identity of an individual through unique facial features, and
utilizing some involuntary actions like eyes blinking to provide a more secure way of
accessing systems. In biometric authentication the user-friendliness is addressed as the
users don’t need to remember the passwords and offers a more seamless authentication
mechanism.

Facial-based authentication systems are also not 100 percent secure and have been found
vulnerable to few specific attacks, Including spoofing attacks using deepfake technologies
to impersonate another individual. However, the proposed prototype in this thesis does
not solely relies on facial-recognition technology but also introduces a second factor of
authentication using Dynamic One-Time Password (OTP). The whole approach towards
multifactor authentication in the proposed prtotype also takes inspiration from Fast Iden-
tity Online 2(FIDO2) standard which makes the prototype more secure and robust.

FIDO2 protocol is a web authentication protocol and is widely supported by modern web
browsers and services. It is based on public-key cryptography and addressees many of the
shortcomings of the traditional password based approach as well. FIDO2 is often used
in combination with secure hardware devices, like token security keys, Android key store
on smartphones and trusted platform module on computers. In this thesis the hardware
used to store the credential is a normal USB stick instead of token security key. When the
user logins, the authenticator where the private key is stored securely, is used to verify
the possession of the private key without it being sent over the internet. This standard
is thus more resistant to phishing attacks. Moreover, the extra layer of incorporating
Dynamic One-Time Passwords which uses short-lived passwords that are sent to users
over the email which only users have access to, provides an additional depth in cases
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1. Introduction

where the adversary might be able to attack the facial recognition detection mechanism.

The purpose of this thesis is to develop and analyze the advantage and limitations of
a multi-factor authentication system inspired by FIDO2 standard (a possession factor)
by integrating facial recognition (an inherence factor), and OTP (a knowledge factor),
taking into account resource usage, accuracy, conveniency and the security of the whole
environment. The client application will only be a mock-up login screen and the focus
will be on the security aspect of the prototype. A normal USB stick will be used to store
and retrieve the authentication credential securely.

Chapter 2, Cryptographic methods for User Authentication presents a literature overview
of the authentication methods and cryptographic tools used to develop such a system. The
chapter begins by describing the authentication methods and explores the authentication
and registration ceremonies in the FIDO2 standard. OAuth 2.0 is another state of the art
method that is used for authentication and is briefly explained to understand the MFA
system alternative for comparison. Further, it covers the principles and theory behind
the cryptographic tools. Chapter 3 discusses the facial recognition models. It provides
an outline for one traditional model and one state-of-the-art model. Finally, it describes
the metrics that will be utilized for comparing such models.

Chapter 4 provides a high-level overview of the system architecture design, while Chapter
5 outlines the low-level implementation, focusing on the authenticator. The results are
also introduced, describing the end product of the prototype, the accuracy metrics, and
the threat model.

The next chapter discusses about the results obtained from the security and performance
analysis for our system. It also refers to various research done on facial recigntion systems
to better understand the accuracy of such systems. Finally, future work is mentioned on
how to further improve the system before concluding in Chapter 7.
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2
Cryptographic methods for User

Authentication

Digital security relies heavily on authentication, which allows systems to confirm users’
identities before allowing them access to private data. Most of the authentication tech-
niques that meet the standard security requirements include Time-Based One-Time Pass-
words (TOTP), FIDO2, and OpenID Connect. These techniques, however, are not im-
pervious to flaws that could jeopardise the integrity of authentication, such as phishing
attempts, credential thefts, and facial spoofing. Cryptographic tools are crucial for guar-
anteeing both confidentiality and authenticity in order to reduce these dangers. The
two encryption methods used to protect data are symmetric encryption, which uses a
common key to encrypt and decrypt data, and asymmetric encryption, which uses a
pair of public and private keys. Sophisticated cryptographic algorithms, such as Pass-
word Based Key derivation Function(PBKDF2), Hash Based Message Authentication
Codes(HMACs), and Adavnced Encryption Standard(AES), provide extra security lay-
ers to safeguard sensitive data and authentication procedures. The Python cryptography
library is essential for putting these cryptographic methods into practice since it provides
developers with reliable ways to incorporate authentication and encryption into their
apps. This section examines these cryptographic tools, vulnerabilities, and authentica-
tion techniques, giving a summary of the key technologies that guarantee safe access and
data security in systems.

2.1 Authentications Methods
Authentication essentially refers to a process where the identity of a user or a device is
verified. With everything getting digitalized, it has gained a lot of attention, especially for
protecting sensitive data. It helps protect personal information and prevents unauthorized
access. There are several ways through which this process is implemented with the most
simple, traditional one being the username/password authentication, where the user only
has the knowledge about the credentials. The traditional methods are getting replaced
with advanced ones like biometrics authentication.

To add more layers of security, multi-factor authentications are becoming the standard
now for most industries and organizations[4]. In this method, a combination of authenti-
cation methods are used. This essentially means that even if one method is compromised,
the adversary still needs to break others to be able to get access. On a broad level,
these different methods can be classified into three factors: knowledge, possession and
inherence[5].

3



2. Cryptographic methods for User Authentication

The knowledge factor refers to the information that only user knows about, such as
password or a short-lived one time password which the user can obtain through SMS,
email or through an app. The latter is also cited as Dynamic One-Time Passwords or Time
based One-Time Passwords(TOTP). Creating and remembering a complex passwords are
very cumbersome and as a result the password based factor is considered less secure[6].
On the other hand, OTPs act as a great layer of security with other authentication
methods. Since they expire quickly, generally within seconds, even if an adversary gets
hold of it will expire in seconds. The OTPs are widely used in financial organizations[7].

The possession factor mainly involves having a security token, or a USB key or a smart
phone device. It requires special hardware configurations and strong encryption to store
the keys. The possession factor also comes under the category of password-less authenti-
cation. The main challenge that this raises is physical access to the USB key or device
where the authentication data is saved should be kept safely. Yubikey, developed by
Yubico[8] is one such hardware that can be used as a security token.

The inherence factor is based on features that are unique to us, like fingerprints, iris
patterns, voice or facial features. This comes with additional privacy requirements and
it is easier and convenient way of authentication compared to other factors[9]. In this
method of biometric authentication, as it is called, the data collected is personal and extra
care should be taken to store it securely. All smartphones are enabled with biometric
authentication to protect sensitive data. The adversary can still in some cases use spoofing
techniques or deepfake technologies to bypass biometric authentication layer. In the next
few sections, some of the authentication methods or standards are explored.

2.1.1 TOTP
Time-based One-Time Passwords(TOTP) are short-lived unique codes that is used to
verify user’s identity in addition to using other factors of authentication. TOTP can be
implemented across different mediums such as email, sms, or app-based authenticators.
It relies on time-synchronized cryptographic hashing and for implementing such function-
ality, the prover and the verifier must know or be able to derive the current Unix time
using the OS UNIX epoch time for generating OTP[10].

In the TOTP setup, a unique secret key, encoded in Base32 is generated by the service
provider. The user does not need to know the secret key explicitly. The secret key is then
shared by utilizing the medium it is implemented on. The key acts a basis for generating
secure codes. It uses Hash-Based Message Authentication Code (HMAC) with SHA-1 as
its hashing algorithm. The current time along with the unique secret key are hashed to
generate a unique HMAC output. This output is further truncated to produce a six-digit
or eight-digit OTP, depending on the configuration required[11]. The whole algorithm
can be summarized in Equation (2.1).

TOTP = Truncate(HMACSHA1(secret, timeinterval)) (2.1)

The TOTP code is valid only under a specific time interval which is generally between
30 and 60 seconds. This ensures that even if the OTP is leaked, it becomes invalid after
that time period. After the user enters the OTP code, the server recalculates the TOTP
using the current time interval before comparing the results. This time-bound feature
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2. Cryptographic methods for User Authentication

makes it difficult for any adversary since the code usually expires in seconds and becomes
invalid[12].

For using email as a medium, the OTP code generated by the server is sent to the user’s
registered email. This method relies on the server to calculate a new OTP every time
the user wants to authenticate. Another medium can be an application which is required
to be downloaded by the user in order to recieve the OTP. The OTP can be shared with
the user through QR code that the user scans with an authenticator app (like Google
Authenticator) to make the process more secure[13].

PyOTP is one such library in Python that provides the above functionality. It provides
an interface which is easy to use and can generate and verify OTP codes[14]. In this
project, a Simple Mail Transfer Protocol (SMTP) server will be used along with py-
OTP, to send emails to the user’s registered email. To allow for slight discrepancies in
time-synchronization between the prover and the verifier, PyOTP also allows a validity
window[14].

When TOTP codes are sent over SMS or email, the security is only strong as these chan-
nels. These are particularly vulnerable to interception, man-in-the middle and phishing
attacks.

2.1.2 FIDO2 Standard
FIDO stands for Fast Identity Online. FIDO2 is a standard for password-less authen-
tication created by the FIDO alliance in collaboration with the World Wide Web Con-
sortium(W3C). The Fido Alliance industry is a well-reputed consortium that develops
open authentication standards to reduce the dependency on traditional password-based
authentication. W3C maintains the web guidelines standards. FIDO2, their latest stan-
dard promotes password-less security[15].

The FIDO2 standard leverages asymmetric encryption to authenticate users without pass-
words. It consists of two primary ceremonies, Registration and Authentication. In the
registration ceremony, the authenticator uses public key cryptography to establish secure
credentials with the Relying Party(RP), which is initiated by the website or service re-
questing secure authentication. The RP stores the user’s public key for future verifications
and the authenticator stores the private key securely. In the authentication ceremony,
when the user attempts to login, the RP sends back a challenge to the Authenticator via
the RP Javascript application. After which the Authenticator signs using the private key
before sending it back to the RP for verification[15].

The cryptographic credentials that are stored on the authenticator are popularly known
as passkeys and are often backed by biometrics or PIN. It can be stored on an external
entity as well such as on a USB security key, if it supports FIDO2. The external storage
makes it difficult for the adversary to get hold of the key since this is not accessible over
the internet. For this thesis, facial-recognition biometric method will be used to access
the passkey.

Security keys are physical devices which are used to enable public cryptography. The
users must insert, tap or NFC-scan the key to make the whole system work as the
private key resides within the unique physical security key that only the user possesses.
The requirement of an external physical device also ensures protection against remote
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attacks[15].

The FIDO2 standard is based on two main components: WebAuth(Web Authentication)
standard and CTAP2(Client to Authenticator) Protocol. WebAuthn is a browser-based
API standard for passwordless authentication, while CTAP2 enables communication be-
tween external authenticators and devices, together forming the foundation of the FIDO2
authentication framework[15].

Figure 2.1: FIDO2 Building Block [16]

2.1.2.1 Web Authentication

The Web Authentication(WebAuth) is a W3C standard for password-less authentication
using asymmetric encryption. It enables interaction between Relying Parties (website or
the application) and users devices like security keys or smartphones, that act as authen-
ticators[17].

WebAuth enables both registration and authentication ceremonies. There are three main
components involved in the whole workflow of WebAuth. The software service, which
is also known as the Relying Party(RP), is where the users registers and authenticate
their accounts. The RP stores the user’s public key provided by the authenticator during
the registration ceremony, which helps in validating the response. This association of
the public key with the user’s account enables the RP to authenticate users during their
future visits without needing a password. To prevent the credentials reuse for multiple
sites, the RP is uniquely identified by its domain.

The second component is the client, which is the browser or the app that acts as an
intermediary which helps in facilitating the communication between the RP and the au-
thenticator. The main role of the browsers or the app here is to help in exchanging the
data securely during both the ceremonies of registration and authentication. When the
RP initiates the register or login processes, the client sends the request to the authentica-
tor and then forwards the response from the authenticator back to the RP. It is the client
responsibility to make sure that the structure of the exchanged data is correct. WebAuth
is supported by modern browsers such as Chrome, Firefox, and Safari[17].

The third component is the Authenticator, where the private key is stored to prove to the
client, the identity. It performs cryptographic operations, such as encrypting and storing
the user’s private key securely and signing the challenge from the RP. This Authenticator
can either be platform based or physical security keys. The platform authenticators
stores private keys in a specialized hardware-based security chip embedded into the user’s
device called Trusted Platform Module(TPM). These are usually integrated with the
device’s operating system and the private keys are kept isolated in a hardware-protected
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environment. The physical security keys on the other hand can be used across different
client devices offering more flexibility to the users. Portable devices, like special USB
sticks or NFC keys are some examples of such authenticators[17].

The WebAuth Workflow for both the ceremonies, Registration and Authentication is
described in more detail below.

Figure 2.2: WebAuth Registration Ceremony [18]

• Registration Ceremony

Step 0 In the first step, the RP initiates the registration process through the RP JavaScript
application that is running on the users browser or app.

Step 1 After the client receives the request from the RP server, which consists of a challenge
(a unique random value), user-specific information and other information about the
RP like its domain or properties that will be used in the cryptographic encryption
by the authenticator later.

Step 2 All the above information is forwarded to the Authenticator using WebAuth API
supported by the browsers. In this step, the communication is initiated between
the users’ browser or app to the authenticator.

Step 3 Now, the authenticator processes the request, does user verification and generates
a new key-pair. The user verification in this Thesis is focused on facial recognition.
Before sending the response, it stores the private key.

Step 4 Once the face is successfully captured, and the key-pair is generated, the public
key, along with user info and attestation object is sent back to the client. The
attestation object serves as a cryptographic proof that the key-pair was generated
by a trusted authenticator and provides assurance to the RP.

Step 5 Here the data received by the browser or app (Client) is processed and then for-
warded to the RP server for further validation.

Step 6 In this final step of registration, the RP server verifies the challenge using the
received public key. If the public key is valid, it is stored in the RP credential
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repository. This public key is used in future verifications when users try to identify
themselves[18].

Figure 2.3: WebAuth Authentication Ceremony [19]

Authentication Ceremony

Step 0 Now, after the user is registered, the authentication process can be started by
the user through interacting with the RP Java Script Application running in the
browser or app. The user Id or email, which is a unique identifier for the user is
provided.

Step 1 A challenge is generated by the RP server after receiving the login request and is
sent back to the client.

Step 2 After receiving the challenge and user information, the client forwards the request to
the authenticator using the WebAuth API through browser/app where the service
is running. The payload consists of the RP unique identifier, which is used by
the authenticator to validate the RP. The payload also includes a challenge for
the authenticator to sign. The challenge signing and RP unique identifier prevents
misuse of the credentials across different sites.

Step 3 Next step involves authenticator performing the verification. Once the user ver-
ification is successful, the private key access is permitted and the authenticator
generates an assertion by signing the challenge received from the RP using the
private key.

Step 4 All the information is now sent back to the browser in this step, which contains the
signature and the authentication data.

Step 5 Here, the client compiles the data received and forwards it to the RP server.

Step 6 This is the step where the validation happens. First, the signed challenge is verified
that it corresponds to the original challenge. Once this is done, the authentication
data is validated to check if it hasn’t been tampered with. If all checks are satisfied,
the user is authenticated[19].
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2.1.2.2 CTAP2

Client to Authenticator Protocol 2 (CTAP2) is one of the core components of FIDO2
standard and defines the protocol for secure communication between client devices and
authenticators. In other words, this protocol handles real-time interaction between them,
thus enabling password-less authentication. The client can be a platform (an Operating
System such as Microsoft Windows), a browser (such as Google Chrome), or an appli-
cation (such as an SSH client). In this process, different types of authenticators can be
used. For a FIDO security key, USB or NFC is used typically[20].

The older version of CTAP1 does not support user verification using a PIN or biomet-
ric. While on the other hand, CTAP2 is a more versatile protocol and supports user
verification. CTAP2 defines a set of commands that standardizes the communication.
The two key commands are "authenticatorMakeCredential", which is used to generate a
unique public-private key pair and "authenticatorGetAssertion", which is used for signing
a challenge [20]. The key difference between CTAP2 and WebAuth is depicted in 2.1.

CTAP2 relies on asymmetric encryption to create unique credentials for each user and
each relying party. During registration, the authenticator provides an attestation state-
ment. When CTAP2 protocol is used, attestation are typically X.509 certificates that
are issued by the authenticator manufacturer and helps the RP to verify the device’s
legitimacy. During authentication, the authenticator signs a challenge from the client
using ECDSA(Elliptical Curve Digital Signature Algorithm). Elliptical Curve Cryptog-
raphy(ECC) is advantageous due to its strong security with smaller key sizes. On the
other hand, for the challenge data, CTAP2 uses SHA-256 for hashing. The payloads are
hashed with SHA-256 before the authenticator signs it[21].

There are various security benefits because of the high standard the protocol maintains.
Having a unique key-pair makes it secure and the RP domain verification helps to miti-
gate phishing attacks. The authenticator can detect when a malicious site attempts to
impersonate a legitimate relying party. In such cases, it will safely deny the request to
ensure security. By utilizing the challenge creation and response mechanism, replay at-
tacks could be mitigated, since each challenge is unique. On top of that the attestation
certificates adds another layer by ensuring the RP can safely trust the authenticator[21].
Additionally, the hashing mechanism ensures that data in transit is not altered ensuring
integrity as well.

2.1.3 Yubikey

Yubikey is a hardware based security device developed by Yubico that strengthens the
MFA by acting as a possession factor. It is designed to provide an alternative user-friendly
approach compared to traditional username and password. It supports multiple protocols
such as FIDO2/WebAuth and OTP and is compatible across major platforms (Windows,
macOS, iOS, Android). Moreover, it is also designed to be waterproof, crust-resistant
and long lasting. The latest Yubico Bio Series, shown is Figure2.4 supports fingerprint
recognition but still facial recognition is not supported[22].
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Figure 2.4: Yubico Bio Series with fingerprint sensors [23]

2.1.4 Open ID Connect
Open ID Connect(OIDC), the identity layer built on top of Open Authorization 2.0, or
OAuth2.0. OAuth2.0 is a standard which is widely used in authentication and autho-
rization systems. It enables secure delegated access to resources without exposing user
credentials. For granting the access to another service, the user explicitly grants permis-
sion. It is token-based authentication, where a token is used instead of username and
password. Before the token can be issued, OIDC can enforce MFA and can work together
to make the system more secure[24].

OAuth2.0 consists of four main components in OAuth2.0 : user who owns the data (Re-
source Owner), the delegate or third party that is requesting to access the resource(Client),
the server which issues the tokens (Authorization server) and the server where the re-
sources are hosted(Resource Server)[25]. In a typical flow, the client redirects the user
to the authorization server, and first requesting permission to grant access to resources.
Once the user grants permission, the authorization server provides an authorization code
to the client which is used to receive an access token. The access token can then be
used by the third party to access user’s resources from the resource server. The flow is
shown in Figure 2.5. The tokens usually have an expiry date and should be refreshed or
generated again for regaining the access.
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Figure 2.5: OAuth2.0 [26]

2.1.5 Authentications Vulnerabilities
Authentication vulnerabilities are flaws that allow attackers to masquerade as legitimate
users or illegally access sensitive resources. This can arise due to several causes such
as errors in the code, weak credential usage by the users as well as if the system is
poorly implemented and contains logical errors. Some vulnerabilities may even allow
attackers to get access to the desired resources without even interacting with the login
page. This can lead breaching of sensitive information, masquerades as a legitimate user
and in some cases can lead to gaining control over the whole system and destroy it.
such vulnerabilities can be very costly for companies, especially if the breaches violate
General Data Protection Regulation (GDRP) or California Privacy Rights Act (CCPA)
regulations. Some of the most known attacks will be mentioned below.

Brute-Force and dictionary attacks: A Brute-Force attack is an attempt to gain
unauthorized access by systematically automating an excessive number of login at-
tempts using every possible combination of characters until the correct credentials
are found. Such attacks can be computationally expensive and time-consuming, and
therefore impractical in real-world scenarios, especially for complex passwords with
a mix of characters and symbols. However, dictionary attacks rely on attempting
pre-compiled lists of common passwords, such as "admin" or "123456." These lists
are used by attackers to gain access to accounts with weak, guessable credentials.
The attacker can create customized lists and include known information about the
victim, such as pet names or birth dates. Such information can be mutated to
generate additional passwords to add to the dictionary. A Rainbow Table attack
is a variant of the dictionary attack, where precomputed hash values for common
passwords are used to speed up the attack process. Rainbow tables could also be
used if the attacker gains access to the username/password file, which is usually
stored in a hashed form[27].

If no protection mechanisms exist to prevent such attacks, such as account lockouts,
CAPTCHA, or salt when hashing, attackers can take advantage and gain access
despite the use of complex credentials and reliable cryptographic operations.

SQL Injection is a vulnerability vector that allow the attacker to manipulate SQL
queries and execute malicous commands on the database. Such commands can be
used to gain access to sensitive information without even providing any credentials
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bypassing authentication mechanisms[27]. Taking a simple scenario where the user
attempt to login to a service by providing its username and password. The SQL
validation query might look like this:

SELECT UserName FROM Users WHERE UserName = 'user_input_username'
AND Password = 'user_input_password';↪→

The query checks if the username and password exist in the database and returns
the username or other relevant data, which allows the user to log in to the service.

An attacker can inject malicious SQL code to manipulate the query and bypass
authentication. For example, an attacker could enter the username as "admin’ OR
1=1 – " and any password. This query sets the username to admin and returns true
directly, bypassing the rest of the query due to the usage of –, which comments out
the remaining part of the query. The executed query would become:

SELECT UserName FROM Users WHERE UsenName = admin or 1=1;

which returns data related to "admin" account without providing any password
credentials.

Insecure password change and recovery features can be serious points of attack
if not implemented correctly. Such as using weak security questions, the absence
of CAPTCHAs as well as using emails with long timeouts. Such vulnerabilities
can be combined with others such as brute force to compromise accounts which is
considered safe in normal circumstances[27].

Subdomain Takeover is a vulnerability that occurs when an attacker gains unautho-
rized control over a legitimate subdomain due to misconfiguration or an unclaimed
subdomain. This vulnerability usually happens when a subdomain is registered
and points to a resource or service, such as Bluehost, AWS, or other providers,
that is no longer associated with any resources. The attacker can find these "or-
phaned" subdomains through DNS enumeration or subdomain scanning tools. Once
the unclaimed subdomains are found, the attacker can attempt to claim them by
registering new services/websites with the same provider and linking them to the
unclaimed subdomain. The providers usually allow anyone to create resources and
associate them with any domain/subdomain. he attacker can then exploit the vul-
nerability and control the subdomain to serve malicious content such as phishing
sites and malware, thereby compromising the security and reputation of the orga-
nization.

Facial Spoofing is a term when the attacker impersonates the identity of another person
by mimcking the facial features of an autherized user. This can be done if the system
has no active livness detection to detect if the person persent in the current frame
is a real person or a spoofed identity by deepfake, masks, filters or mannequins.

Human negligence is one of the most reasons to data breaches. Errors caused by
humans is one of the easiest and most efficient attacks exists nowadays in the
wild where technical knowledge is not required. By using what is called "social
engineering", credentials can be extracted from users by luring them through fake
emails, calls or by sending links that contain malware. Furthermore, users may leave
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their token keys unattended, losing them or using weak credentials when creating
accounts. There are unlimited possibilities on how a human, unintentionally can
leak sensitive information or grant access to illegal parties. Therefore, security
should never rely on users and MFA should always present[27].

2.2 Cryptographic tools for Confidentiality
Having good cryptography is the core of any good secure systems. Cryptography protects
data from unauthorized access, ensuring confidentiality, integrity, and authenticity. It
does so by converting the data into unreadable formats so that it can only be accessed by
authorized parties. There are multiple types of techniques that can be used to convert
the data such that it becomes difficult for any adversary to access it.

2.2.1 Symmetric Encryption
Symmetric encryption refers to the form of encryption where only a single cryptographic
key is used for both encryption and decryption. Due to its efficiency and speed, it
is widely used for protecting data in applications like database, secure file storage and
network communications. Using the one secret key as shown in Figure 2.6, it converts the
plain text (readable) into a cipher text (unreadable/encrypted). In the case of asymmetric
encryption, the authorized parties must securely manage and protect the key[28].

Figure 2.6: Symmetric Encryption [28]

Depending on the required encryption strength, the length of the secret is decided as
a first step in the process. The key length directly impacts security, longer keys make
brute-force attacks much more difficult. After the secret key is generated, the plaintext
is then transformed into a cipher text using it. There are various algorithms that can be
used for converting the plain text. The same key is then used to decrypt the cipher text,
which is fed into the algorithm, converting it back to the plain text. The algorithm either
processes the data in block modes[29] or in bit-mode[30].

Block ciphers encrypt the data block-by-block. The block segments are usually of 64-bit
or 128-bit. Each block in this mode is encrypted independently and it is linked together
to provide additional security. AES(Advanced Encryption Standard) is an example of
one such algorithms that operate in block cipher mode. There several ways that the
block cipher modes can operate in. The basic mode called, ECB(Electronic Code Book)
is discouraged because identical plain text blocks produce identical cipher text blocks,
making it vulnerable to replay and frequency attacks. Other modes, CBC (Cipher Block
Chaining)[31] and GCM (Galois/Counter Mode)[32], are better where an IV(initialization
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vector) and Galois Field multiplication operations are used, respectively to enhance the
security. In CBC mode, with the use of IV, the processing time increases since the
decryption process has to start from the �rst block to maintain the chain. It is impossible
to decrypt multiple blocks parallely. The GCM mode is even more advanced and it
combines the CTR (Counter) mode along with the Galois �eld multiplication operation.
Using a CTR mode, a counter value is used which is encrypted and incremented for reach
block and then is XORed with the plain text, to produce the cipher text as shown in
Figure 2.7. When combining this mode with Galois �eld, in GCM mode, it produces both
cipher text and an authentication tag. This makes it more robust against tampering.

Figure 2.7: CTR Mode Encrpytion [33]

The Stream ciphers, rather than encrypting the data in blocks encrypts the data bit-
by-bit. In this mode, a pseudo random stream of bits is generated which is XORed
with the plain text bit-by-bit, producing the cipher text. The security of such symmetric
encryption entirely relies on keeping the secret key securely and safely. When distributing
the secret key, secure channels should be always used. Symmetric encryption provides
con�dentiality, but on its own, it does not ensure data integrity. However, modes like
GCM include features to verify data integrity as well.

2.2.2 Advanced Encryption Standard

AES(Advanced Encryption Standard) is a symmetric encryption standard that uses a
single key to encrypt and decrypt data. It is fast and highly e�cient and was standardized
by NIST(National Institute of Standards and Technology). AES can operate on di�erent
key lengths of 128, 192, or 256 bits (depicted in Figure2.8), but comes with a trade o�
for speed. The larger the key is used, the more slower the algorithm works[34].

AES is a block cipher(encrypts the data in blocks) and can run on three di�erent modes:
ECB, CBC, and GCM. It operates on the data in multiple rounds of encryption. In every
round, data is converted in a way that makes it more di�cult for anyone to decrypt, with-
out the correct key. In the beginning of every round, from a prede�ned substitution box,
each byte in the data block is substituted. After which every row is shifted cyclically. To
add di�usion in the next step, all the columns are now mixed, later XORed with a round
key derived from the original encryption key before another round begins. The algorithm
is shown in Figure2.9 and the detailed implementation can be found in AppendixA.2
[34].
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Figure 2.8: AES Design [34]

Figure 2.9: AES Encryption Process [34]
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2.2.3 Password-Based Key Derivation Function

Password-Based Key Derivation Function(PBKDF) is a function that is used to generate
cryptographic keys from passwords. In cases, where a cryptographic key is required,
a user's password alone is seldom not su�cient for direct use as a cryptographic key.
PBKDF acts as a stretcher for the password and makes it more resilient to brute-force
attacks[35].

In the process of stretching the user's password, a salt is added to the password. This
random salt ensures that for two similar passwords, the cryptographic keys generated are
unique. Additionally, salt also helps to protect against precomputed attacks. Once the
salted password is generated, it is passed through multiple iterations of a hash function
such as SHA-256 to increase the computational cost for brute-force attacks as shown
in Figure 2.10. Then the �nal output gives a cryptographic key that can be used in
encryption. The complete algorithm is summarized in AppendixA.3[36].

Figure 2.10: Password-based key derivation function [37]

When using PBKDF in systems where user passwords are stored as hashes in databases, it
is essential to avoid excessively high iteration counts. This ensures the system remains ef-
�cient while maintaining security. Common recommendations suggest 10,000+ iterations,
but it also depends on the application and the computing power[38].

2.2.4 Hash-based Message Authentication Codes

HMAC(Hash-Based Message Authentication Codes), unlike encryption which aims to
conceal data, is used to verify that the data has not been altered and is from a correct
source. It is a symmetric cryptographic hash function, like SHA-256, that combines the
hash function with a secret key to create digital signatures[39]. In this thesis, HMAC will
be used for implementing the time-based one-time passwords(TOTP).

The algorithm works by �rst taking the data to be authenticated and a secret key as
an input. The secret key is generated randomly and is shared between the sender and
the receiver. In the next step, a string cryptographic hash function, like SHA-256 is
selected and the secret key is hashed or padded to match the block size of the chosen
hash function. If the key is longer, it's hashed to the required length, and if the key is
shorter, it is padded with zeros to the right. The algorithm proceeds with XORing it with
two �xed constants: an inner padding(ipad) and an outer padding(opad) as shown in the
Equation (2.2). In the equation, M is the data to be authenticated and K is the secret key.
The �nal output, which is obtained by concatenating acts as a unique �ngerprint[41].

HMAC (K; m ) = H ((K � opad)jjH (K � ipad)jjm)) (2.2)
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Figure 2.11: HMAC Algorithm on a high level[40]

2.2.5 Asymmetric Encryption

In this technique, two mathematically related keys are generated, namely public key and
private key. Public key, as the name suggests is public and is shared openly. Unlike
symmetric encryption, the public and private keys are di�erent. The basic work�ow is
shown in 2.12.

Figure 2.12: Asymmetric Encryption [28]

The plain text data is encrypted by the sender using the public key received from the
receiver of the data. After receiving the data the receiver then uses the private key to
decrypt. In a similar way, the digital signatures can be implemented using asymmetric
encryption and is shown in the Figure2.13. Here, the sender signs the data with their
private key instead of using public key to encrypt, and creates a digital signature. The
veri�cation can be performed later using the sender's public key, ensuring both data
integrity and authenticity[ 28].

A couple of common algorithms used are the Riverst-Shamnir-Adleman(RSA) and Ellipti-
cal Curve Cryptography(ECC). RSA is based on the mathematical challenge of factoring
large numbers. For such reasons, keys are generally large, 2048 or 4096 bits, for providing
strong security. But this can also a�ect the performance. On the other hand, ECC uses
the properties of elliptic curves over a �nite �elds to create secure keys. ECC algorithms
like Elliptic Curve Digital Signature Algorithm, provides similar security to RSA with
smaller keys[42].

Elliptic Curve Digital Signature Algorithm(ECDSA) is a type of asymmetric encryption
algorithm that utilizes mathematics of the elliptic curves over �nite �elds[44]. The math-
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Figure 2.13: How Digital Signatures work [43]

ematical properties of elliptic curve allow strong security with signi�cantly shorter keys
than the RSA algorithm, thus improving the e�ciency in terms of speed and storage.
Smaller keys reduce the computational load, and thereby enables faster digital signature
veri�cation that is crucial in securing web communications[42].

Figure 2.14: An example of Elliptic Curve [44]

The algorithm works by generating the private key and a public key using an elliptic curve.
First, the private key is chosen randomly and kept secret. Now, using this private key
and a base point de�ned by the elliptic curve, a public key can be generated. The process
creates a point on the elliptic curve that acts as a public key. To sign a message, the
hash is generated using functions like SHA-256, to generate a digest of �xed length. The
signature is then generated using the hash, a nonce and the private key. This signature
is unique to the combination of the message and the private key. The nonce ensures that
in case the signing happens more than once, the signature will also be di�erent. Finally,
the receiver of the signed message uses the public key and the mathematics of an elliptic
curve to verify the signature if it was actually generated by the correct private key. If the
calculated value di�ers, the signature is rejected. Generally, some standard curves like
sec256k1 or P-256 are used. which are widely trusted for their cryptographic properties
and robustness[45]. It is important to note that not all elliptic curves provide a similar
security.

Nonce Security, Elliptic Curve Selection, along with hash functions enables ECDSA algo-
rithm to create unforgeable signatures, providing high e�ciency in terms of performance
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and space[46]. It scales well across devices with limited power, memory or bandwidth
which is essential for applications that require high-performance security.

Asymmetric encryption is ideal for open networks where sharing of the private keys is
risky. Additionally, it helps in data integrity by allowing the senders proves the data's
origin by supporting digital signatures[47].

2.3 Python Cryptography Library

The python cryptography library provides a wide range of cryptographic primitives and
algorithms to support encryption, decryption, hashing, key management, and digital sig-
natures[48]. The library supports symmetric encryption such as AES using theAES
module, key derivation functions such as PBKDF2 using thePBKDF2HMAC moodule,
hashing algorithms and asymmetric encryption that includes public key cryptography
and digital signature algorithms using theec from asymmetricmodule. The python cryp-
tographic library is easy to use, maintainable, compliant with modern security standards
and ensures high performance[49].

2.4 Conclusion

The above sections outlines the authentication methods and the cryptographic tools in-
tegrated into the project to enhance security and authentication. HMACs are utilized as
part of the TOTP mechanism to ensure the generated code is con�dential and unique.
TOTP provides an added layer of security. FIDO2 standard incorporates multiple cryp-
tographic tools that will be utilized to achieve the same level of security as provided by
FIDO2 standard. symmetric encryption algorithms like AES secures data through encryp-
tion to enhance the password security and ECDSA ensures integrity of data with secure
digital signatures which is an essential part of the FIDO2 standard. Additionally, hash-
ing algorithms like SHA-256 provide irreversible representations of sensitive information.
These tools collectively establish a strong cryptographic framework for the project.

19



3
Facial Recognition

Facial recognition is a technology that leverages advanced algorithms to identify or verify
users based on their facial features. This chapter explores the critical components that
make facial recognition systems e�ective, beginning with the facial recognition pipeline,
which breaks down the process from detecting and processing facial images to verify-
ing identities. It then delves into the facial recognition libraries, highlighting the tools
and frameworks that enable seamless implementation of these systems. Finally, the last
section in this chapter discusses about facial recognition metrics, providing an under-
standing of how facial recognition systems are evaluated. Together, these sections o�er a
comprehensive guide to understanding and working with facial recognition technology.

3.1 Facial Recognition pipeline

Facial Recognition is one of the biometric methods through which authentication can
be performed using the facial features of the person. Using this method, a camera is
required to capture the face of the person. The captured image is then processed and is
sent for analysis. The speci�c, unique features such as the distance between the eye, the
shape of the nose, lips and jawline. The output is a mathematical representation which
are called face embeddings. These embeddings are used later for veri�cation. The facial
recognition pipeline typically consists of four key phases: face detection, alignment and
resizing, representation, and veri�cation[50].

Figure 3.1: Typical Facial Recognition Pipeline

3.1.1 Face detection

In the �rst phase of facial recognition pipeline, the system uses a camera to identify and
locate the face. Traditionally, Haar features are used to detect the face and identify its
face unique features in real time. Viola-Jones algorithm is one example of facial detection
algorithm that uses Haar features.

Haar features are sequence of rescaled square shaped functions.(These are very similar
to convolutional kernels found in CNN.)[51] Example of Haar features are shown in3.2.
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There are edge features( (1) and (2) ), which can be used to detect the eyebrows, then
there are line feature(3), that can be used to detect the lips. These algorithms can rapidly
detect faces.

Figure 3.2: Example of Haar feature[52]

Apart from the traditional method, modern deep learning models also allows facial recog-
nition. They are more accurate at recognizing facial emotions, orientations, and lighting
situations because they employ Convolutional Neural Networks (CNN). They accomplish
this by processing spatial hierarchies of features, including edges, forms, and intricate
patterns, through a sequence of layers. Furthermore, CNNs can more precisely translate
complicated facial traits into a consistent format after being trained on a large dataset
of diverse faces in order to provide dependable embeddings[53].

Figure 3.3: An example of facial landmarks coordinates being assigned to faces[53]

Face landmarks of particular features, such as the mouth, nose, and eyes, are frequently
included in face detection to aid in subsequent stages. By giving each landmark a coordi-
nate, this procedure makes it easier to align facial features consistently. The computing
load for the subsequent stages is decreased by cropping the identi�ed face out of the
frame[50].

3.1.2 Alignment and resizing

In this phase, the image is rotated to align both eyes horizontally using the landmarks
created in the other steps. To guarantee that the face traits are consistent between
samples, the rotation is necessary. Trigonometry can be used to calculate the angle at
which the image should be rotated. The formula for calculating the degree of rotation
using trigonometry is shown in equation (3.1) [54].
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Figure 3.4: Representation of a right-angled triangle stemming from the facial landmarks

Following alignment, scaling is carried out in accordance with the speci�cations of fa-
cial recognition systems. Images in Facebook's DeepFace model are usually shrunk to
152X152 or 224X224 pixels, depending on the model[55], but images in the Python face-
recognition library are usually resized to 150X150 pixels. In the parts that follow, the
two models will be covered in further detail. Although it requires more processing power,
a higher resolution aids in collecting �ner details of the facial anatomy.

3.1.3 Face Representation

In this step of the pipeline, facial embeddings are generated. The method for generating
embeddings depends on the model used. For example, HOG (Histogram of Oriented Gra-
dients) calculates embeddings by extracting gradient-based features, emphasizing edges
and shapes, and is used in traditional models. In contrast, CNNs (Convolutional Neural
Networks) generate embeddings by learning hierarchical features through multiple layers,
capturing complex patterns such as textures and facial structures. The face embedding
is a numerical vector as shown in Figure3.5 representing the face. Di�erent inputs yield
di�erent embeddings, allowing for e�cient comparison.
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embedding=[ � 0:08856192976236343; 0:1964293271303177;

0:03771832212805748; : : : ]

Figure 3.5: The face in the image and its corresponding facial embedding list generated
by Python Face-Recognition library

3.1.4 Face veri�cation

In this last phase, pre-stored embedding is used to compare the user's face embedding
to con�rm or deny the identity. The comparison is based on the similarity or distances
between embeddings to decide whether it is the same or di�erent face. The lower the
distance, the higher the similarity and vice versa[56].

The distance can be calculated using di�erent metrics. Some of the common metrics
includes, Euclidean Distance, Cosine similarity and Manhattan distance[56]. Euclidean
Distance measures the direct distance between points in multi-dimensional space. In
Equation (3.2), p and q represent the two face embeddings, resulting in a numerical
value representing similarity.

d(p; q) =

vu
u
t

nX

i =1

(pi � qi )2 (3.2)

Cosine similarity uses the cosine of the angle between the embeddings instead of cal-
culating the direct distance. It assesses similarity regardless of the magnitude. It is
more e�ective when the embeddings have been normalized. While the Manhattan dis-
tance adds the absolute di�erences between embeddings to provide a di�erent measure
of similarity. Manhattan distance is also refered to as taxicab or city block distance.
Manhattan distance provides an alternative to Eucledian distance, especially useful for
higher-dimensional data[56].

Finally, after the distance is calculated, it is compared to a threshold. If the distance
is below the threshold, veri�cation succeeds, otherwise it fails. The threshold is usually
selected by evaluating the veri�cation system's accuracy. This should be optimized to
balance the False Acceptance Rate (FAR)(allowing access to impostors) and False Reject
Rate (FRR)(denying access to legitimate users). The Equal Error Rate(EER) point, is
often chosen as an optimal threshold where FAR and FRR are balanced. A low threshold
value reduces the FAR while a high threshold value lowers FRR[54]. The approach to
set a threshold should be based on the speci�c use case requirements with usability
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being taken into account. For a high security environment, a lower threshold may be
preferred\cite {easyai2024facial_recognition} .

distances = face_recognition.face_distance(known_face_encodings,
face_encoding),!

if distance < threshold
verification succeeds

In this project, two facial recognition libraries will be tested, namely, Python Face-
Recognition library and DeepFace, both of them are based on the Convolutional Neural
Network(CNN) models.

3.2 Facial Recognition Libraries

Face recognition libraries simpli�es the development process for integrating facial recog-
nition capabilities. It is integrated with powerful pre-trained models like Histogram of
Oriented Gradients (HOG), and Convolutional Neural Network (CNN) and is optimized
for performance and accuracy. Modern software libraries provide end-to-end pipelines,
including face detection, alignment and resizing, feature extraction and veri�cation.

3.2.1 Python Face-Recognition

The Python Face-Recognition library[57] is a user-friendly library to do facial recognition
tasks. Under the hood, it uses Dlib's deep learning-based CNN model. The Dlib library
is written in C++ with Python bindings[ 58]. A python package appropriately wraps the
dlib's facial-recognition functions into a simple, easy to use API. The library is open-
source and is known for its extensive usage in computer vision, facial recognition, and
object detection. It provides highly optimized implementations, thereby, boosting the
performance e�ciency.

The library o�ers two main models: HOG and CNN-based. The �rst one is faster as it
uses gradient directions and edge analysis to detect the face. The latter one, is a deep-
learning model which is more accurate but comes with the cost of computational power.
The CNN model is based on the ResNet-34 architecture, and the model is trained to
generate 128-dimensional face embeddings[59].

For face landmark detection, the library includes a model that can detect 68 facial land-
marks, such as eyes, nose, lips and ears. These 68 features enhance the accuracy helping
in correct facial alignment. Lastly, for comparison of the embeddings, the library utilizes
the Euclidean distance to determine the similarity. Depending on the set threshold, the
matches can be classi�ed. The default model the library uses is based on HOG.

HOG is a feature descriptor used for object detection tasks such as face detection. Unlike
deep-learning based methods, HOG does not rely on training neural network which makes
it more computationally e�cient. It is a lightweight, e�ective solution for detecting face
features and is one of the models provided by Python face-recognition's library.

HOG works by analyzing the gradients. By focusing on gradients, it makes it more useful
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for detecting faces across di�erent light conditions. Gradients are the di�erences in pixel
intensity and is based on the direction and intensity of pixel values. These gradients
orientations are then compiled into a histogram, providing enhanced detail capture, which
represents the distribution of edges and outlines within a region[60].

Figure 3.6: Steps to calculate HOG high-dimensional vector [61]

The HOG algorithm can be broken down into several steps as depicted in Figure3.6. In
the �rst pre-processing step, the image captured is standardized for the quality and the
noises are reduced by improving the contrast and the lighting. After that, in the next
step for the processed input image, the gradient direction and magnitude are calculated
for each pixel and are grouped into bins. The image itself is divided into several small
cells, which are further combined into blocks. Once this is done, normalization using
blocks to ensure consistency across the image. Finally in the last step, the histograms
from all the cells are concatenated to generate a unique high-dimensional vector (also
called descriptor) that represents the overall structure of the image[62]. HOG maintains
it own glossary with pre-existing descriptors in a database that helps to classify the image
as "face" or "non-face".

3.2.2 DeepFace

Another Python library, DeepFace was developed by Facebook[63], o�ering an easy to use
API to do facial recognition and analysis. The DeepFace library leverages state-of-the-art
models for face recognition. By default, the library uses VGG-Face as its primary model
for processing and recognition tasks. Each of the models has its own speci�c strength,
making DeepFace a great choice for facial recognition-based applications and systems.

VGG-Face model uses a deep-learning CNN model for performing face recognition and is
known for its feature extraction through multiple convolutional layers. Google's FaceNet
uses distance metrics and creates a 128-dimensional face embeddings. Another library
inspired by FaceNet, is OpenFace. OpenFace library is based on deep-learning neural
networks as well. The �rst model to use deep learning for facial recognition, DeepID, is
another pioneering model that is specialized in using multiple hidden layers to learn highly
discriminative features for user veri�cation. The last, ArcFace, as the name suggests uses
the angular distances in the embeddings to improve the distinction between similar faces.
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DeepFace integrates all the above mentioned pre-trained models architectures to generate
face embeddings, o�ering more �exibility[63]. In the DeepFace face recognition pipeline,
the algorithm begins with the face detection and alignment where it uses MTCNN(Multi-
Task Cascaded Convolutional Networks) or OpenCV's face detector. OpenCV's face
detection o�ers two choices for face detection, naemly, Haar features and deep-learning
while MTCNN is based on deep learning solely. MTCNN identi�es faces by using three
stages of cascaded CNNs. Cascades are just like smaller CNNs in sequences[63].

After alignment, DeepFace sends the image through a deep learning models(such as VGG-
Face, FaceNet, etc) to create face embeddings[64]. Finally, for the veri�cation step, em-
beddings are compared utilizing distance metrics such as Euclidean, Cosine Similarity or
Manhattan distances. The calculated distances are compared to the set threshold. The
deep learning models mentioned before uses a specialized type of neural network called
Convolutional Neural networks (CNNs) that are designed to process structured data like
images and videos.

For doing so, CNNs processes the image in multiple layers as shown in Figure3.7. The
�rst core layer which are the Convolutional Layers, apply �lter to an image to detect
patterns and complex features. Each �lter, or kernel, slides over the image, performing
a dot product highlighting speci�c features. Other core layers likeActivation Layers and
Pooling Layersintroduce non-linearity and reduce the dimensionality, respectively. This
allows the neural network to learn more complex features and also making it more com-
putationally e�cient. Toward the end, Fully Connected Layersprocesses the extracted
feature to generate the face embeddings[65].

Figure 3.7: 3 layers of CNN [66]

ResNet (Residual Network) is one such example of a CNN architecture. This model is
known for its residual connections where generally one or more layers are skipped[67].
This allows the model to learn the di�erences more easily without losing information or
getting stuck during training. ResNet-34 for example, has 34 layers and uses complex
feature extraction to produce the face embeddings that capture unique facial features. In
libraries like DeepFace, Res-Net models are used to extract facial features and generate
embeddings.

Another CNN architecture designed for real-time face detection and alignment is the
MTCNN (Multi-Task Cascaded Convolutional Neural Network).This model uses a cas-
caded structure with three CNNs[68]. It operates in three stages. In the �rst stage, the
image is scanned and the non-face regions are discarded. The second stage works more
on the re�nement for the regions extracted in the �rst stage. In the �nal stage, the facial
landmarks are identi�ed. In addition to the detection, MTCNN also allows the model to
align the face. MTCNN's cascased structure makes it computationally more e�cient to
detect and align faces in real-time.
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Convolutional Neural Networks (CNNs) have become a foundational technology in facial
recognition systems. CNNs are a specialized type of arti�cial neural network which is
suited for processing grid-like data, such as images. It analyzes the image of a face,
extracts useful information, and creates an "embedding", a multi-dimensional vector that
is a unique representation of the face.

Along with facial recognition, DeepFace also o�ers functionality to detect age, gender
and emotions. The library is as a result quite versatile and have pretty good accuracy
with minimal tuning owing to its pre-trained networks. It also includes an anti-spoo�ng
module to understand whether a given image is fake or real[63]. With such features,
DeepFace becomes computationally intensive on the other hand. It can face challenges
with requiring GPU's, or occlusions under low-light settings.

3.3 Facial Recognition Performance Metrics

Evaluating the performance of face recognition models is essential to understand their
accuracy, reliability, and suitability for real-world applications. Each application may
prioritize di�erent aspects of performance, such as reducing false positives in security
systems or improving detection accuracy in image tagging. There are several di�erent
metrics that can be used for such facial recognition models [69].

A True Positive (TP) occurs when the model correctly matches the face to the correct
person. A high TP means that the model is able to identify or detect faces accurately.
The face in Figure3.9 is correctly identi�ed with matching face in Figure 3.8.

Figure 3.8: Correct face
Figure 3.9: Correctly
matched face (TP)

Figure 3.10: Incorrectly
matched face (FP)

False Positive (FP) , as opposed to TP, incorrectly identi�es or detects the face when
there is none. High FP can lead to security risks, as the model for which the metric is
calculated can grant unauthorized access. An example of the TP scenario is depicted
in Figures 3.8, 3.9 and 3.10. Here the facial features like a beard, lighting or facial
orientation are getting mistakenly recognized as matching by the model.

True Negative (TN) is another metric which occurs when a model correctly identi�es
that there are no faces in an empty region. In other words, a TN would mean the model
has accurately rejected an unregistered face. High TN is good as it indicates that the
model is not mis-classifying non-faces or unknown faces[70].

The fourth metric, False Negative (FN) occurs when the model fails to recognize a
known person. Having a high FN would essentially mean that the legitimate individuals
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accesses are denied.

For representing all the above four metrics a Confusion Matrix is used shown in Figure
3.11. Each cell in the matrix represents TP, FP, FN and TN. Combining all the above
four metrics gives a total number of predictions made by the model. And using the TPs
and TNs along with the total predictions, the Accuracy can be calculated as shown in
(3.3)[71]. It gives an overall sense of how the model performs but may not be suitable for
imbalanced datasets where TPs and TNs dominate over FPs and FNs.

Figure 3.11: Confusion Matrix

Accuracy =
TP + TN

TP + TN + FP + FN
(3.3)

Lighting robustness and pose robustness can be ascertained using the accuracy[72]. Light-
ing robustness refers to a model's capacity to perform well under various lighting condi-
tions, including bright sunlight, dim light, and shadows. Real-world surroundings often
o�er lighting abnormalities that can change features such as highlights, shadows, and
skin tone. Accuracy is calculated as the proportion of faces successfully identi�ed in
each lighting condition. Lighting robustness is evaluated by comparing accuracy in these
scenarios. Conversely, pose robustness evaluates a model's ability to recognise faces in a
range of head orientations, such as side views, tilts, and rotations. Postural changes can
obscure facial features, making recognition more challenging. In this instance, accuracy is
calculated as the percentage of faces that are properly detected for each pose. Occlusion
handling[73] is another helpful statistic that assesses a model's capacity to identify faces
that are partially hidden by hands, masks, or other environmental elements. In these sit-
uations, accuracy is calculated as the ratio of successfully detected faces with occlusions
to faces without occlusions.

Apart from these, Expression handling is yet another useful way to assess the mod-
els. Expression handling evaluates a model's ability to identify faces with various facial
emotions, including grins, frowns, and astonishment. The geometry of facial landmarks
can be changed by expressions, making recognition more di�cult making this a good in-
dicator to assess the strength of the models.Precision , Recall , and F1-score are often
used to evaluate expression handling, as they provide a more nuanced view of the model's
performance across multiple expression classes.Recall uses the TP and FN, and can be
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calculated as shown in equation (3.4)[71]. A low Recall indicates that the FN is high. If
FP are used instead of FN, then the value which is known asPrecision can be obtained.
It will give the ratio of TPs to all predicted positives. The formula to calculate is shown
in equation (3.5)[71]. The precision metric is also crucial in access control applications
where mis-classifying error could lead to security breaches. High precision indicates that
the model's prediction are mostly correct.

Recall =
TP

TP + FN
(3.4)

P recision =
TP

TP + FP
(3.5)

It is essential to balance recall and precision. For doing so,F1 - Score can be used as
an analysis metric, providing a single measure of performance when both FP and FN are
equally important. The F1-Score can be calculated as shown in equation (3.6)[71]. This
metric is particularly useful when there is an uneven distribution, like more negatives
than positives.

F 1 � Score=
2 � P recision � Recall

P recision � Recall
(3.6)

For the evaluation of all these metrics, various kinds of datasets are used and Table
A.7 provides a comprehensive summary of some of the datasets available for testing the
models.

3.4 Conclusion

The topics discussed in this chapter focuses on the details of the implementation and
evaluation of facial recognition systems using two libraries: Python Face-Recognition
and Facebook's DeepFace. These libraries are utilized to analyze and compare their
performance in recognizing faces. FIDO2 standard will be mimicked to carry out the au-
thentication analysis performed by using these facial recognition models. The evaluation
metrics discussed is performed by using multiple facial recognition metrics, including True
Positives (TP), True Negatives (TN), False Positives (FP), and False Negatives (FN). In
addition, metrics such as precision, recall, and the F1 score are used to provide a com-
prehensive assessment. Together, these libraries and metrics o�er a detailed analysis of
the e�ectiveness of facial recognition in various scenarios.
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Methodology

This chapter provides a high-level overview of the environment architecture. The system
consists of three layers, including the client application, the relying party, and the au-
thenticator. The interactions between these layers will be outlined, as well as how each
layer contributes to creating a secure and seamless authentication environment.

4.1 System Architecture

The access control system prototype developed in this project relies on public key-based
authentication, inspired by FIDO2 standard. Where a challenge is signed by the authen-
ticator using a secured private key to prove the authenticity of the user. The prototype
emulates two ceremonies similar to those found in FIDO2 standard, speci�cally the regis-
tration and authentication processes. The di�erence lies in the communication approach
between the authenticator and the relying party. The communication between the par-
ties is facilitated through HTTPS requests where the exchange of data is done in JSON
format instead of relying on the browser to coordinate WebAuthn and CTAP2 calls. To
ensure that the system aligns with the FIDO2 standard, even though WebAuthn and
CTAP2 are not utilized, the implementation of this prototype mirrors the creation and
management of passkeys as accurately as possible in addition to several major security
mechanisms. This includes domain comparison with the relying party ID, using Options
structure as de�ned by FIDO2 standard (seeA.1 for more details), utilizing ECC for
public-private key pair generation and implementing proper mechanisms to secure the
private key. The face recognition authentication system is integrated into the authentica-
tor as an additional layer of security and is used prior to any signing process. Additionally,
TOTP is integrated into the authenticator to provide further security mechanism, par-
ticularly for making more secure decisions under speci�c conditions. The authentication
and Registration ceremonies are explained below.
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Figure 4.1: Registration Ceremony Flow

ˆ Registration Ceremony

Step 1 The user initiates the registration ceremony on the relying party by interacting with
the client application.

Step 2 The relying party generates a challenge and sends it back to the client application,
which then forwards it to the authenticator.

Step 3 The authenticator generates a public-private key pair speci�c to the user.

Step 4 The authenticator extracts the user facial embeddings and saves them along with
the private key on the database.

Step 5 The authenticator signs the received challenge and sends it, along with the corre-
sponding public key, to the client application, which then forwards it to the relying
party.

Step 6 The relying party checks the authenticity of the public key by validating the signed
challenge.

Step 7 If the signature is valid, the registration ceremony is complete and the new account
is added to the database
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Figure 4.2: Authentication Ceremony Flow

ˆ Authentication Ceremony

Step 1 The authentication ceremony begins when the user provides their email in the client
application, which is then forwarded to the relying party.

Step 2 The relying party generates a challenge and sends it, along with the users email, to
the client application, which is then forwarded to the authenticator.

Step 3 The authenticator authenticates the user through the face recognition system by
extracting user's facial embeddings and comparing them to the faces in the current
frame.

Step 4 If the user is authenticated, the received challenge is signed using the user-speci�c
private key and sent back to the client application, which then forwards the signed
challenge to the relying party.

Step 5 The signature is validated using the users public key.

Step 6 If the signature is valid, the user is granted access to the requested resources
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4.2 Client Application

The client application serves as the front-end interface, that interacts with the users and
the middle layer between the relying party and the authenticator. In this prototype, the
primary use of the client application is to collect the necessary data from the users to
complete the authentication and registration ceremonies. The client application depends
on the relying party to make access decisions. Both the registration and authentication
ceremonies are initiated from the client application through an interaction by the user.

The registration ceremony begins when the user submits the web form on the client
application. This action sends the submitted information to the relying party and starts
the registration process. For the authentication ceremony, the user only needs to provide
their email which is forwarded from the client application to the relying party for further
processing. The client application manages communication between the relying party
and the authenticator, handling the exchange of data whenever necessary as visualized
in �g 4.2 and �g 4.1.

4.3 Relying party

The relying party is the back-end application on the server side which facilitates the
authentication and registration ceremonies. When a signed challenge is retrieved from
the authenticator via the client application, the relying party veri�es the authenticity of
the signature and grants access accordingly. Similar mechanism is applied in registration
ceremony to verify the genuinity of the received public key. The overall design of the
relying party is divided into three components:

1. Application Layer: The application layer handles the core business logic between
the rest of the components and the client application. This component o�ers an
API which can be invoked by the client application to conduct speci�c actions. Its
main responsibility is to coordinate the registration and authentication ceremonies
by retrieving the user credentials from Credential Repository component and for-
warding it to the Identity Provider.

2. Credential Repository: This repository stores the users data including the user
email and the public key which were sent to the relying party during the registra-
tion process. This repository can operate by only storing the user email and its
corresponding public key.

3. Identity Provider: This is the entity which grants user access based on the au-
thenticator response. Token-based access can be used here but a basic customized
solution is implemented instead since this is not the core focus of this project.

4.4 Authenticator

The authenticator in this prototype is a software-based face recognition system. It is
responsible for generating the public-private key pair when the registration ceremony is
initiated by the relying party side. The security of this prototype relies primarily on
this layer, as it is responsible for managing and securing the private key. It is impor-
tant to note that no Trusted Platform Module or similar hardware was utilized to store
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users' credentials, as this prototype is intended to be integrated on a special USB stick
with its own hardware designed to handle cryptographic operations in future work. The
architecture of the authenticator is structured into �ve main components.

Figure 4.3: Authenticator Components

1. Authenticator API: This component provides an API endpoint that handles the in-
teraction with the client application which is initiated by the relying party. It hides
the actual implementation of the authenticator to simplify the interaction. It allows
the client application to trigger the registration and authentication ceremonies on
the authenticator side through the business layer

2. Business Layer: similar to the application layer in the relying party, this component
handles the coordination between the internal processes within the authenticator. It
manages the interaction between the sub-components to ensure that the ceremonies
�ow is executed seamlessly.

3. Cryptographic Utility: This component compensates the absence of the TPM to
perfume essential cryptographic operations required for secure authentication. It
handles the public-private key pair generation based on ECC, generating crypto-
graphic keys, encryption and decryption of the private key and digital signature of
received challenges. This component utilizes Python Cryptography library which
adhere to industry standard to ensure integrity and con�dentiality

4. Credential Repository: This repository interacts with the database to securely store
and retrieve user credentials such as private keys. Unlike the relying party credential
repository, this component should be highly secured. A leak of this repository
exposes the private key which can lead to compromising the whole authentication
environment.

5. Facial Recognition Logic: This core module is responsible for executing facial recog-
nition processes to decide whether the user should be granted access. It is also
responsible for picture capturing, extracting the face embeddings and forwarding
them to be stored on the database and to be used for authentication in the future.

6. TOTP: This component adds an extra layer of security to the authentication sys-
tem, especially considering that the current prototype has limitations in terms of
dedicated hardware for cryptographic operations and an advanced camera. It will
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be responsible for sending an OTP to the user's email once the user is authenticated
through face recognition.

4.5 Summary

The proposed prototype architecture consists of three main components; the client appli-
cation, the relying party, and the authenticator. The client application interacts directly
to initiate registration and authentication ceremonies and acts as a channel between the
relying party and the authenticator. The authenticator, which is based on a face recog-
nition system, handles the key pair generation and signing procedure of the challenges
provided by the relying party to complete the authentication process. TOTP is integrated
within the authenticator as an additional layer of security to be used under certain con-
ditions. The relying party on the server side, veri�es the signed challenges during both
ceremonies to grant access to the requested resources. The system is designed to ensure
secure and seamless user authentication despite not having a dedicated hardware for cryp-
tographic operations such as Trusted Platform Module. FIDO2 standard was used as an
inspiration to enforce a robust public key-based authentication system.
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Implementation and Results

In this chapter, the low-level implementation of the system is described with a focus on the
authenticator side. It is important to note that this implementation does not utilize the
WebAuthn API and CTAP2, and the interactions between the parties are conducted using
HTTPS calls. In addition to the implementation details, this chapter also presents the
outcomes of the designed and implemented face recognition-based access control system.
The functionality of the system will be over-viewed, as well as its adherence to FIDO2
standard and its ability to provide secure and password-less authentication. Furthermore,
the result of the metrics analysis will be introduced, alongside an overview of the threat
model.

5.1 The System Work�ow

The prototype is working seamlessly in both registration and authentication ceremonies.
When the registration ceremony is initiated, a pop-up on the user device is shown to get
the con�rmation of capturing 6 pictures and converting them into embeddings. If the
user's face is not present in the frame or more than 2 faces are detected, the system pauses
and no pictures are captured until a face appears in the frame. When the embeddings
are successfully created, the user's credentials are stored on the relying party and the
authenticator side. The user can login to the service and initiate the authentication
ceremony by providing their username on the client application. If the user exists in the
database, the camera on the user side starts capturing frames of the user. The user should
blink at least twice in 5 seconds to prove its liveness. additionally, the similarity score of
the detected face should exceeds the integrated threshold to be granted access which is
70 percent. The environment, face expressions or angles might a�ect the similarity score.
Therefore, if the similarity score is between 65 and 70, the user will get an OTP on the
email as an additional security mechanism.
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Figure 5.1: Login and sign-up pages

5.2 Relying Party

The core responsibility of the relying party is to generate challenges to be signed by
the authenticator and to verify whether the signature is valid or not, to grant access
accordingly. A relying party object is created utilizing Python FIDO 2 library which
then can be used to generate (PublicKeyCredentialCreationOptions) object as described
in A.1. The Options object is a way to standardize and facilitate the interaction between
authenticators and the relying party through the client application, ensuring compatibility
and a consistent process for registration and authentication ceremonies. As mentioned
before, this implementation does not use WebAuthn API or CTAP2 and the usage of
Options structure is to ensure that the core features are integrated in this prototype
without relying on the browser. The creation of the Options object is introduced below.

rp = PublicKeyCredentialRpEntity(name=local_host, id=local_host)
server = Fido2Server(rp)

options = server.register_begin(
{

"id" : user_id.encode( ' utf-8 ' ),
"name": user_name,
"displayName" : user_name,

},
user_verification= "preferred" # Adjust based on your security policy

)

During the registration ceremony, the relying party creates the Options object. The
object is sent to the authenticator via the client application to be signed using a private
key generated by the authenticator. The authenticator signs the received challenge and
sends it back along with a public key corresponding to the private key used for the signing
process, which is speci�c to the current user. When the relying party receives the signed
challenge and the public key, the public key is veri�ed using a veri�cation function from
the cryptography library, speci�cally designed for ECC. If the public key is valid, a new
account is registered on the database and the public key is stored along with the user
credential; otherwise, it is ignored.

try :
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public_key.verify(signature, challenge, ec.ECDSA(hashes.SHA256()))
print ( "Signature is valid." )
return True

except Exception as e:
print ( "Signature is invalid:" , e)

return False

The same function and similar process are followed in the authentication ceremony. The
relying party generates a challenge when the user initiates the authentication ceremony on
the client application. The challenge is sent to the authenticator via the client application
to be signed. The relying party then veri�es the authenticity of the signature using the
user-speci�c public key. If the signature is valid, the user is granted access; otherwise,
the request is ignored.

5.3 Authenticator

The integration of the authenticator and how it ful�ll its role in the authentication and
registration ceremonies will be outlined here. The authenticator in this prototype is
software-based, developed with a focus on secure authentication mechanisms and reliable
face recognition. This section describes how the authenticator interacts with the relying
party via the client application as a middle layer. It outlines the cryptographic operations
done to achieve security in a password-less environment, relying on public-private key
authentication and face recognition system. This overview demonstrates how the design
is practically realized in a software prototype, emphasizing modularity, security, and
adherence to cryptographic standards.

5.3.1 Cryptographic Operations

When the response is received by the authenticator, it compares the domain of the client
that sent the request with the relying party ID included in the request. If they do not
match, the request is ignored. Otherwise, the authenticator generates a public-private key
pair using ECC with the SECP256R1 curve. The private key is immediately encrypted
using AES, with an encryption key derived through PBKDF. In this prototype, the
password that is fed to PBKDF is derived from the USB unique information such as
serial number and identi�er due to the absence of the necessary hardware to handle
secure cryptographic operations and management.
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private_key = ec.generate_private_key(ec.SECP256R1(),
default_backend()),!

public_key = private_key.public_key()

Figure 5.2: Cryptographic �ow of the registration ceremony

Once the credentials are successfully retrieved, the authenticator initiates the process of
extracting facial embeddings of the user. Following this, the private key is decrypted
to sign the challenge received from the relying party. The decryption of the private key
is done using the same procedure done to encrypt it since symmetric algorithm is used
for encryption. Note that the password used in PBKDF to generate the key for AES is
generated using the USB unique information and this is just for demonstration purposes
as it relies on information set by the manufacture which can be accessed or used. Once
the challenge is signed, it is returned along with user data and its corresponding public
key to the relying party for veri�cation.

pbkdf_key = generate_pbkdf(USB_information,salt)

# Create a cipher object using the provided key and IV
cipher = Cipher(algorithms.AES(pbkdf_key), modes.CBC(iv),

backend=default_backend()),!

decrypter = cipher.decryptor()

# Decrypt the ciphertext
padded_data = decrypter.update(encrypted_private_key) +

decrypter.finalize(),!

# Removepadding
unpadder = padding.PKCS7(algorithms.AES.block_size).unpadder()
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decrypted_private_key = unpadder.update(padded_data) +
unpadder.finalize(),!

return decrypted_private_key

The authentication ceremony on the authenticator begins when the relying party forwards
the user credential along with the challenge. The authenticator prompts the user for facial
recognition veri�cation to con�rm the legitimacy of the user. The facial recognition
system analyzes the user's face and calculates a similarity score to determine access
eligibility. If the similarity score exceeds the threshold, e.g. 70 percent, access is granted
directly. If the score did not reach the threshold and ranged between 65 and 70 percent,
an OTP will be sent to the user email from the authenticator as an additional layer of
security. The threshold can be adapted to satisfy the security requirements of the system.
Once the user successfully veri�es their identity, the private key is decrypted and used to
sign the challenge which is sent back to the relying party for validation. Upon successful
veri�cation of the signed challenge, the user is granted access.

5.3.2 Facial Recognition Setup

The following section describes the setup for a lightweight facial recognition model, python
face-recognition and a more sophisticated library, namely, deepface.

5.3.2.1 Python face-recognition

Frames are continuously captured from the video stream using a while loop implemented
with the OpenCV CV2 library, ensuring real-time processing of each frame for subsequent
operations. The colors format is converted from BGR which OpenCV supports to RGB
format which is normally used in machine learning operations. For faster processing, the
images are resized to be 0.3 of the original size. The face locations are detected �rst
and forwarded to extract the face embeddings. The model used to detect faces can be
determined by changing the parameter in the face_locations function.

# Resize frame for faster face recognition processing
small_frame = cv2.resize(rgb_frame, ( 0, 0), fx= 0.30 , fy= 0.30 )

face_locations = face_recognition.face_locations(small_frame, 1, "CNN")
face_encodings = face_recognition.face_encodings(small_frame,

face_locations),!

Once the embeddings are extracted from a captured frame, the frame is scaled back to
enhance the visualization experience of the user while attempting to get access. Following
this, the user embeddings are retrieved from the database to determine the access eligibil-
ity of the user. During this step, the embeddings stored from the registration ceremony
are retrieved and iterated over and compared with the face embeddings which is present
in the current frame. To calculate the similarity score, face_distance function is utilized
to calculate Euclidean distance between the stored embeddings and the embeddings the
current frame. The distance is then negated to derive the similarity score. If the score
exceeds 70 percent, the user is granted access directly. However, if the score is between
65 and 70 percent, an OTP will be sent to the users email as an additional veri�cation
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step to con�rm that the person presenting the authenticator is indeed authorized.

distances = face_recognition.face_distance(known_face_encodings,
face_encoding),!

min_distnce = np.min( distances )

similarity_score = 1 - min_distnce
if min_distnce > 0.70 :

similar_face.append((user_account, f "{similarity_score:.2f}" ))
elif 0.65 < min_distnce < 0.70 :

similar_face.append(( "OTP",f "{similarity_score:.2f}" ))
else :

similar_face.append(( "UNKOWN",f "{similarity_score:.2f}" ))

During the biometric authentication process, liveness detection is also necessary. It en-
sures that only genuine, live persons can authenticate. That means that the facial recog-
nition systems are strengthened and made more robust. Liveness detection prevents
common attacks like using printed photos, digital images or videos that can be used
to spoof the system. It adds another layer in the press of face detection that veri�es
the realness of the face. There are multiple live detection techniques. One of the basic
techniques involves detecting speci�c actions from the user, like blinking, or smiling, or
analyzing the skin texture to con�rm the liveness. Other advanced methods use infrared
sensors, to even detect blood �ow in the face.

To detect if the person has blinked, the Eye Aspect Ratio (EAR) is a commonly used
metric. The EAR is calculated based on six eye landmarks, denoted as p1 through p6 as
shown in Figure5.3. These landmarks represent key points on upper and lower eyelids,
and in the corners. The ratio is then calculated for vertical to horizontal distances. The
formula[74] is shown in Equation (5.1). ||p2-p6|| and ||p3 - p5|| are the euclidean distances
between the vertical eye landmarks while, ||p1-p4|| is the horizontal Euclidean distance.
When the EAR value remains relatively stable, it indicates that the eye is open. When
the eye is closed, the vertical distance between the eyelid decreases[75]. The interval used
in this implementation is 2 blinks in every 5 seconds since a human blink about 15 to 20
times per minute. It is important to note that the frame processing is performed only
once in each �ve frames to enhance system speed.

Figure 5.3: EAR calculated from the facial points p1, p2, p3, p4, p5 and p6 [74]
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EAR =

 
jjp2 � p6jj + jjp3 � p5jj

2 � jj p1 � p4jj

!

(5.1)

5.3.2.2 Deepface

Similar to python face recognition library, openCV library is used for the frame captur-
ing. Deepface library can handle the alignment, colors and resizing. Before the facial
embeddings can be extracted, a check is performed using the extract_faces method. The
function detects, extracts, and preprocesses faces from an image. The detector_backend
parameter speci�es that a Multi-Task Cascaded Convolutional Network (MTCNN) al-
grorithm is used to locate faces in the image. This method can also be used to verify the
presence of multiple faces in an image.

faces = DeepFace.extract_faces(img_path=image_path,
detector_backend= ' mtcnn' ),!

After the face is successfully detected, the next step is to extract facial embeddings from
the image. The face recognition system utilizes the represent fucntion from the Deepface
library. The model_name speci�es the pre-trained model to be used for generating the
facial embedding. The cropped face is passed through the speci�ed model (example,
Facenet) and it outputs a 128-dimensional vector that represents the unique features of
the face.

face_encoding = DeepFace.represent(img_path=image_filename,
model_name="Facenet" , detector_backend= "mtcnn" ),!

Finally, to compare embeddings, euclidean distance is calculated using the scipy package
from python. Deepface also analyses the emotions but liveness detection is not o�ered.
The blink eye detection is also used with Deepface to check the liveness.

euclidean_distance = scipy.spatial.distance.euclidean(face_encoding,
known_encoding),!

5.3.3 OTP Generation and Validation

The TOTP is implemented on the authentication side utilizing the Pyotp library. The
process is invoked when the similarity score of the face in the current frame is between 65
and 75 percent and liveness detection layer is bypassed. The integration of this security
layer is simple, a hashcode is generated and sent to the user's mail which then must
be entered by the user to be veri�ed and gain access to the requested resources. The
generation and veri�cation of the hashcode can be easliy done using functions provided
by PyOTP.

#OTPobject is created with an interval of 60 seconds
totp_object = pyotp.TOTP(' base32secret3232 ' ,interval= 60)

#Generating the otp code
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otp_code = totp_object.now()

#Verfying the OTPcode
totp_object.verify(otp_code)

To be able to send the OTP to the user's email, a Gmail account is created with an app-
passowrd con�guration which allows the email to be accessed via third-party applications.

from_email = "fido2zx@gmail.com"
password = "qurc ejlo dhor nqaa"

The email body, as well as the Multipurpose Internet Mail Extensions (MIME) are created
and then sent via the SMTP server to the target emails. The authenticator prompts the
user to enter the received OTP which is valid for 60 seconds. if the OTP is valid, the
challenge is signed and the user gains access from the relying party.

5.4 Threat Model

The authentication system is a core component in any system where sensitive resources
should be secured. Given its critical function, it is essential to identify, assets and resolve
the issues which can expose the integrity, con�dentiality, or availability to be compromised.
In this section, the prototype will be reviewed against common authentication system
vulnerabilities that outline its strengths and limitations.

5.4.1 Facial Spoo�ng

The current prototype is not fully secure against facial spoo�ng. Deepfake videos could
potentially deceive the system if it is well-crafted and simulate realistic facial features and
movements including natural blinking intervals posing a signi�cant threat to the system.

The camera used to build this prototype is a standard camera and lacks the ability to
capture the depth of the subjects to detect livness in the frames. Unlike level 3 classi�ed
cameras which usually are equipped with infrared sensors to enhance robustness against
spoo�ng attacks. the absence of such capabilities in the current implementation of the
proposed prototype limits its ability to mitigate spoo�ng attacks.

Tests of the current implementation, which integrates EAR as a liveness detector, showed
that the system is not robust against spoo�ng attacks. When a static image of a registered
user is presented to the camera and slightly shaken, the perceived positions of facial
landmarks are altered. This change, particularly in the detected eye positions, causes
the system to misinterpret the shake as a valid blink, bypassing the liveness detector and
allowing unauthorized access using only a static image.

5.4.2 Subdomain Takeover

FIDO2 based authentication system are vulnerable against subdomain takeover if the
subdomain is not correctly con�gured or unclaimed. The attacker can use the gained
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subdomain and create a malicious website which has a valid interaction with the au-
thenticator. This subdomain can then be used to create convincing phishing campaigns
misleading users to disclose their personal data. Additionally, subdomain takeover can
lead to session hijacking if cookies are shared across the subdomains within the site do-
main. For example, if the session cookie is set for a domain like .exampel.com, that
cookie will be valid and accessible for all subdomains such as auth.exampel.com or lo-
gin.exampel.com. allowing the attacker to gain full access to the secured resources and
escalate the attack by changing the user credentials.

5.4.3 Environmental Limitations

If the user is trying to get access from a completely dark room with a camera without
�ash functionality, the user will not be able to log in since facial recognition is the �rst
layer of authentication and the similarity score must in the worst case, at least exceed the
threshold to initiate the TOTP, such environmental circumstances lead to unavailability
to the requested resources which can be vital in some cases where the resources need to
be fetched immediately.

5.4.4 Leakage of the private key

The private key is securely stored on the USB stick in an encrypted form. To sign chal-
lenges received from the relying party, the private key must be decrypted �rst, which
can be dangerous if done in an insecure environment. The current prototype runs on
a standard USB stick which does not have dedicated hardware for cryptographic oper-
ations. When the signatures need to be signed, the private key is decrypted on the �y
and temporarily stored on the RAM. This can be exploited by an attacker by dumping
the content of the RAM and extracting the private key for a speci�c user, leading to
compromise the authentication system for that speci�c user. The proposed prototype is
intended to work on a USB stick with detected hardware for cryptographic operations
to ensure that sensitive information is not leaked via side-channel attacks. A temporary
solution for this is to override the value of the sensitive information directly in the RAM
to help reduce the risk of such attacks.

5.4.5 ZAP Scan

Zed Attack Proxy (ZAP) by Checkmarx, one of the most widely used application vul-
nerability scanners in the world, was used to scan for vulnerabilities. The scanner was
employed to detect potential common vulnerabilities, including SQL injections, Cross-
Site Scripting (XSS), Bu�er Over�ow, and Log4Shell. The scanner detected a potential
time-based SQL injection due to the lack of proper sanitization and input validation.

Time-based SQL injection can be used to blindly, manipulate the database to process
queries with delayed responses based on certain conditions, which may leak sensitive
information from the time it takes to process the queries.ZAP scanner calculate the time
it takes to process the original query when logging in or registering and compares it to a
modi�ed query. The vulnerability exists if the modi�ed query takes signi�cantly longer
to execute. The original query took 409 milliseconds according to ZAP, while the injected
caused a delay of 20016 milliseconds (20 seconds). This delay indicates the presence of an
SQL injection vulnerability. It con�rms that the attacker's commands are being executed
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on the database server, even though the attacker cannot directly see the output of the
queries This issue was resolved by adding validation functions to ensure the username
and email address are properly validated during both the authentication and registration
processes. The validation function uses a whitelist approach, where only inputs that
follow the provided rules are accepted, while all others are rejected.

def is_valid_username(user_name):
# Allow only alphanumeric characters, underscores, and hyphens
return bool(re.match(r ' ^[a - zA- Z0- 9_- ]{ 3, 30}$ ' , user_name))

def is_valid_email(email):
# Simple regex to check if the email follows the general email pattern
return bool(re.match(r "[^@]+@[^@]+\.[^@]+" , email))

Figure 5.4: A ZAP screenshot showing alerts and potential time-based SQL injection
attack.

5.5 Performance Metrics

For determining the performance in terms of memory allocation, CPU usage and elapsed
time of the Python face recognition and deepface, python libraries like Tracemalloc, Psu-
til and time are used. Library tracemalloc, provides functions which allow to monitor
memory usage over time and focuses on python's internal memory management. Call-
ing the below start method, initializes the memory tracking so that later the informa-
tion can be gathered about memory allocated at speci�c points in the code. Further,
get_traced_memory() is invoked to get the peak memory usage during the program exe-
cution.

tracemalloc.start()
current, peak = tracemalloc.get_traced_memory()

CPU usage percentage at the current moment is measured using the cpu _percent func-
tion of the library psutil. It takes an interval parameter. The interval, 0.1 speci�es that
the function will measure CPU usage over a 100 millisecond interval to provide more
stable result. It returns a percentage of total CPU usage across all cores. The function
call looks like:
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cpu_start = psutil.cpu_percent(interval= 0.1 )

On the other hand, the functionvirtual_memory measures the physical memory usage
in megabytes (MB). It gives the system wide memory usage that helps to identify if
processes are consuming too much memory on a system-wide level. The last metric for
determining the elasped time uses thetime function to capture the current timstamp in
seconds.

mem_start = psutil.virtual_memory().used / ( 1024 ** 2) # Memoryin MB
start_time = time .time()
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This chapter will discuss the security and performance of the proposed prototype, com-
paring it to common authentication systems while outlining its strengths, weaknesses,
and limitations.

6.1 Security Discussion

The goal of this prototype is to provide a secure password-less authentication system. To
achieve that, multiple authentication mechanisms were integrated including something
you have(a USB stick), something you are (facial features) and in some cases, something
you know (an OTP). The OTP is used primarly as a backup to improve the availability of
resources when the environment conditions are not good and a�ects the accuracy of the
facial recognition and validation system. Additionally, a FIDO2-inspired setup runs in the
background to ensure a seamless public key authentication process. Compared to stan-
dard authentication systems using HTTPS requests and relying on a username/password
approach, the prototype developed in this thesis has several advantages and is more
resilient to common attacks. Since the sensitive credentials (e.g., the private key) are
neither stored on the client application nor the relying party database, SQL injection
attacks are not applicable to break the system. When the user logs in, the only creden-
tial required by the client application is the username, which it uses to interact with
the relying party. The relying party database does not include critical credentials but
only the public key and non-sensitive information such as birth date and email address.
While a breach of such database can lead to privacy violations, the authentication sys-
tem remains secure and trustworthy. In contrast, in standard username/password-based
authentication systems, database security which the client application interacts with, is
critical to maintaining the system's robustness, as both the username and password are
considered sensitive credentials. Leakage of the username can make brute-force attacks
easier since only the password is required to be guessed to get authenticated. And if
the password is leaked, the entire authentication process is compromised. Even if these
credentials are stored in hash form rather than plain text, rainbow tables can be used
to reverse the hashes. Additionally, if the hash algorithm used is outdated or weak (e.g.,
MD5), it may be easier to crack the hash directly.

The prototype is even more robust against human negligence compared to username/password
approach. The passwords set by users to secure online services are often weak and reused
over multiple services , which makes the security of the service dependent on the user's
knowledge in security best practices. Even when complex passwords are used, these are
often saved on a paper or a note-taking application, which are considered insecure en-
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vironments. Furthermore, passwords can be easily phished by fake websites, keyboard
trackers or even sneaky glances.

Unlike the proposed prototype, where common phishing attacks are not applicable due to
the nature of authentication systems based on face recognition and public key cryptogra-
phy, The sensitive content on the USB stick can only be decrypted if the user authenticates
through the face recognition system. Meaning that the authentication process will not be
initiated if the content is copied to another USB stick, since the data is encrypted using
AES with an encryption key derived from PBKDF, where the USB serial number and
model are used as input. This makes the database unusable on another hard drive and
increases the resilience of the authentication system due to the presence of randomness
connected to the hardware. This is essential because of the absence of detected hardware
to handle cryptographic operations.

Due to the absence of passwords in the prototype, there is no need for frequent password
changes or recovery which can become a serious point of attack if not implemented cor-
rectly. However, a facial-based authentication system may require updates to the stored
embeddings to maintain reliability as users age or when facial features change due to nat-
ural aging, facial surgeries, or other factors. Therefore, the system must o�er a secure and
reliable method for updating these features. This can be solved by o�ering re-enrollment
sessions where users can verify their identity by a combination of facial recognition and
other authentication models to ensure security during the update process.

One common weakness in facial recognition-based authentication systems is spoo�ng.
This prototype was developed with a standard webcam which lacks the ability to process
the depth of the image to detect liveness in the faces of the current frame, unlike cameras
which are classi�ed with level 3 security. Blinking detection using Eye Aspect Ratio EAR
was implemented as an attempt to mitigate spoo�ng attacks. However, this mechanism
failed against simple attacks. One such attack involved showing a picture of the valid user
and shaking it slightly to change the eyes position, which leads the system to incorrectly
identify as a blink. Additional mechanisms could be added, such as requiring the user
to conduct a speci�c behavior, like opening their mouth or smiling. While this action
can improve the security against spoo�ng attacks through pictures, they could be easily
bypassed if the attack uses deepfake videos that mimic the required behavior to gain
access.

Additionally, subdomain takeover could be a concern if there is a lack of periodic mainte-
nance or if miscon�guration exists. In the event of such attacks, the authenticator could
be interacted with from a malicious wep application, bypassing the domain comparison
provided by the FIDO2 standard. This vulnerability could be exploited to conduct Denial-
of-service (DOS) attacks by constantly making the authenticator busy responding to fake
requests and �lling its memory with fake accounts. As a result, legitimate users could be
unable to create new accounts or access the service.

Despite the above-mentioned limitations, which can be addressed with advanced hard-
ware, the prototype still o�ers advantage over common passphrase-based keys such as
non-biometric YubiKeys. Non-biometric only requires the possession of the USB stick to
gain access. If such keys are stolen, the attacker gains access to all registered accounts.
Unlike the prototype where the USB stick is unusable unless the user is authenticated
through the integrated face recognition system. Even if the non-biometric keys are com-
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bined with PIN codes, having a biometric layer with facial features is more secure and
reliable, particularly for high-security facilities and services.

The image embeddings are stored in plain form on the USB stick, meaning that these can
only be extracted and accessed if the USB stick is stolen. To further enhance security,
these embeddings could be stored in an encrypted format, similar to the private key,
ensuring an additional layer of protection. Having this type of information on the USB
stick can be crucial for users afraid of data breaches on web applications or the relying
party can have. Moreover, securing this type of sensitive information aligns with data
protection regulations such as GDPR and CCPA, ensuring compliance and instilling user
con�dence in the system's privacy measures.

Another common type of authentication like OpenID connect also uses username pass-
word as its �rst layer of authentication before generating tokens for authorization. A
token is a digital artifact that can be stolen, shared, or copied. It does not rely on the
physical presence of a person, increasing risks like stolen credentials. The facial recogni-
tion biometric are tied to an individual and cannot be shared like passwords or tokens.
Depending on the authentication criteria, token based approached are more suitable such
as in the case of distributed systems, where secure token management should be robust.
To have an advantage of both the systems in the OpenID connect, the authentication can
leverage the facial recognition for initial strong authentication instead of using the tradi-
tional username password method. The hybrid model will ensure both physical presence
veri�cation and secure session handling.

Today, some services rely solely on using TOTP to provide access to resources, such as
Claude AI. The user only needs to provide their email to receive a link that forwards
them to a page containing the TOTP. This implies that the service's security is reliant
on the email provider's security. To access any services that solely rely on TOTP, one
only needs to compromise the email account or be able to monitor its content. Apart
from human error, technical �aws like replay attacks, man-in-the-middle attacks, and
sporadic clock synchronisation problems can also a�ect TOTP. The suggested prototype
has TOTP included as an extra security measure. At �rst, TOTP was only supposed to
be implemented when face recognition failed due to environmental constraints. However,
TOTP was imposed as a permanent layer that is constantly invoked because of the limits
in liveness detection that were found and the unreliability of the current implementation.

Similar to the suggested prototype, there are popular devices like YubiKey available on
the market. Without the need for extra authentication procedures, the version without
�ngerprint authentication can be utilised straight away to access protected services. If the
client application does not impose additional security levels, the hardware can be taken
and utilised directly, increasing the danger of human carelessness attacks. In contrast
to the suggested prototype, which has extra layers to counteract human error, like face
recognition and the authenticator-side TOTP layer.

6.2 Performance

The facial detection and veri�cation step in the multi-factor authentication system plays
an important role. With careful considerations, the facial recognition models should be
adapted as no models provide an accuracy of 100 percent and the resource usage for
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each di�erent models vary. Due to restrictions in camera hardware, lighting conditions,
and demographic factors, high system requirements, the algorithm could fail to correctly
identify the user. TableA.4 lists the performance of HOG-based face recognition models
and Table A.5 describes the performance of the CNN based models.

The HOG-based models such as one o�ered by python face recognition have demonstrated
sturdy performance in controlled environments for the registration and login �ow. The
registration and login time remained below 6 seconds and showed only occasional spikes
as shown in the graph �gures6.1 and 6.2. On the Yale[76] dataset, it has also been
demonstrated to attain an accuracy of 99.98% with an 80% train-test split, whilst the
ORL[77] dataset obtained 96.25% accuracy in comparable circumstances. These highlight
the HOG models' dependability, especially given their low pose, lighting, and expression
variability. Additionally, the facial recognition HOG model did not consume a lot of
memory resources, as evidenced by the �at memory usage of about 13 MB for both the
registration and login �ows. Figures6.5 and 6.6 display the iterations for the memory
usage of both �ows.

Figure 6.1: Registration Time Comparison

Utilizing the Mediu Sta� database, which replicates unregulated real-world circumstances
in a more uncontrolled environment, the HOG method demonstrated a 97.6% accuracy
rate. This demonstrates how versatile HOG-based models are when used with other
feature extraction methods. The resilience against signi�cant position �uctuations and
occlusion is still moderate, though. Although the models are computationally inexpensive
with CPU usage hovering around 5-6%, which makes them perfect for real-time applica-
tions like attendance and anti-spoo�ng systems. Figures6.3 and 6.4 illustrate the CPU
usage for the HOG-based facial recognition model's registration and login �ow. In very
complex or dynamic conditions, their performance may decline.

Because of its simplicity of use and ability to adjust to variations in lighting, HOG feature
extraction is a common choice for lightweight systems. However, when the environment
gets more complicated, further advancements are required to maintain accuracy, including
the use of preprocessing based on deep learning.
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