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Abstract
As technology advances, increasingly complex and autonomous engineering sys-

tems emerge. Given our daily dependence on them, these systems must work as
intended. Testing is used to verify that the systems behave correctly according
to given specifications. In industry, testing is often performed manually by test
engineers. However, this approach is expensive, time-consuming, repetitive, and
error-prone. A potential solution to these issues is test automation.

This thesis employs a design-science research methodology to investigate test au-
tomation at a case company. This resulted in the development of an automated
testing system for a ship control and monitoring system in a submarine. The au-
tomated testing system consists of three different variants of test automation. The
first variant involves creating scripts corresponding to manual test procedures in
the current documentation. The second and third variants of the automated testing
system comprise the testing approach falsification.

Optimization-based falsification involves using a simulation model to automati-
cally identify input signals that cause a system to violate given specifications. Quan-
titative semantics are used to assess how close a scenario is to violating the speci-
fications. The optimization problem includes decision variables that determine the
type and shape of the generated input signals.

The proposed automated testing system has been assessed according to different
measures. Combined, the automated testing system has proved that it confronts the
business needs of the case company, where it enhances the productivity and quality
of the testing activities. While the initial time spent on creating test scripts may
be considerable, the long-term benefits become evident with saved efforts and costs,
especially when most systems are tested frequently.

Keywords: Test Automation, Software Testing, Falsification, Industrial Case Study
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1
Introduction

Society is increasingly dependent on dedicated computer and software sys-
tems that assist us in nearly every aspect of day-to-day life. With advances
in various technologies, we are witnessing the era of development of engi-
neering systems with ever-increasing complexity and high levels of auton-

omy [1, 2, 3, 4]. Thus, we rely on the correct execution of systems’ software in our
daily lives. When the software does not behave as intended, the consequences can be
devastating [5, 6]. Fortunately, there are numerous methods to ensure that software
behaves as intended. One of these methods is testing, which is widely used today
[7].

Testing involves activities to identify possible errors in software. The quality and
safety of the complete system delivered to users are improved by fixing these errors.
Furthermore, testing is used to validate that the software meets requirements and
expectations. The traditional way of conducting testing is with a manual approach.
Manual testing involves a human acting as an end-user of the system under nor-
mal and unusual circumstances. Testing entails tasks such as test case execution,
comparing the actual test case result to the expected result, and summarizing the
results. However, manual testing is costly, time-consuming, repetitive, tedious, and
error-prone [8, 9, 10, 11]. The cost of testing is a challenge in the industry and can
correspond to over 50 percent of the total development cost [10, 12].

To overcome the drawbacks of manual testing, test automation [11, 13] has been
proposed as a solution. Test automation uses other tools, separate from the sys-
tem under test (SUT), to automate manual testing or user actions performed in the
SUT. With test automation, the testing can be completed more quickly, reliably,
cheaply, frequently, and with shorter feedback cycles compared to manual testing,
which results in better software [9, 11, 14, 15, 16]. However, it should be noted
that while test automation is essential for improving the testing process, it is not a
panacea for all testing activities. Thus, manual and automated testing can be seen
as two complementary methods for assessing the correctness of systems, which can
be unified to increase productivity and reliability in testing [17].

This thesis considers the problem of introducing test automation for software in
systems at an industrial case company. Note, in the following, system and soft-
ware testing will be used interchangeably but will always refer to software testing
in systems.
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1. Introduction

1.1 Background
Testing includes methods where test data is generated from the SUT to deter-

mine whether the behavior is correct. Two of the most common testing strategies
are specification-based testing and implementation-based testing. Below, both test-
ing strategies will be introduced.

Specification-based testing is an approach where the system is viewed as a black
box, and only the inputs and outputs of the system are studied. Hence, specification-
based testing does not analyze the inner workings of a system. The test data is
compared to a specification describing the system’s expected behavior. The spec-
ification can be expressed in either natural language or mathematical notations.
In automated testing, the specification must be defined unambiguously; thus, it is
commonly expressed using variants of temporal logic.

Implementation-based testing is an approach where test data generation is mo-
tivated by analyzing the system’s inner workings. This approach generates test
data to optimize coverage criteria, such as ensuring that all source code state-
ments are executed at least once (statement coverage) or that each Boolean sub-
expression has been evaluated as true and false (condition coverage). The domain
of implementation-based testing includes techniques such as symbolic execution [18]
and constraint solving [19].

One important quote to remember when performing testing is described by the
famous computer scientist Edsger W. Dijkstra [20].

“ Program testing can be used to show the presence of bugs, but never
to show their absence! ”

Edsger W. Dijkstra, 1970

This quote can be interpreted as meaning that there is no way to achieve complete
confidence in systems’ correctness solely through testing. As a result, testing can
not prove (with some exceptions) that systems are correct. On the other hand, no
software testing is perfect, and there is no upper limit to how thoroughly tested soft-
ware can be. The associated tests increase confidence that the system will behave
correctly, but there is always room for improvement.

There are alternative methods to testing for assessing the correctness of a system,
e.g., formal verification [21]. Although testing is used to evaluate the correctness
of a system, the propositions are not the same as those used in formal verification.
In formal verification, the aim is to prove that a system is error-free. This method
involves mathematical techniques to assess the functional correctness of a system.
Formal verification aims to find whether a system satisfies a formal specification or
not with mathematical rigor. The literature on formal verification can roughly be
grouped into two branches: deductive verification [22] and model checking [23, 24].

Deductive verification is a technique where axioms and proof rules are used to
prove the correctness of a system. When verifying a property, the system and
the property are translated into logical formulas, and a theorem prover is used
to demonstrate that the property holds for the system. However, finding good
heuristics to guide automatic proof construction is difficult [25]. As a result, user
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1. Introduction

interaction is frequently required, making deductive verification a discipline that is
time-consuming and requires logical reasoning skills. Thus, it must be performed
by experts with extensive experience.

Model checking is a technique where an exhaustive search of the finite-state model
of a system is performed in a brute-force manner to determine if some specification is
true or false. The model checker, a software tool that performs the model checking,
systematically examines all possible system scenarios. In this way, whether a given
system model truly satisfies a specific property can be shown. However, the brute-
force approach also illustrates the challenges of using model checking to evaluate
the correctness of a system. The number of states in a system grows exponentially
with the number of sub-systems, i.e., a state explosion problem.

Formal verification is usually impractical for industrial systems for various rea-
sons. Many industrial systems do not have a formal model that can be used for
formal verification. Also, even if formal models exist, formal verification of large
systems may be intractable due to the time and space complexity of the verification
algorithms. Furthermore, for many industrial applications, the SUT can only be
simulated. Hence, in this thesis, the correctness of systems is assessed using testing.

1.2 Case Company and System of Analysis
The thesis was carried out in collaboration with the Swedish company Saab

Kockums at their site in Malmö, Sweden. Saab Kockums has approximately 1700
employees and operates in Sweden and Singapore. The company designs, builds,
and supports advanced naval systems such as surface combatants and submarines
for the Swedish Armed Forces and other customers worldwide. The submarine com-
petence places Sweden among the few nations worldwide that can produce modern
and advanced submarines [26]. Saab Kockums is a business area within Saab AB
that sells products to over 100 countries and operates in over 30 countries world-
wide.

In June 2015, Sweden ordered two A26 submarines of the new Blekinge-class,
developed and manufactured by Saab Kockums. The A26 submarines will be pow-
ered by conventional diesel-electric propulsion machinery and equipped with an air-
independent Stirling propulsion system, which enhances the stealth capability. A
revolutionary feature of the A26 is the Multi Mission Portal (MMP), which can be
described as a torpedo tube with a diameter of 1.5 meters. Here, divers and un-
manned vehicles can be transported in and out of the submarine [27]. The Blekinge-
class submarines enhance all the traditional operational capabilities of a submarine
and are also a robust intelligence-gathering platform within the wider defense net-
work [28].

In this thesis, the ship control and monitoring system (SCMS) developed for the
A26 submarine was chosen as the unit of analysis for test automation. The SCMS is
a safety-critical system and is crucial for ensuring safe operations of the submarine.
The SCMS can be likened to a spinal cord in the human body; it co-locates control
and monitoring of ship systems that are distributed on board. Since the SCMS is a
central part of the operational capability of the submarine and the requirements for
reliability and safety are high, the SCMS needs to be thoroughly tested in collab-

3



1. Introduction

oration with the distributed systems. The SCMS is based on programmable logic
controllers (PLC), with software developed in the source code editor Automation
Studio 4 [29] from B&R Industrial Automation.

Saab Kockums has developed a testing rig that replicates the SCMS of the A26
submarine, enabling the testing of the system. The rig is built on a platform utiliz-
ing PLCs, human-machine interfaces (HMI), and computers. Additionally, external
computers can be connected to interact with the SCMS. Before this thesis, the test-
ing of the SCMS was carried out solely through manual interaction with the system
in real time via HMIs. For example, a test case can observe if a valve is closed after
manipulating the circumstances in the HMI. Also, sophisticated control algorithms
in the SCMS are tested using simulation-based methods.

Due to the characteristics of the naval defense industry, the project cycles span
several years to decades. As a result, a significant amount of source code for inte-
grated systems on a submarine has been developed during different phases of the
project. Furthermore, several branches of source code exist that are specifically de-
signed for various ships. These characteristics add up to difficulties in conducting
the testing activities efficiently. Regression testing [30] using manual practices is
impractical as a project progresses. The number of tests that must be conducted
again to search for regression issues would inevitably overwhelm test engineers. By
introducing automated testing for the SCMS, verification and validation activities
may become more efficient.

This thesis aims to investigate test automation methods that can be applied for
specification-based testing of software that runs on actual PLC hardware in the
SCMS.

1.3 Related Work
The authors in [31] implement automated testing for software in a simulated

communication-based train control system, a commonly used system for urban rail
transit signals. The authors propose using the test automation tool Robot Frame-
work [32] to automate the testing of the system. This tool is a generic open-source
automation framework based on Python [33]. The results in [31] show that the
automated testing solution is feasible for the simulated communication-based train
control system. Furthermore, the automated testing solution improves the testing
efficiency as well as the testing quality. However, the authors in [31] do not address
the problem of test automation for software running on physical hardware that will
be part of an actual end-product, nor do they address test automation for PLC-
based systems. The former problem is solved in [34], [35], [36], [37], and [38], where
test automation is implemented for software running on physical hardware included
in actual end-products. These papers will be briefly presented below.

The authors in [34] present a solution to implement automated testing of software
running on an embedded digital signal processing device using Robot Framework.
The results show that test automation for this device can be realized using their
solution, and it increased the speed of testing and validation of the device.

In [35], the authors present an automated testing system for software in warships.
The automated testing system uses the LoadRunner Automation API to write test
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sequence scripts. The results show that the main advantages of the automated test-
ing system compared with manual testing are facilitated regression testing, reduced
test time, the capability to simulate large workloads, saving human resources, and
ensuring consistency and repeatability of the tests.

In [36], the authors present a solution for automated software testing in multi-
mode terminals, which are equipment used in the telecommunication industry. Their
solution is based on the tool LabWindows/CVI system [39], where the tests are
scripted in the C language [40]. The authors claim that their test automation solu-
tion can perform testing quicker and more accurately than manual testing.

The authors in [37] and [38] are implementing automated testing of software in
electronic control modules, which are vital components of conventional combustion
engines. The test automation system consists of three main parts. The �rst part is
the software tool NI TestStand [41], which is used for writing test sequence scripts.
The second part is the digital FMET box, which is hardware that has electroni-
cally controlled relays in it. These relays enable tests related to electrical circuit
continuity fault conditions, e.g., open-circuit, short-circuit to battery positive, and
short-circuit to battery ground. The third part is the LUIS load box, a hardware
engine simulator that provides di�erent parameter values measured by emulated
sensors. In [37], the authors conclude that the test automation system requires less
manual e�ort and fewer man hours and is cheaper than manual testing. In [38], the
test automation system delivers faster test results with reduced manual e�orts and
errors while saving overall cost compared to the previously used manual approach.
However, [34], [35], [36], [37], and [38] have not addressed the problem of implement-
ing test automation for PLC-based systems. This remaining problem is addressed
in [42].

In [42], the authors investigate test automation tools for testing PLC programs
in the Codesys IDE [43]. First, they identify CoUnit and Codesys Test Manager as
the most-discussed test automation tools for Codesys. Then, they compare these
tools using di�erent criteria. Their �ndings imply that both test automation tools
provide users with necessary automation functionalities. However, Codesys Test
Manager seems more mature, has more helpful test execution features, and is more
user-friendly. By contrast, CoUnit is not user-friendly, is limited in its automation
features, and working with it demands structured text programming knowledge.
However, the authors in [42] do not address the problem of choosing a test automa-
tion tool for testing PLC programs in Automation Studio 4. Hence, there is a lack
of research regarding test automation tools applicable to systems developed in Au-
tomation Studio 4.

In [44], an approach for automated simulation-based testing grounded on fuzzy
logic is presented. The proposed method uses type-2 fuzzy logic, which provides
a more robust handling of data uncertainties involved in the testing process. The
automated testing solution has been successfully applied to test unmanned aerial
systems' perception systems. However, the proposed test automation using fuzzy
logic requires domain experts with extensive experience.

The authors of [45] and [46] propose using the falsi�cation method for automated
simulation-based testing, which does not require expert knowledge to the same ex-
tent as with the fuzzy-logic solution. In [45], the falsi�cation is applied for testing
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of cyber-physical systems (CPS) [47], i.e., systems where computation, networking,
and physical processes are integrated. The authors assess the performance of a sim-
ple testing strategy based on combining random inputs with inputs on the lower and
upper bounds of the allowed input range. The evaluation using benchmark problems
demonstrates that this combined input strategy works well. They propose using this
approach as a baseline method when evaluating falsi�cation methods. Furthermore,
they propose line-search falsi�cation (LSF) for testing CPSs, a simple gradient-free
optimization method that performs optimization over a line. The authors compare
the optimization methods Nelder-Mead [48] and SNOBFIT [49] to the line-search
method. The comparison shows that line-search optimization improves falsi�cation
e�ciency while remaining simple. Also, e�orts have been made to enlighten the
importance of choosing suitable quantitative semantics [50, 51] and input generator
[52] when performing falsi�cation of CPSs.

In [46], the authors investigate the falsi�cation of CPSs using Bayesian optimiza-
tion (BO). This sample-e�cient method learns a surrogate function that models
the relationship between a test speci�cation evaluation and inputs. On standard
benchmark problems, they use vanilla BO and two other prominent BO methods,
Trust Region Bayesian optimization (TuRBO) [53] and� BO [54] and compare their
performance with state-of-the-art falsi�cation methods. As a local search approach,
TuRBO is less sensitive to the complexity of the CPS and eliminates the bias for
exploiting edges. In� BO, test engineers can include their prior knowledge of the
falsi�cation problem by de�ning where there is a higher chance of the system being
falsi�ed. Experiments show that TuRBO outperforms the other BO methods with
more successful falsi�cations.

In [45] and [46], the falsi�cation is performed using model-in-the-loop (MIL) sim-
ulations, i.e., no falsi�cation using hardware-in-the-loop (HIL) simulations. Hence,
there is a lack of research regarding falsi�cation with HIL simulations.

1.4 Purpose

The purpose of the thesis is two-fold, as two main stakeholders bene�t from this
thesis.

First and foremost, there is the company Saab Kockums, where the main idea of
the thesis originated. A signi�cant part of the software development for A26's SCMS
is spent on testing. Before this thesis, the testing was done solely through manual
interaction with the system in real time via the HMI. It is both a time-consuming
and costly process, which must be frequently repeated with each software update
and thus many times during the submarine's life cycle. One possible way to increase
productivity and quality of the testing is to implement test automation. Thus, Saab
Kockums identi�ed test automation for SCMS as a business need.

Second of all, there is the scienti�c purpose of the thesis. As test automation
for systems based on PLCs is still relatively new, there is much to be explored.
Therefore, any additional research on test automation for PLC-based systems can
bene�t the scienti�c community. Furthermore, the falsi�cation of CPSs has been
well-researched lately. However, most of the research covers testing with MIL. Hence,
investigating the application of the falsi�cation framework for testing with HIL con-

6



1. Introduction

tributes to the scienti�c community. To this end, an industrial case study examining
how test automation of PLCs and the falsi�cation framework can be implemented
in an industrial practice is a relevant approach.

1.5 Objective

This thesis aims to address the implementation of test automation for the SCMS.
The four research questions below summarize this goal.

RQ1. How could various testing tools and methods be used to automate the testing
for a ship control and monitoring system?

There are various tools and methods available for test automation. Some tools
and methods are more appropriate than others for SCMS's testing environment and
the purpose Saab Kockums wants to achieve with test automation. This research
question aims to investigate what testing tools and methods are appropriate to in-
corporate in the automated testing environment for the SCMS and how these tools
and methods can be implemented.

RQ2. How does the implemented test automation solution a�ect the testing ac-
tivities of the ship control and monitoring system?

If the implemented test automation for the SCMS can be helpful for Saab Kock-
ums, it remains to be proven that it can bene�t the testing procedure. Automated
testing only reveals failures in accordance with pre-de�ned logic, unlike skilled man-
ual testers who can utilize their knowledge to prompt the system to reveal errors.
Furthermore, there may be di�erences in the e�ort to develop and maintain the test
automation solution for the SCMS compared to the manual practices used before
this thesis. The bene�ts must outweigh the drawbacks. Otherwise, the test automa-
tion is of little use. Thus, it is essential to understand the strengths and weaknesses
of the implemented test automation solution.

RQ3. How can the falsi�cation methods be improved for the testing environment
in this thesis?

Algorithms can be improved by encountering new situations, especially when
the algorithms are based on heuristics. The testing environment in this thesis is
new for the falsi�cation method, both regarding the hardware and the simulation
model with its corresponding input space. This research question aims to explore
and present general suggestions for the falsi�cation method that improves the test-
ing for the problem faced in this thesis.

RQ4. How do di�erent test-case generation methods perform with the falsi�ca-
tion problem in this thesis?

Falsi�cation can be performed using either optimization-free or optimization-
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based methods. In optimization-free methods, new input parameters can be gen-
erated randomly. Optimization-based falsi�cation generates new input parameters
to �nd lower objective function values. The optimization method used a�ects the
e�ciency of the falsi�cation process. This research question aims to evaluate the
performance of both optimization-free and optimization-based methods and under-
stand how they work in falsi�cation.

1.6 Delimitations

Three factors limit the scope of the thesis. The �rst factor is the number of
systems in the SCMS for which test automation will be implemented. The second
factor is the time allocated to the iterative process in �nding optimal features in
the optimization-based falsi�cation methods. The third factor is the chosen SCMS
for analysis since more SCMSs are being developed at Saab Kockums but for other
ships. Below, all three limiting factors will be explained.

The test automation could be implemented and evaluated for many distributed
systems in the SCMS. However, the research in this thesis will be limited to only
implementing test automation for two systems: the liquid oxygen (LOX) system
and the hovering control system. A larger sample size would be desired to get a
more profound study of the test automation for the SCMS. On the other hand, the
software test speci�cations for di�erent systems have similar characteristics. Thus,
if the test automation is applicable for one system, it should also be applicable for
other systems.

When using optimization techniques that require tuning for optimal performance,
it would be bene�cial to use an iterative process. For example, if the features in the
falsi�cation implementation prove ine�ective, they could be revised and reapplied to
the falsi�cation problem, and any di�erence in results could be analyzed. However,
this thesis will not consider a profound study when selecting di�erent features for
the falsi�cation implementation. The scope is not to �nd the optimal features in
falsifying a speci�c system. Instead, the scope is to give Saab Kockums suggestions
on how they can automate the testing of their simulation models to �nd faults in
the systems.

Today, at the same time as the development of A26 is taking place, the submarine
HMS Halland of Gotland-class is undergoing a mid-life upgrade. This submarine
also contains a SCMS where test automation could be implemented. This thesis will
focus only on test automation for the testing environment built for A26's SCMS.
However, the experiences and testing methods will most likely be transferable to the
testing of HMS Halland.

1.7 Contributions

This thesis contributes to an automated testing system, AuTS, for Saab Kockums,
facilitating test automation of the SCMS. AuTS consists of three di�erent variants
of test automation. The �rst variant involves writing script-based tests based on
documents describing the manual test procedure to switch the test execution from
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a manual to an automated approach. The second variant comprises the falsi�cation
of simulation models. The third variant covers how the functionality in the ship
systems can be tested using falsi�cation.

Moreover, this thesis contributes with three suggestions to the LSF algorithm
presented in [45]. The �rst and second suggestions are adjustments to the heuristic
function used during optimization. The third suggestion is to multiply the random
direction vector by the range of the domain in each dimension. The random direction
vector generates a line in the search space.

1.8 Outline

The remainder of the thesis is organized as follows: In Chapter 2, a theoretical
framework is presented, providing the foundation for the implementation of test
automation. Chapter 3 outlines the research approach employed in this thesis.
The implementation of test automation is detailed in Chapter 4. The results of
the research questions are presented in Chapter 5. In Chapter 6, a comprehensive
discussion of the �ndings is provided. The thesis concludes with Chapter 7, o�ering
�nal remarks, insights, and suggestions for future work.
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2
Theory

This chapter initiates with a concise overview of submarines and the SCMS. Sub-
sequently, it provides an introduction to submarine hydrodynamics and the hovering
controller. Furthermore, a comprehensive exploration of the falsi�cation framework
is undertaken, encompassing both optimization-based and optimization-free falsi�-
cation approaches. This theoretical foundation lays the foundation for the imple-
mentation of AuTS.

Note, with possibly slight abuse of denotation, the submarine will be denoted as
a ship, not a boat.

2.1 Submarine Vessel

Submarines are specialized ships that can travel entirely below the water's sur-
face. From peacekeeping to wartime activities, submarines play a part in a variety of
naval operations and responsibilities in both o�ensive and defensive roles and thus
are essential to several nations' defense strategy

The design of a submarine is complex and is observed in Figure 2.1. The sub-
marine hull is usually based on an axisymmetric body around its longitudinal axis.
Adding a �n to house items such as periscopes, snorkels, and other masts is necessary
for operational purposes. Many modern submarines are propelled by a conventional
propeller or a pump jet located on the longitudinal axis at the very end of the aft. To
steer the submarine, the aft control surfaces include four stern rudders, commonly
arranged cross-formed or X-formed.

Figure 2.1: Submarine geometry.
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2.1.1 Ship Control and Monitoring System

The SCMS is a system in the submarine that integrates control and monitoring
of ship systems throughout the submarine, making it possible for an operator to
manage the ship systems from one place. Submarines include ship systems such
as LOX systems, freshwater systems, and diving and ballast systems. Control se-
quences, alarms, and automation are used as appropriate in the SCMS to support
the operator and increase safety and e�ciency.

The SCMS interfaces the ship systems through distributed Input/Output and
communication nodes connected to a fault-tolerant ship-wide network. A set of
PLCs performs data processing, i.e., the control and monitoring logic.

2.1.2 Dynamics of Submarine

Submarines comply with Archimedes' Principle, which states that a body im-
mersed in a �uid experiences an upward force (buoyancy) equal to the weight of the
displaced �uid. The buoyancy force must precisely balance the body's mass in the
vertical plane to achieve equilibrium. The mass of a submarine will change during
operations due to the use of consumables such as fuel and weapon discharge [55].
Furthermore, changes in sea water density, hull compressibility, and surface suction
require the ability to change the submarine's mass to control the depth. Thus, bal-
last tanks are installed on a submarine to change the mass by �lling and draining
ballast tanks with sea water. By �lling the ballast tanks, the submarine will increase
its mass and thus enable a downward motion in the vertical direction. By draining
the ballast tanks, the submarine enables an upward motion.

In the following, the motion model of a submarine will be presented. The motion
in the vertical direction, de�ned as thez-direction, is based on Newton's second Law
and is observed in (2.1).

Fz = msub •zsub (2.1)

The acceleration of the submarine•zsub depends on the total mass of the submarine
msub and the total force Fz acting on the submarine. The free-body diagram of a
submarine is observed in Figure 2.2. The forceFz consists of the force components

Figure 2.2: Free body diagram of a submarine.

observed in (2.2). The motion model assumes that the buoyancy force equals the
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body's mass at the beginning of observation. Thus, these forces cancel each other
out and are omitted from (2.2)

Fz = Fload + Fweight comp + Fhull comp + Fdensity + Fdrag + Fsurf suct + FMMP (2.2)

Fload is the force due to load changes that arise when loading or unloading the
submarine, e.g., equipment or divers through the MMP.

Fweight comp is the force due to the change of sea water volume in the ballast tanks
and is de�ned as:

Fweight comp = � VBT � g (2.3)

where� VBT is the accumulated volume change of sea water in the ballast tanks from
the beginning of the observation,� is the water density, andg is the gravitational
acceleration. This force component models the �lling and draining of ballast tanks.

Fhull comp is the force caused by hull compression and is de�ned as:

Fhull comp = � (zsub � z0;sub) (2.4)

wherezsub is the depth of the submarine,z0;sub is the initial depth of the submarine
at the beginning of the observation, and� is a constant that corresponds to the ratio
of the change in buoyancy force to the change of depth. The rationale behind this
force is that the deeper the submarine operates, the greater the water pressure acting
on it, causing the hull to compress. This reduces the submarine's immersed volume
and, as a result, reduces upward buoyancy force. Conversely, if the submarine moves
closer to the sea water surface, the water pressure acting on it decreases, and thus,
the immersed volume and upward buoyancy force increase. The structure of the
submarine determines the magnitude of� .

Fdensity is the force caused by changes in sea water density and is de�ned as:

Fdensity = � Vsub " g (zsub � z0;sub) (2.5)

where Vsub is the total volume of the submarine, and" is the sea water density
gradient with respect to depth, i.e.," = d�=dz. The density in sea water varies due
to variations in salinity, temperature, and pressure [56].

Fdrag is the force acting opposite to the relative motion of the submarine with
respect to the surrounding �uid and is de�ned as:

Fdrag = �
1
2

� _zsub j _zsubj CD Asub (2.6)

where _zsub is the velocity of submarine inz-direction relative to the �uid, CD is
the drag coe�cient of the submarine, and Asub is the cross-sectional area of the
submarine in thez-direction.

Fsurf suct is the force caused by surface suction, an upward force that increases the
closer the submarine is to the water's surface. This force can signi�cantly impact
a submarine's behavior and is reported to a�ect the submarine even at a depth of
50 meters [55]. Surface suction can occur in calm water, but wind-generated waves
enhance it. The equations Saab Kockums uses to model the surface suction are
omitted from this report for con�dentiality reasons.

FMMP is a force to model dynamics experienced in the MMP. The equations Saab
Kockums uses for modelingFMMP are omitted from this report for con�dentiality
reasons.
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2.1.3 Hovering Controller

The steering system of the A26 submarine includes a hovering controller to keep
the submarine hovering at a certain depth in the water by automatically �lling and
draining the ballast tanks. The objective of the hovering controller is to steer the
depth tracking error e to zero, de�ned as:

e = zsensor � zsp;sub (2.7)

where zsensor is the depth of the submarine measured by sensors, andzsp;sub is the
setpoint for the hover depth.

The measured depth by the sensors is a�ected by disturbances due to waves in
the sea, roll motion of the submarine, and sensor noise, i.e., noise that corresponds
to random variations of sensor output unrelated to variations of sensor input. The
measured depth by the sensors is de�ned as:

zsensor = zsub + zwave + zroll + znoise : (2.8)

wherezwave is wave disturbance,zroll is roll disturbance, andznoise is sensor noise.
The disturbancesznoise and zroll are de�ned as:

znoise � N
�
�; � 2

�
; (2.9)

zroll = A roll � sin(! roll t + ' roll ) (2.10)

where � and � 2 are the mean and variance of Gaussian sensor noise. Also,A roll ,
! roll and ' roll are amplitude, angular frequency, and phase for a sine wave of time
t, respectively. The equations modelingzwave are omitted from the report for con�-
dentiality reasons.

2.2 Falsi�cation of Cyber-Physical Systems

Falsi�cation [57] is a testing method that automatically checks for cases where
a given system speci�cation is not ful�lled. Simulation-based falsi�cation can be
used when a system modelS can be simulated, and a temporal logic speci�cation
' exists. The behavior of the actual system is approximated byS. The expected
behavior of the system is described by' . Falsi�cation is a black-box method that
relies only on input and output traces from simulating the model. Falsi�cation can
be performed using optimization-free or optimization-based methods to generate
new input signals.

It might be computationally expensive to simulate the model. Thus, it is de-
sirable to reduce the number of simulations needed during falsi�cation to �nd an
example where the speci�cation is not ful�lled. In optimization-based falsi�cation,
the objective is to reduce the number of necessary simulations by using optimiza-
tion methods. The input signals for the next simulation are based on evaluating
the model's output from previous simulations. SinceS is given as a black box, the
optimization is limited to gradient-free methods. In the optimization-free approach,
random methods can be used to generate new input signals.
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The falsi�cation procedure is shown in Figure 2.3, which is inspired by [58]. Ini-
tially, a generator creates input signalsx s

i based on an input parametrizationx. A
simulator generates output responsesx s

o, simulating the system model usingx s
i as

input. The combination of input signals x s
i and output responsesx s

o, is denoted
as tracex s. Next, x s is evaluated based on the speci�cation' using an objective
function f ' de�ned by quantitative semantics. This objective function estimates
the distance to the speci�cation being falsi�ed. If the speci�cation is falsi�ed, the
falsi�cation procedure terminates. Otherwise, a parameter selector generates new
input parameters x according to optimization-free or optimization-based methods.
Then, a new iteration of the falsi�cation procedure begins. In the following, each of
the components in Figure 2.3 will be described

Figure 2.3: A �owchart describing the falsi�cation process.

2.2.1 Input Signal Generator

Input signals are required for the simulation of the system model. The input sig-
nals x s

i (k) are represented as functions of timek, which ranges from the start to the
end of the simulation. CPS falsi�cation problems generally involve continuous-time
input signals, so the search space is of in�nite dimension [57]. By considering input
signals that are parameterized by a �nite number of parametersx, the complexity
of the falsi�cation problem is reduced. Thus, the input parametersx are used in
the input signal generator to create the actual input signalsx s

i .
In the optimization-based methods, the input parametersx are decision variables

in the optimization algorithm. The dimensionality of the optimization problem af-
fects the performance of the optimizer. Many decision variables are di�cult for
the optimizer because the search space grows rapidly with the increase in decision
variables. On the other hand, reducing the dimensionality by modeling the problem
with a small number of input parameters makes it di�cult to generate input signals
that falsify the SUT. Hence, there is a trade-o� between the �exibility of the input
signals generation and the dimensionality of the optimization problem [57]. Further-
more, a thorough understanding of the SUT is required to de�ne appropriate input
signals and parameters since system dynamics are often complex.

2.2.1.1 Input Parametrization

The domain of the input parametersX , i.e., search space, is de�ned as:

X = f x 2 Rn j l i � x i � ui g for i = 1; : : : ; n (2.11)
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wherel i and ui are the lower and upper bounds for thei th input parameter, and n
is the number of input parameters.

The input parameterization methods used in this thesis are constant, staircase,
pulse, and sinusoidal. All four parametrization methods will be introduced below.

A constant input signal only requires one parameter,base, that de�nes the sig-
nal's value. This input signal remains constant for the entire simulation. Thebase
can be any value inside or on the allowed input signal range[l; u]. Figure 2.4a shows
an example of a constant input signal.

A staircase input signal comprises a set of equally spaced steps of equal ampli-
tude. This signal is de�ned by four parameters:amplitude, base, delay, and period.
Note that the input signal will be saturated to the closest boundary value in the
allowed range[l; u] if the value of the staircase function is outside the allowed range.
Depending on the allowed ranges for the input parameters, the staircase can produce
various signal types, e.g., a constant signal ifdelay > T or a single step signal if
period > T and delay < T . Figure 2.4b shows an example of the staircase input
signal.

A pulse input signal is a periodic square wave that can be de�ned by �ve pa-
rameters: amplitude1, amplitude2, delay, period, and width . These parameters
correspond to the suggested pulse generator in [52], i.e., this is not the conventional
way to parametrize a pulse. However, parametrizing, as proposed in [52], simpli�es
de�ning appropriate domains for the input parameters. The pulse generator can
also produce a variety of signal types. Figure 2.4c shows an example of the pulse
input signal.

A sinusoidal input signal is a continuous and smooth periodic wave that can be
de�ned by four parameters:amplitude1, amplitude2, delay, and period. To simplify
the de�nition of appropriate domains for the input parameters, the sinusoidal signal
is parameterized similarly to the pulse generator in [52]. The conventional parame-
ters for a sinusoidal are amplitude and midline. However, these parameters can be
derived based onamplitude1 and amplitude2. Figure 2.4d shows an example of the
sinusoidal input signal.

2.2.2 Simulator

The purpose of the simulator is to generate the corresponding output responses
x s

o from the system model using the input signalsx s
i . The simulator with the system

model S is observed in Figure 2.5.

2.2.3 Quantitative Semantics and Valued Booleans

To test a system with the falsi�cation method, the expected behavior of the
system must be de�ned and expressed mathematically in a speci�cation' . The
speci�cation can be formulated using di�erent mathematical formalisms [57]. In
this thesis, the speci�cations are formulated using the framework Valued Booleans
(VBools) [58].

A VBools hv; � i , is a Boolean valuev 2 B together with a robustness value
� 2 R� 0 that indicates how true or false the Booleanv is. The domain of the
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(a) Constant input signal. (b) Staircase input signal.

(c) Pulse input signal. (d) Sinusoidal input signal.

Figure 2.4: Four parameterization techniques to generate input signals.

Figure 2.5: The simulator for system modelS.

VBools is V = B � R� 0. The VBools' comparison operator� v corresponds to�
and is de�ned as:

� v: R � R ! V

x � v y =

8
<

:
(> ; y � x) if x � y

(? ; x � y) otherwise.

(2.12)
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where > and ? stand for true and false, respectively, andx and y are arguments.
The di�erence between its arguments determines the robustness value for the com-
parison operator. One of the arguments must change by at leastjx � yj for the value
of x � y to change.

To assess a speci�cation based on several VBools at all time instances, quantita-
tive semantics are needed. Quantitative semantics are used to de�ne the objective
function f ' . The trace x s is evaluated usingf ' and returns a measure of the dis-
tance to the speci�cation being falsi�ed. This thesis uses two quantitative semantics:
Max [58] and Additive [58], where both can be expressed using VBools. The logical
operator AND (^ ) is used for these two semantics.

2.2.3.1 Max Semantics

Using VBools, the Max-and operator̂ Max is de�ned as:

(> ; x) ^ Max (> ; y) = ( > ; min(x; y)) ;

(> ; x) ^ Max (? ; y) = ( ? ; y);

(? ; x) ^ Max (> ; y) = ( ? ; x);

(? ; x) ^ Max (? ; y) = ( ? ; max(x; y)):

(2.13)

The �rst case represents when both VBools are true. To falsify the conjunction,
it is su�cient to falsify whichever of the VBools with the lowest robustness value.
The second and third cases represent conjunctions of VBools where one is true,
and one is false. The conjunction is false with the robustness value given by the
false VBools. The fourth case represents when both VBools are false, and thus, the
conjunction is false. To make the conjunction true, both VBools must become true.
The conjunction's robustness value is determined by which of the VBools appears
to be the most di�cult to make true, i.e., have the highest robustness value.

The Max-always operator� Max ;[a;b] over the interval [a; b] is de�ned in terms of
the operator ^ Max as:

� Max ;[a;b] ' =
b̂

k= a
Max ' (k) (2.14)

where ' is a �nite sequence of VBools de�ned for all the discrete-time instances in
[a; b].

2.2.3.2 Additive Semantics

The Additive-and operator ^ + is de�ned as:

(> ; x) ^ + (> ; y) =

0

@> ;
1

1
x + 1

y

1

A ;

(> ; x) ^ + (? ; y) = ( ? ; y);

(? ; x) ^ + (> ; y) = ( ? ; x);

(? ; x) ^ + (? ; y) = ( ? ; (x + y)):

(2.15)

The �rst case represents a conjunction in which both VBools are true. In this case,
the robustness value of the conjunction is determined as1=(1=x+1=y). This formula
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considers VBools' robustness values and yields a value less than the maximum of
x and y. The second and third cases represent conjunctions of VBools where one
is true, and one is false. The conjunctions are false with a robustness value given
by the false VBools. In the fourth case, both VBools are false. The conjunction is
false, and the robustness value is de�ned as the sum ofx and y.

The Additive-always operator � + ;[a;b] over the interval [a; b] is de�ned in terms
of the operator^ + as:

� + ;[a;b] ' =
b̂

k= a
+ ' (k)# 0�t (2.16)

where ' is a �nite sequence of VBools de�ned for all the discrete-time instances in
[a; b], �t is the simulation step time, and# 0 is de�ned as in (2.17). The robustness
value is independent of the simulation time due to using# 0.

(? ; x) # 0�t = ( ? ; x � �t )

(> ; x) # 0�t = ( > ; x=�t )
(2.17)

2.2.4 Objective Function Evaluation

Given a trace x s, a formal speci�cation ' , and a quantitative semantic, the
objective function f ' (x s) is de�ned such that:

f ' (x s) =

(
� if v = >
� � if v = ? :

(2.18)

The evaluation of f ' (x s) returns a robustness value, which is a measure of how
convincingly the speci�cation is satis�ed or how severely it failed. A non-negative
robustness value means the speci�cation is satis�ed, and a negative value means the
speci�cation failed.

2.2.5 Parameter Selector

Either optimization-free or optimization-based methods can be used to search
for input signals that falsify speci�cation ' . The objective function f ' is essential
in optimization-based falsi�cation since it guides the selection of new input param-
eters to minimize the objective function. However, no expression of the objective
function can be analyzed since the falsi�cation is based on a black-box model. Eval-
uating the objective function is restricted to simulating the system model. Hence,
the optimization is limited to gradient-free methods. In this thesis, the optimization
problem consists of minimizing the objective function.

Optimization-free methods select input parameters based on other criteria, e.g.,
random points or corner points in the domain of the input parameters.

This thesis uses the Hybrid-Corner-Random (HCR) method for optimization-
free falsi�cation. Bayesian Optimization (BO), Trust Region Bayesian Optimization
(TuRBO), and Line-Search are used for optimization-based falsi�cation. All meth-
ods will be described below. In the description below,point refers to both input
parametersx and points in space when the exact meaning is clear from the context.
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2.2.5.1 Hybrid-Corner-Random

HCR is an optimization-free method that investigates corner points and random
points in the search space. An analysis of benchmark problems reveals that this
method works well and is, in some cases, more e�ective than utilizing optimization-
based methods [45].

Corner points refer to when all input parameters are at their lower or upper
bound in the search space. Thus, for a falsi�cation problem withn input param-
eters, there are2n corner points. Figure 2.6 shows an example with corner points
in two dimensions. This �gure is inspired by [57]. In this example, the four corner
points are (l1; l2), (l1; u2), (u1; l2) and (u1; u2).

Figure 2.6: An example in two dimensions to show the corner points.

A random generator is used to create random input parameters. This thesis
employs a uniform random sampling technique. This means there is an equal prob-
ability for all points in the search space to be sampled as the input parameters.

In Algorithm 1 [45], the pseudocode for falsi�cation using HCR is observed. The
�rst step is to generate a set with corner points in the search space (line 1). Then,
the algorithm enters a for loop where it starts with selecting a new pointx. If
the iteration index j is an even integer or the set with corner points is empty,x
is assigned a random point in the search space (line 4). Otherwise,x is assigned
a random element from the corner point set (line 6). This point is removed from
the corner point set (line 7). Both sampling processes are performed using uniform
probability.

The system model is then simulated withx as input parameters, and the speci-
�cation is evaluated with the objective function (line 9). The algorithm terminates
if the speci�cation is false, i.e., f ' (x) < 0 (line 11). Otherwise, a new random
point or corner point will be chosen in the next iteration. Algorithm 1 runs until
the speci�cation is falsi�ed or the iteration index reaches max simulationsN . The
algorithm outputs the tuple hFalsi�ed / Not Falsi�ed , x i , where the �rst element
describes if the speci�cation is falsi�ed or not, and the second elementx is the last
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evaluated input parameter.

Algorithm 1 Hybrid-Corner-Random Falsi�cation

1: �  f x 2 Rn j x i = l i _ x i = ui g for i = 1; : : : ; n
2: for j = 1; 2; : : : ; N do
3: if j modulo 2 = 0 _ � � ? then
4: x � U(X )
5: else
6: x � U(�)
7: �  � \ x
8: end if
9: y  f ' (x)

10: if y < 0 then
11: Return hFalsi�ed, x i
12: end if
13: end for
14: Return hNot Falsi�ed, x i

2.2.5.2 Line-Search Falsi�cation

The optimization method line-search [57] is a gradient-free method that belongs
to the family of direct-search methods [59]. These methods involve sequential consid-
eration of trial solutions generated by a particular strategy. Direct-search methods
identify new candidate points for future exploration by comparing only objective
function values for a given set of points. If an objective function is not continuous
or di�erentiable, direct-search methods can be utilized to �nd the function optima.

The authors in [45] present LSF, where line-search optimization is adapted for
falsi�cation problems. By randomly generating lines in the search spaceX , LSF
combines local search with random exploration. In order to get the minimum value
of the objective function along these lines, points on the boundary of the search
space are evaluated together with a local search. A new line is generated when no
improvements with the previous line are observed after a number of iterations.

LSF is observed in Algorithm 2. The output of LSF is a tuple, where the �rst
element indicates whether or not the speci�cation is falsi�ed. The second element
x is the last evaluated input parameter. The details of LSF will be described in the
following.

During the optimization process, LSF requires three points in the search space,
and each iteration in LSF generates a new point. At the start of LSF, the �rst point
x is initialized to the center of the search space (line 1). Also, a counter for the
number of completed simulations (line 2) and a dictionary to map the pointx to
the corresponding objective function valuef ' (x) (line 3) are initialized. Then, the
function Eval (x) is called (line 4). The algorithm for the functionEval is observed
in line 17, where the system model is simulated withx as input parameters, and the
corresponding objective function valuef ' (x) is calculated (line 19). This data is
then stored in the dictionary (line 20), and the simulation counter is increased (line
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21). If f ' (x) < 0, the speci�cation is falsi�ed, and the algorithm terminates since
the condition in the while-loop is not satis�ed (line 4). If the maximum number
of simulations has been reached without falsifying the speci�cation, the point with
the lowest objective function value is returned together with Not Falsi�ed (line 6).
Otherwise, functionH1 (line 38) is called if there has been more than one completed
simulation. This function will be introduced later.

Next, the function SelectPoints (x) is called (line 11), where the three points,
xM , xL , and xR , are generated from a random line that passes throughx. The
algorithm for the function SelectPoints is observed in line 25. First, a random
direction vector is generated (line 26). This direction vector is used with a saturation
function g to de�ne a line that goes throughx in the search space. The saturation
function is de�ned as g: Rn ! Rn where each dimensioni for 1 � i � n, of g is
de�ned by gi as in (2.19).

gi (q) =

8
>><

>>:

ui ; if x i + q di > u i

x i + q di ; if l i � x i + q di � ui

l i ; if x i + q di < l i

(2.19)

Let k 2 f x 2 Z j 1 � x � ng and q+
k 2 R> 0 represent the smallest positive value

such that for at least k di�erent dimensions (2.20) is ful�lled.

gi

�
q+

k

�
= ui or gi

�
q+

k

�
= l i . (2.20)

Let j 2 f x 2 Z j 0 � x � ng and q�
j 2 R< 0 represent the largest negative value such

that for at least j di�erent dimensions (2.21) is ful�lled.

gi

�
q�

j

�
= ui or gi

�
q�

j

�
= l i . (2.21)

Note that the constantsk and j are predetermined before Algorithm 2 starts, and
the same constants are used during the entire execution. Ifj is equal to zero, then
xL = x, xR = g

�
q+

k

�
and xM is the midpoint betweenxL and xR (line 28-30). If j

is greater than zero, thenxL = g
�
q�

j

�
, xR = g

�
q+

k

�
and xM = x (line 32-34).

In Figure 2.7, four cases of callingSelectPoints (x) for a problem in two dimen-
sions are observed. Note, the cases are established with the same random direction
vector andx, but with di�erent values for k and j . In Figure 2.7a,k = 1 and j = 0.
In this graph, the generated line starts from the pointxL and ends at the point
xR , where it cuts o� at the upper bound of the second dimension. In Figure 2.7b,
k = 2 and j = 0. In this graph, the generated line starts from the pointxL and
ends up at the pointxR where it cuts o� at the upper bounds of both the �rst and
second dimension, i.e., the corner point(u1; u2). In Figure 2.7c, k = 2 and j = 1,
which generate two line segments. The �rst line segment starts from the pointxM

and ends at the pointxR , where it cuts o� at the upper bounds of the �rst and
second dimensions. The second line segment starts fromxM and ends atxL , where
it cuts o� at the lower bound of the second dimension. In Figure 2.7d,k = 2 and
j = 2, which generate two line segments. The �rst line segment fromxM to xR

is identical to the corresponding line segment in Figure 2.7c since bothk and the
random direction vector are identical for the two cases. The second line segment

22



2. Theory

(a) SelectPoints (x) with k = 1 and
j = 0.

(b) SelectPoints (x) with k = 2 and
j = 0.

(c) SelectPoints (x) with k = 2 and
j = 1.

(d) SelectPoints (x) with k = 2 and
j = 2.

Figure 2.7: Examples of functionSelectPoints (x) in two dimensions for four
di�erent con�gurations of k and j .

starts from the point xM and ends up at the pointxL where it cuts o� at the lower
bounds of both the �rst and the second dimension, i.e., the corner point(l1; l2).

The authors in [45] deem that it is not possible to generalize what values fork
and j perform best because it depends on the given system and speci�cation. How-
ever, some characteristics of the lines generated can be made. Usingj = 0 may
result in short lines that do not guide the process toward falsi�cation or may cause
it to become stuck in a local area. On the other hand, usingj > 0 generates lines
that extend between boundaries in the search space, which increases the likelihood
of �nding a point with a lower objective function value.

With the three points, xM ; xL ; and xR determined, the functionFalsifyLine is
called (line 13). The algorithm for the functionFalsifyLine is observed in line 43.
In this function, the objective function f ' (x) is minimized along the line segments
with the line-search optimization method. Thus, the local search loop in LSF is
represented by this function.

First, a counter for the number of iterations in the local search loop without
improvement is initialized (line 44). Then, the system model is simulated and eval-
uated for the three pointsxM ; xL ; and xR by calling the function Eval (lines 46-48).
FalsifyLine terminates if the speci�cation is falsi�ed for any of these points. Oth-
erwise, the algorithm begins the local search by looking for new points with lower
objective function values.
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FalsifyLine continues with a conditional statement with three cases depending
on which of the three points,xM ; xL ; and xR , that has the lowest objective func-
tion value. In each case, a pointxnew is generated that is the midpoint between
xM and xL , or xM and xR . The point xnew will be used for simulating and evaluat-
ing the system. Then, one of the three points,xM ; xL ; and xR will be assigned the
value of xnew . For the next iteration in the local search loop, the optimization will
be performed on a shorter line segment than the initial line segment, as de�ned by
the selected endpoints.

The �rst case occurs when the pointxL has the lowest objective function value
of the three points (lines 49-54). If so,xnew is assigned to the midpoint between
xL and xM :

f ' (xL ) < f ' (xM ) and f ' (xL ) < f ' (xR)

xnew =
xL + xM

2
: (2.22)

Then, xnew will be simulated and evaluated, and if it has a lower objective function
value than the point xL , this yields x = xnew . Furthermore, xR and xM will be
assigned to new values as:

xR = xM and xM = xnew : (2.23)

Thus, in the next iteration of the local search loop, line segments connecting the
points xL ; xnew and xM from the current iteration will be used.

The second case occurs when the pointxR has the lowest objective function value
of the three points (lines 55-60). If so,xnew is assigned to the midpoint between
xR and xM :

f ' (xR) < f ' (xM ) and f ' (xR) < f ' (xL )

xnew =
xR + xM

2
: (2.24)

Then, xnew will be simulated and evaluated, and if it has a lower objective function
value than the point xR , this yields x = xnew . Furthermore, xL and xM will be
assigned to new values as:

xL = xM and xM = xnew : (2.25)

Thus, in the next iteration of the local search loop, line segments connecting the
points xR ; xnew and xM from the current iteration will be used.

The third case occurs when the pointxM has the lowest objective function value
of the three points (lines 61-76):

f ' (xM ) � f ' (xL ) and f ' (xM ) � f ' (xR):

In this case, it needs to be decided whether to continue the search on the line segment
from xL to xM or from xR to xM . The line segment with a longer Euclidean distance
will be selected for the local search. The authors of [45] propose using the longest
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line segment since it has the greatest uncertainty in terms of being least explored.
When kxL � xM k2 � k xM � xRk2, the points are updated as:

xnew =
xL + xM

28
<

:
xR = xM and xM = xnew ; if f ' (xnew ) < f ' (xM )

xL = xnew ; otherwise.

(2.26)

When kxL � xM k2 < kxM � xRk2, the points are updated as:

xnew =
xR + xM

28
<

:
xL = xM and xM = xnew ; if f ' (xnew ) < f ' (xM )

xR = xnew ; otherwise.

(2.27)

The points that are not explicitly updated in (2.26)-(2.27) will keep their previous
values.

The variable m (line 44) is used to count the number of consecutive iterations
inside the local search loop without �nding a pointx with a lower objective function
value than all of the three pointsxM ; xL ; and xR . If a point x is found with a lower
objective function value than all of the three points,m is set to zero (line 79).
The local search is terminated whenm has reachedM iterations. The function
FalsifyLine returns the point x. Next, the LSF method continues to the main
script (line 14).

In function H1 (line 38), the objective function value ofxold is compared tox.
If f ' (xold) < f ' (x), FalsifyLine could not �nd a point x with a lower objective
function value than xold. In this case,x is assigned to be the point with the second
lowest objective function value of the last call ofFalsifyLine in order to force the
algorithm to never return to the samex. The function H1 aims to avoid getting
stuck in a local minimum [45].
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Algorithm 2 Line-Search Falsi�cation

1: x  
n
x 2 Rn j x i = l i + u i

2

o
for i = 1; : : : ; n

2: global i  0
3: global D  empty dictionary
4: while Eval (x) � 0 do
5: if i � N then
6: Return hNot Falsi�ed, x i
7: end if
8: if i > 1 then
9: x  H1(xold; x)

10: end if
11: (xL ; xM ; xR)  SelectPoints (x)
12: xold  x
13: x  FalsifyLine (xL ; xM ; xR ; x)
14: end while
15: Return hFalsi�ed, x i
16:

17: function Eval (x)
18: if : (x 2 keys(D)) then
19: y  f ' (x)
20: D[x]  y
21: i  i + 1
22: end if
23: Return D[x]
24:

25: function SelectPoints (x)
26: d  Rn � U (
) ; 
 = f x 2 Rn j x i 6= 0g
27: if j = 0 then
28: xL  x
29: xR  g(q+

k )
30: xM  x L + x R

2
31: else if j > 0 then
32: xL  g(q�

j )
33: xR  g(q+

k )
34: xM  x
35: end if
36: Return xL ; xM ; xR

37:

38: function H1(x)
39: if f ' (xold) < f ' (x) then
40: x  the second point with lowest objective function value of the last call to
41: FalsifyLine
42: end if
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43: function FalsifyLine (xL ; xM ; xR ; x)
44: m  0
45: while m < M do
46: if Eval (xL ) < 0 then Return xL end if
47: if Eval (xR) < 0 then Return xR end if
48: if Eval (xM ) < 0 then Return xM end if
49: if Eval (xL ) < Eval (xR) ^ Eval (xL ) < Eval (xL ) then
50: xnew  x L + x M

2
51: if Eval (xnew ) < Eval (xL ) then
52: x  xnew

53: end if
54: xR  xM ; xM  xnew

55: else if Eval (xR) < Eval (xM ) ^ Eval (xR) < Eval (xL ) then
56: xnew  x R + x M

2
57: if Eval (xnew ) < Eval (xR) then
58: x  xnew

59: end if
60: xL  xM ; xM  xnew

61: else
62: if kxL � xM k2 � k xM � xRk2 then
63: xnew  x L + x M

2
64: if Eval (xnew ) < Eval (xL ) then
65: x  xnew ; xR  xM ; xM  xnew

66: else
67: xL  xnew

68: end if
69: else
70: xnew  x R + x M

2
71: if Eval (xnew ) < Eval (xM ) then
72: x  xnew ; xL  xM ; xM  xnew

73: else
74: xR  xnew

75: end if
76: end if
77: end if
78: if x = xnew then
79: m  0
80: else
81: m  m + 1
82: end if
83: end while
84: Return x
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2.2.5.3 Bayesian Optimization

BO [60] is a powerful and e�cient technique used for global optimization of
objective functions. It is particularly suited for scenarios where direct analytical
evaluations of the objective function are either computationally expensive or in-
feasible, such as tuning hyperparameters in machine learning models or parameter
estimation in simulation-based models. In BO, the function can be non-convex and
multimodal, i.e., a function with multiple optima. Also, BO tolerates stochastic
noise in function evaluations.

BO is based on Bayes' theorem [61], which is observed in (2.28). In this theorem,
initial beliefs (prior probabilities) are updated based on new information (likelihood)
to obtain updated beliefs (posterior probabilities). P(A j B) is the probability of
event A occurring, given that eventB has occurred.P(B j A) is the probability of
event B occurring, given that eventA has occurred.P(A) and P(B) are the prior
probabilities of eventA and B, respectively, i.e., initial beliefs in the absence of any
evidence.

P(A j B) =
P(B j A)P(A)

P(B)
(2.28)

The core idea behind BO is to model the unknown objective functionf ' : X ! R
as a probabilistic surrogate. This surrogate model captures an estimate of the func-
tion, including uncertainty in unexplored regions of the search spaceX .

The optimization process begins with a small number of initial evaluations of the
objective function, usually chosen through Latin hypercube sampling [62] or random
search. These initial observations are used to build the initial surrogate model.

The BO algorithm iteratively selects the next point in the search space using an
acquisition function. This function balances the exploration-exploitation trade-o�
and provides a mathematical framework for reasoning about the uncertainty and
potential bene�ts of selecting di�erent points. Exploration refers to selecting points
in regions with high uncertainty in the surrogate model, allowing the algorithm to
gain new information about the objective function. Conversely, exploitation aims
to choose points with low predicted objective function values to improve the overall
optimization. Commonly used acquisition functions include Probability of Improve-
ment, Expected Improvement , and Lower Con�dence Bound (LCB).

Once the next evaluation point is chosen based on the acquisition function, the
objective function is evaluated at that point, and the surrogate model is updated
with this new information. This process then repeats for a prede�ned number of
iterations or until convergence criteria are met.

In this thesis, Gaussian processes (GP) are used to model the objective function.
Given a set of input data pointsx and their corresponding objective function values
f ' (x), the GP model predicts the function values at any input pointx � . GP is a
stochastic process composed of a �nite number of random variables with multivari-
ate Gaussian distributions. The objective functionf ' modeled usingGP is de�ned
as:

f ' � GP (� (x); k(x; x0)) (2.29)

where � (x) is the mean approximation off ' (x). The covariance functionk(x; x0)
captures the uncertainty in the surrogate model. This function determines how ob-
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jective function values at the di�erent points x and x0 are correlated.
There are di�erent kernels used to de�ne the covariance function. The kernels

used in this thesis are the squared-exponential kernel and Matérn kernel. The
squared-exponential kernel is de�ned as:

ksq (x i ; x j ) = exp

 

�
jx i � x j j

2

2� 2

!

(2.30)

where� is the length scale of the kernel. The Matérn kernel is de�ned as:

kMatérn (x i ; x j ) =
21� �

�( � )

 
jx i � x j j

p
2�

�

! �

K �

 
jx i � x j j

p
2�

�

!

(2.31)

where � is a smoothness parameter,K � is a modi�ed Bessel function, and�( � ) is
the gamma function.

Let's predict the objective function value at a new pointx � . Given M number
of evaluations of the objective functionf ' (x), we have:

f =
h

f ' (x1) f ' (x2) � � � f ' (xM )
i >

K (X ; X ) =

2

6
6
6
6
4

k (x1; x1) k (x1; x2) � � � k (x1; xM )
k (x2; x1) k (x2; x2) � � � k (x2; xM )

...
...

. . .
...

k (xM ; x1) k (xM ; x2) � � � k (xM ; xM )

3

7
7
7
7
5

:

The mean and variance at any pointx � are calculated as:

� (x � ) = K (x � ; X ) K (X ; X )� 1 f ; (2.32)

� 2(x � ) = k (x � ; x � ) � K (x � ; X ) K (X ; X )� 1 K (X ; x � ) (2.33)

where,

K (X ; x � ) =

2

6
6
6
6
4

k (x1; x � )
k (x2; x � )

...
k (xM ; x � )

3

7
7
7
7
5

K (x � ; X ) =
h

k (x � ; x1) k (x � ; x2) � � � k (x � ; xM )
i

:

The acquisition functions � (�) used in this thesis are LCB [63] and Thompson
sampling (TS) [64], which will be introduced in the following.

LCB uses the mean and covariance from the surrogate model to select the next
point x � to sample:

� LCB (x � ) 2 argmin
x 2X

� (x) � 
 � � (x) (2.34)

where the parameter
 2 R� 0 determines the trade-o� between exploration and ex-
ploitation. Small values of
 mean more exploitation, while large values mean more
exploration.
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In TS, the multi-armed bandit problem is addressed, where an agent faces a set
of arms (choices) with unknown reward distributions and seeks to maximize the
cumulative reward obtained over time. TS employs a Bayesian approach by as-
signing prior distributions to the unknown reward distributions of each arm. At
each time step, the algorithm samples from these priors, and the arm with the
highest sampled reward is chosen for exploration. This process updates the priors
based on observed rewards, allowing the algorithm to e�ciently balance exploration
(sampling uncertain arms) and exploitation (selecting arms with potentially high
rewards). The basic idea behind TS for BO involves drawing a functionf from
the surrogate model posterior. It then suggests this function's optimum pointx.
This process is repeated independently for multiple suggestions. The exploration-
exploitation trade-o� is naturally handled by the stochasticity in sampling.

An example of BO for the functionf (x) = x �sin(x) is shown in Figure 2.8. In this
example, there are three initial points, and the acquisition function is� LCB (x) =
� (x) � 2� (x). In the top graph, a fourth point is identi�ed by the acquisition func-
tion. In the middle graph, the surrogate model is updated with the fourth point, and
a �fth point is identi�ed. The surrogate model is updated in the bottom graph with
the �fth point. The graphs illustrate the mean and covariance (implicit through the
standard deviation) of the objective function as estimated by the surrogate model.
Although the true objective function is shown as a yellow line, it is unknown in
practice.

Pseudocode for falsi�cation using BO is given in Algorithm 3 [46]. The algorithm
outputs the tuple hFalsi�ed / Not Falsi�ed , x i where the �rst element describes if
the speci�cation is falsi�ed or not, and the second elementx is the last evaluated
input parameter.

The falsi�cation algorithm begins by sampling a random pointx from the search
space (line 3). The system is simulated usingx as input parameter, and the speci�-
cation is evaluated (line 4). The sample setD is augmented with the pair(x; f ' (x))
(line 8). This �rst for-loop continues until the total number of evaluations M has
been reached. Then, the probabilistic surrogate model is �tted on the current sam-
ple set (line 11). By optimizing the acquisition function, the next pointx is selected
(line 12) and used to simulate and evaluate the system (line 13). The sample setD is
updated with the new data (line 17). This second for-loop continues until the total
number of evaluationsN has been reached. If a pointx falsi�es the speci�cation,
i.e., f ' (x) < 0, the algorithm terminates early (lines 6 and 15).

2.2.5.4 Trust Region Bayesian Optimization

It is challenging to apply BO to high-dimensional problems with thousands of
observations. Additionally, on challenging problems, BO frequently falls short of
competing with other optimization methods. According to the authors in [53], this
is caused by an inherent homogeneity in global probabilistic models and an overem-
phasis on exploration that follows from global acquisition. The authors in [53]
propose to discard global surrogate modeling to overcome these di�culties. The
global optimization is accomplished by maintaining a number of independent lo-
cal models, each of which is involved in a separate local optimization run. In this
method, called TuRBO, global optimization is achieved by maintaining many local
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Figure 2.8: Bayesian Optimization for f (x) = x � sin(x).

models concurrently and allocating samples using a multi-armed bandit approach.
This results in an e�cient acquisition strategy that directs samples to promising
local optimization runs.

The TuRBO algorithm establishes aGP surrogate model inside a trust region
(TR) to achieve principled local optimization. The best solution found so far in
a TR is denoted x � and serves as the center of the TR, which can be a sphere,
polytope, or hyperrectangle. At the beginning of the TuRBO algorithm, the base
side lengthL for the TR is initiated to L init . The actual side lengthL i for the i th
dimension in search space (wherei = 1; : : : ; n) is determined from this base side
length by rescaling according to its lengthscale� i in the surrogate model. The side
length L i is de�ned as:

L i =
� i L

� Q n
j =1 � j

� 1=n : (2.35)

The total volume of a TR is Ln . Running local BO with a large enoughL for the
TR to encompass the entire search space would be similar to standard global BO.
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Algorithm 3 Bayesian Optimization Falsi�cation

1: D0  ;
2: for i  1 to M do
3: x � U(X )
4: y  f ' (x)
5: if y < 0 then
6: Return hFalsi�ed, x i
7: end if
8: D0  fD 0; (x ; y)g
9: end for

10: for i  1 to N do
11: p(y j D )  GP

�
y; � yjD ; K yjD

�

12: x  arg min
x �X

� (x ; D i � 1)

13: y  f ' (x)
14: if y < 0 then
15: Return hFalsi�ed, x i
16: end if
17: D i  fD i � 1; (x ; y)g
18: end for
19: Return hNot Falsi�ed, x i

Thus, the TR should be small enough to ensure that the local model within the TR
is accurate and large enough to contain good solutions. An example of a spherical
TR for the function f (x1; x2) = 0 :5x2

1+4:5x2
2 is observed in the lower right of Figure

2.9.
When the optimizer does not �nd a point x within a TR with lower objective

function value than x � after  fail consecutive iterations, the size of the TR is halved,
i.e., L  L=2. After  succ consecutive iterations with �nding a point x with lower
objective function value than x � in each iteration, the size of the TR is doubled,
i.e., L  min f Lmax ; 2Lg. If the size of the TR is less thanLmin , the current TR is
discarded, and a new TR with the base side lengthL init is initialized.

The TuRBO algorithm maintains m TRs simultaneously. Each trust region TR̀
with ` 2 f 1; : : : ; mg utilizes an independent localGP model. In each iterationk, TS
is used to select a batch ofq candidates points

n
x (k)

1 ; : : : ; x (k)
q

o
drawn from the union

of all TRs, and all local optimization problems for which candidates were drawn are
updated. The i -th candidate (wherei 2 f 1; : : : ; qg) is selected as:

x (k)
i 2 argmin

`
argmin

x 2 TR `

f (i )
` wheref (i )

` � GP (k)
` (� ` (x); k` (x; x0)) . (2.36)
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Figure 2.9: Contour plot for f (x1; x2) = 0 :5x2
1+4:5x2

2 with a spherical trust region
located in the lower right of the graph.
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3
Research Approach

This chapter outlines the adopted research approach grounded in the design-
science research paradigm. It begins with an overview of the design-science research
methodology and a justi�cation for its selection. Subsequently, the chapter proceeds
to the research procedure, and based on this, an exploration of potential threats to
validity is presented.

3.1 Research Methodology

This thesis reports on a six-month (September 2022 - February 2023) study at
Saab Kockums. The thesis was conducted following the framework for design-science
research in the information systems discipline proposed by Hevner et al. [65, 66].
Design-science is a problem-solving paradigm that seeks to create and evaluate ar-
tifacts to solve identi�ed organizational problems. The artifacts can be methods
(algorithms and practices) and instantiations (implemented and prototype systems).

As the intention of this thesis is to develop a system for automated testing, the
design-science framework is applicable. An overview of the framework used in this
thesis is observed in Figure 3.1.

The environment de�nes the problem space in which resides the phenomena of
interest, i.e., test automation for SCMS. The environment comprises the people, the
organization, and their existing or planned technologies (detailed in Section 1.2).
In the environment are the goals, tasks, problems, and opportunities that de�ne
business needs as people within Saab Kockums perceive them. Research relevance is
ensured through framing research activities to address business needs. Theknowl-
edge baseincludes the scienti�c theories and engineering methods that provide the
foundations for rigorous development of AuTS (detailed in Section 1.3 and Section
2.2). During the research, the development of AuTS iterates rapidly between the
construction of the system and evaluation with feedback to re�ne the system further
(detailed in Chapter 4). The contributions in this thesis are applied to the business
needs at Saab Kockums and add to the content of the knowledge base for further
research and practice (detailed in Section 1.7).

3.2 Research Procedure

The thesis was conducted in three consecutive steps: collecting business needs
and applicable knowledge; designing, assessing, and re�ning AuTS; and evaluating
its application for SCMS.
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Figure 3.1: Overview of the framework for design-science research.

3.2.1 Business Needs and Applicable Knowledge

To extract concrete business needs and applicable knowledge for AuTS, an inves-
tigation of the demands, challenges, and opportunities during testing of the SCMS
was performed. Triangulation [67] plays a crucial role in enhancing the accuracy and
bolstering the validity of the research. It involves approaching the subject of study
from various angles, o�ering a more comprehensive view of the testing of SCMS. To
this end, the following steps were performed: observing systems engineers conduct-
ing testing activities; reading source code and related documentation for di�erent
ship systems in SCMS; unstructured and semi-structured interviews with various
stakeholders; literature review on topics related to testing; data analysis of collected
data.

3.2.1.1 Observations

Several observations [68] were conducted when engineers manually tested various
ship systems in SCMS. The purpose was to get direct experience of the di�culties
they confronted while performing testing. A bene�t of observations is that they
deal with actual behavior rather than reported behavior. This is important because
there may be a signi�cant disparity between what we say and do.

Some observations were combined with interviews as a test demonstration, where
systems engineers were asked to explain the system and to demonstrate how to
perform speci�c test cases. During a test demonstration, the systems engineer was
told to think aloud about what had to be done and why and how it could be done.

Di�culties identi�ed using observations were related to usability. For instance,
there is a need to switch between di�erent software applications to perform speci�c
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test cases. Thus, AuTS needed to be developed in such a way that it could address
this challenge. Moreover, it was noted that usability during test case development
is fundamental for the long-term success of the automated testing system.

3.2.1.2 Documentary Research

The fact that technology played a considerable role in the development of AuTS
made documentary research [68] a vital part. The documentary research facilitated
a thorough understanding of the SCMS, the ship systems, and the corresponding
testing activities. Furthermore, documentary research enabled clari�cation and con-
�rmation of the interviews and observations in the documents, i.e., thin description
[68]. Two types of documents were primarily studied: the Software Design De-
scription (SwDD) and the Software Test Description (SwTD). This part identi�ed
information about how AuTS should be formed and which features it should support.

3.2.1.3 Unstructured and Semi-Structured Interviews

While collecting business needs and applicable knowledge, unstructured and semi-
structured interviews [68] were conducted with various stakeholders. Such stake-
holders included systems engineers, project managers, line managers, university re-
searchers, and professors. The purpose of the interviews was to generate new ideas
for AuTS. Furthermore, interviews were used to validate that di�erent aspects of
the identi�ed demands, challenges, and opportunities were correctly addressed.

3.2.1.4 Literature Review

A literature review of scienti�c theories and engineering methods in relevant
topics was performed. This literature review broadened the horizons during devel-
opment and investigated testing methods that could be incorporated into AuTS.

The literature search was conducted in the databases Chalmers Library, IEEE
Xplore, ScienceDirect, arXiv, and Google Scholar. This literature review included
several search strings composed of keywords in Table 3.1. Note that the table is
not exhaustive for all the keywords used in this thesis. The keywords were updated
as the literature review progressed. An initial search of topics led to information
that helped create more speci�c search strings. The keywords of each column in
Table 3.1 are considered synonyms and are combined in search strings via the OR
operator, e.g., test OR testing. Then, the whole search string is created using the
AND operator between the keywords of columns A to D.

Table 3.1: Search strings in the literature review.

A B C D
Falsi�cation Software Testing Automation

System Test Automated
Automatic
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3.2.1.5 Data Analysis

The data collected from observations, documentary research, unstructured and
semi-structured interviews, and literature review was compiled in one document.
Based on this document, the researcher formulated functional and qualitative re-
quirements for AuTS with the immersion approach [69]. This approach has a low
level of structure and is thus more reliant on the intuition and interpretive skills of
the researcher.

3.2.2 Development of the Automated Testing System

AuTS corresponds to the artifact described in the framework for design-science
research. The process of designing, assessing, and re�ning AuTS was based on the
functional and qualitative requirements. One of the purposes of the automated test-
ing system is to reduce the time needed to conduct regression testing for integrated
systems developed during di�erent project phases. Thus, AuTS has to be general
and �exible enough for future extensions with more ship systems and simulation
models. Being aware of the importance of such attributes, the automated testing
system was decided to follow the testing guidelines provided by IEEE [70].

Furthermore, AuTS contains falsi�cation testing. In the source code, each block
in the falsi�cation method (see Figure 2.3) has been scripted independently from
the other blocks. All blocks except the Simulator are scripted in a general way. The
source code for the Simulator contains attributes that are speci�c to a particular
simulation model. Thus, it is mostly a matter of writing the source code for the
Simulator in order to extend it with more simulation models.

AuTS was developed incrementally and iteratively, following the essence of agile
development [71]. The reason for an incremental and iterative development strategy
is to allow for errors to be discovered early and �xed neatly. There will always be
room for discrepancy between what Saab Kockums wants and what is perceived they
want. To reduce this discrepancy, the idea was to have a working prototype of AuTS
as fast as possible. This prototype could be used for continuous feedback to foster
an early validation of whether the system meets Saab Kockums's requirements and
how it could be further improved to exceed their expectations.

The tools and methods chosen to be incorporated in AuTS were the answers
to the research questions RQ1 and RQ3. By performing falsi�cation in AuTS, the
research question RQ4 could be answered.

3.2.3 Application of the Automated Testing System at Saab
Kockums

To answer the research question RQ2, a qualitative research approach was chosen.
This approach was appropriate since it gives rise to understanding the meanings peo-
ple attribute to their world and facilitates unexpected �ndings [72]. In the following,
the data collection and data analysis during this step will be presented.
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3.2.3.1 Data Collection

Semi-structured interviews were used as a method of data collection. To conduct
the interviews, an interview protocol with questions and procedures for the demon-
stration of AuTS was created. The questions were listed according to the funnel
model [73], which begins with open questions and moves toward more speci�c ques-
tions. To enable the adaptation of the questions related to the development of the
conversation in the interview, it was not necessary to follow the interview protocol
strictly.

The interview protocol is observed in Appendix B and was inspired by [67]. The
questions were centered around evaluating the applicability, quality, productivity,
and usability of the three variants of test automation within AuTS. Applicability
is de�ned as the relevance of the system for testing SCMS. Quality pertains to the
system's ability to detect errors in the software. Productivity is measured by the
time and costs required for testing activities using the system. Usability is de�ned
as the di�culty of developing and maintaining tests with the system.

The interview protocol was pretested, as suggested by [74], to ensure that it was
logical, consistent, and understandable. The pretest was conducted with an experi-
enced researcher (Ph.D.) in case studies. Based on the feedback from the pretest,
minor changes were made to the sequence and formulation of questions in the inter-
view protocol.

To �nd participants, the intention and purpose of the interviews were presented
to the Department of Ship Automation Submarine at Saab Kockums during their
weekly meeting. Two engineers showed interest in participating. They were formally
invited by email to an interview session. A consent information letter [67] and the
interview protocol were attached to the email. The purpose of the consent informa-
tion letter is to make the ethical principles that the researcher commits explicit and
transparent to the participant. The purpose of attaching the interview protocol was
to make the participants more prepared for the interviews.

The participants were considered suitable for the interviews since they were reg-
ularly working with the software in SCMS. Table 3.2 presents details about the
participants. The participants have di�erent roles and experiences, which may en-
sure a better distribution of viewpoints. Both participants were testing software in
the SCMS several times a year. It is often just informal testing to verify source
code developed by themselves. However, sometimes formal testing is done with the
Swedish Defence Materiel Administration of source code developed by someone else.
However, only one of the participants was familiar with test automation of software
and none with the falsi�cation framework. Thus, a brief introduction to test au-
tomation and falsi�cation was given before the interviews. This was to make sure
the participants understood the questions more easily. In Table 3.2, Yes and No are
abbreviated to Y and N, respectively.

The two interviews were conducted separately at Saab Kockums's testing rig
for the SCMS. This rig replicates the SCMS that will be built for the A26 sub-
marine. AuTS was installed on a computer that was connected to the testing rig.
The researcher was present throughout the interviews, asking questions and demon-
strating the automated testing system. The participants were encouraged to make
notes in their copy of the interview protocol during the interview. This was needed
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Table 3.2: Demographics of the participants.

Participant Current role Industrial
experience
(years)

Testing
frequency

Familiar with
falsi�cation/test
automation

I 1 Software
engineer

4-7 Monthly N/Y

I 2 Systems
engineer

8-11 Quarterly N/N

because there was only one researcher, and the interviews were neither audio nor
video recorded. Saab Kockums is a protection-worthy asset in Sweden, where special
permission is needed for such recordings.

At the beginning of the interviews, the participants were informed about the
purpose of the study and how it �ts Saab Kockums's needs. The interviews ended
with wrap-up questions to see if anything was missed in the research or if the par-
ticipant could contribute with other relevant information. The average time for one
interview was about one and a half hours. After the interviews, the participants
were encouraged to take some time to compile their interview protocol and, when
ready, send this document to the researcher.

3.2.3.2 Data Analysis

The data collected from the interviews were marked by codes [67], i.e., text
representing a speci�c area or theme was identi�ed and highlighted. The coding
was performed according to the editing approach [69], where codes were de�ned
based on the �ndings of the researcher during the analysis. The coded data was
inserted into a standard spreadsheet tool, as suggested by [67]. To facilitate the
overview of the spreadsheet, rows separated the codes, and columns separated the
participants. This approach favored the generalization of �ndings.

3.3 Research Validity

The validity of a study refers to the trustworthiness of the �ndings, indicating the
degree to which the results are accurate and free from any in�uence stemming from
the researchers' personal perspectives [67]. Various methods exist in the literature
for categorizing aspects of validity and potential challenges to validity. This thesis
follows the classi�cation scheme outlined in [67]. This scheme makes a distinction
between four dimensions of validity: construct validity, internal validity, external
validity, and reliability.
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3.3.1 Construct Validity

This dimension of validity pertains to the degree to which the measurements used
in the study accurately capture the researcher's intended concepts and align with
the research questions.

Triangulation was achieved by employing various methods to gather information
from various sources, which increased con�dence in high construct validity. Fur-
thermore, a pretest for the interview protocol was conducted with an experienced
researcher. Notably, the pretester possessed a high knowledge of the SCMS, bolster-
ing the con�dence that the measurements accurately captured the intended concepts
and aligned with the research questions.

Moreover, the participants were briefed on the study's objectives and essential
technical concepts before the interviews to establish a shared understanding. Also,
they could review their answers in the interview protocol before submitting it, i.e.,
member checking [69]. This helped to ensure that the interview data provided a fair
representation of the participants' opinions. In order to encourage the participants
to express their genuine viewpoints, the author assured complete anonymity for each
participant.

3.3.2 Internal Validity

This dimension of validity becomes a concern when exploring causal relationships.
When a researcher is investigating whether one factor is in�uenced by another, there
is a potential for the investigated factor also to be in�uenced by a third factor.

This study aimed to investigate the impact of AuTS on the veri�cation and vali-
dation activities for the SCMS. The �ndings were based on the input of two engineers
involved in SCMS. The risk of missing relevant factors in the causal relationships
was mitigated because the participants came from diverse backgrounds, held dif-
ferent positions, and regularly worked with the SCMS. Moreover, the automated
testing system was reviewed on at least a bi-weekly basis by di�erent stakeholders
at Saab Kockums in order to discuss its demands, challenges, and opportunities.

Throughout the interviews, no hints or prompting were given to encourage posi-
tive responses regarding the qualities and e�ects of AuTS. Furthermore, key concepts
were discussed during the interviews to ensure no misunderstandings could impact
the participants' responses.

3.3.3 External Validity

This validity dimension focuses on the extent to which it is feasible to generalize
the �ndings and whether the results hold signi�cance beyond this study.

The sampling of participants followed the convenience sampling approach [72]
since it was simple and cheap to implement. However, the generalizability of �nd-
ings obtained through convenience sampling can be limited. Furthermore, the study
was limited to just two participants because only two volunteered. Hence, data sat-
uration [72] was most likely not achieved. This implies that if the author had
continued to collect data, it is probable that further data collection would produce
valuable insights.
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One of the software applications used in AuTS is a tool developed by Saab Kock-
ums, which is intended for in-house use only. This fact limited the generalizability.
Besides that, AuTS is based on tools available to other organizations, e.g., Python
and Automation Studio 4. Furthermore, the falsi�cation has been developed generi-
cally, and the testing guidelines provided by IEEE have been followed. These aspects
increased the generalizability.

3.3.4 Reliability

This dimension refers to the degree to which the data and the analysis rely on
the individual researchers. In a hypothetical scenario, if a di�erent researcher were
to replicate the same study later, the results should remain consistent.

It was not possible to achieve observer triangulation [75] or peer debrie�ng [69]
since there was only one author. This a�ected the reliability negatively since review-
ing and discussing �ndings and interpretations with a co-author to identify potential
biases, errors, or overlooked aspects of the research could not be performed.

To enhance reliability, various stakeholders reviewed components of the research
design, such as the interview protocol and requirements for AuTS. Additionally, the
audit trail approach [69] was adopted to maintain a clear chain of evidence [67].
Consequently, data and documents, e.g., interview notes, observation notes, and
source code, were systematically stored using version control.
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This chapter introduces the technical implementation of AuTS. The system en-
compasses three distinct variants of test automation for the SCMS. The �rst variant,
presented in Section 4.1, involves the creation of script-based tests grounded in man-
ual test documentation. The second variant, detailed in Section 4.2, focuses on the
falsi�cation of simulation models. The third variant, covered in Section 4.3, explores
how the functionality of the ship systems can be tested using falsi�cation.

4.1 Scripting Software Test Descriptions

Currently, the testing of the SCMS is executed solely with a manual approach.
The documents describing ship systems' testing procedures in the SCMS are formu-
lated similarly to the test procedure speci�cation presented in the software testing
standards by IEEE [76]. These documents will be referred to as SwTD. An example
of three test steps in a SwTD with test results is observed in Table 4.1.

Table 4.1: An example of a software test description with test results.

Test Suite 1
Test # Activities Examination

of result
Actual results Test

results
1 Close valve 1. Verify that valve

1 is closed.
Valve 1 is closed. OK

2 Change pressure
of tank 1 to 1
bar.

Verify that valve
1 is closed.

Valve 1 is closed. OK

3 Change pressure
of tank 1 to 3
bar.

Verify that valve
1 is opened.

Valve 1 is closed. Not OK

Saab Kockums has developed an in-house software application to conduct manual
testing of software running in real time in the SCMS. This software application will
be called� -app. The � -app is installed on an external computer, which is connected
to the testing rig for the SCMS. From� -app, it is possible to manipulate and observe
components of ship systems in the SCMS, e.g., open valves, start water pumps, and
observe if valves are opened or closed. Before this thesis,� -app had been extended
with a toolbox to script programs that execute the manipulations and observations
of components. Hence, it is possible to script test cases in� -app. However, Saab
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Kockums had not yet investigated how test automation could be implemented with
this tool. In this �rst variant of AuTS, SwTDs are scripted as source code to switch
the test execution from a manual to an automated approach.

The functionality of the toolbox was limited prior to this thesis. During the the-
sis, the functionality has been extended with more features. Desired functionality
was identi�ed as and when the thesis progressed and reported to a software devel-
oper of � -app. The features became implemented in new software releases of� -app,
which were continuously delivered to the researcher in this thesis.

The Python language [33] is used in� -app to script manipulations and obersva-
tions of components. Two commonly used commands areaddAction and addExpec-
tation, where the former corresponds to executing an action, e.g., opening a valve,
and the latter corresponds to executing an expectation, e.g., observing if the valve
is opened.

Source code for a script-based test of the example SwTD in Table 4.1 is observed
in Listing 4.1. In lines 1-2, the components manipulated and observed during the
test are de�ned, i.e., valve 1 and tank 1. The component IDs for valve 1 and tank 1
are 13 and 37 in the component library, respectively. In line 4, a log �le is created,
where data from the testing will be stored in chronological order. This log �le con-
tains what actions have been executed and if the state of the components has met
the expected result. In lines 6-9, Test 1 from Table 4.1 is de�ned and executed. The
test sequence for Test 1 is created in line 6. In lines 7-8, closing valve 1 and verifying
the valve is closed are added to the test sequence. In line 9, the test sequence for
Test 1 is executed. In lines 11-14 and 16-19, Test 2 and Test 3 are de�ned and
executed, respectively. Lines 12 and 17 correspond to changing the pressure in tank
1. In lines 13 and 18, valve 1 is veri�ed to be closed and opened, respectively. In
line 21, the log �le containing all the data from the executed test sequences is saved
as a txt �le. In line 23, a document containing the test results is generated based
on the log �le. This document is observed in Appendix A for the example in Table
4.1. The test results are logged directly in the SwTD as proposed by IEEE [76].
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1 Valve_1 = component (13)
2 Tank_1 = component (37)
3

4 log ("Test Suite 1")
5

6 Test_1 = createSequence ("Test 1")
7 Test_1 . addAction ( Valve_1 . command (" Close "))
8 Test_1 . addExpectat ion ( Valve_1 . signal (" State ") . value (" Closed "))
9 Test_1 . run ()

10

11 Test_2 = createSequence ("Test 2")
12 Test_2 . addAction ( Tank_1 . command (" Pressure ") . value (1) )
13 Test_2 . addExpectat ion ( Valve_1 . signal (" State ") . value (" Closed "))
14 Test_2 . run ()
15

16 Test_3 = createSequence ("Test 3")
17 Test_3 . addAction ( Tank_1 . command (" Pressure ") . value (3) )
18 Test_3 . addExpectat ion ( Valve_1 . signal (" State ") . value (" Opened "))
19 Test_3 . run ()
20

21 closeLog ()
22

23 generat ionReport ()

Listing 4.1: Script-based test in� -app of test suite 1 from Table 4.1.

In this thesis, the SwTD for the LOX system has been scripted in� -app. The
script �le, comprising approximately 8000 rows of code, adheres to conventions of
being granulated, sequential, clear, and simple. It represents roughly 80% of the
total SwTD for the LOX system, encompassing all functional testing aspects. How-
ever, certain test cases in the SwTD are deemed unfeasible for making script-based
in � -app. For instance, one such case involves verifying the correctness of the image
displayed in the HMI. Other cases include verifying that the language in the HMI is
Swedish and that the image complies with HMI guidelines. While the automation
of these test cases is possible, it does not signi�cantly enhance the overall testing
process.

The automated testing of the LOX system identi�ed a previously known defect
and uncovered several ambiguities in the test speci�cation, which were subsequently
addressed. Once the defect is resolved, Saab Kockums will be able to rerun the com-
plete automated test suite to verify its successful execution. Furthermore, the test
scripts can be reused for future updates to the LOX system, though corresponding
modi�cations to the scripts will be required to ensure their continued applicability.

4.2 Falsi�cation of Simulation Models

This test automation variant involves the falsi�cation of simulation models for
systems in SCMS, e.g., control algorithms. A simulation model of the submarine
dynamics of A26 together with the hovering controller, cf. Section 2.1 has been used
as the system modelSHOV . The simulation model of the submarine dynamics has
been implemented as a separate system in SCMS. Thus, it is running in real time
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on the PLCs during falsi�cation. The hovering controller was already implemented
on the PLCs prior to this thesis.

The source code for the falsi�cation implementation has been scripted in� -app.
Thus, no academic tools for falsi�cation have been used, e.g., S-TaLiRo [77] and
Breach [78]. In the following, the details of the falsi�cation implementation forSHOV

will be detailed, which follows the framework presented in Section 2.2. Note that
the parameter values regarding characteristics of A26 are omitted for con�dential
reasons.

4.2.1 Simulator

In Figure 4.1, the black-box model forSHOV is observed.SHOV is a discrete-time
system de�ned for the time instancesk = 0; �t; 2�t; : : : ; T . The input signals x s

i
consist of the load forceFload, sea water density gradient" , and hover depth set-
point zsp;sub. From x s

i , the system modelSHOV generates the corresponding output
responsex s

o, which consists of the vertical depthzsub, and vertical speed_zsub.

Figure 4.1: Schematic diagram of the black-box model forSHOV .

4.2.2 Input Signal Generator

In this section, the three input signalsFload, " , and zsp;sub are described.

4.2.2.1 Load Force

The input signal load forceFload is generated using the staircase generator. The
rationale for using this input generator is to imitate a situation of loading or un-
loading the submarine. The varying input parameters for the staircase generator
are amplitude A load and delay� load, which are de�ned as:

A load 2 f x 2 R j � Fload,max � x � Fload,max g;

� load 2
�

x 2 N j
T
3

� x �
2T
3

�

;
(4.1)

whereFload,max is the maximum load change magnitude. The parameter base of the
staircase generator is set to zero and, thus, is not used as a decision variable in the
optimization problem. This lets zsub settle around zsp;sub in the simulation before
applying load changes to the submarine. The parameter period� load in the staircase
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generator depends on the amplitudeA load. The rationale for deriving � load this way
is a requirement regarding maximum load change magnitudeFload,max for a de�ned
time horizon Tload from the �rst load change is applied. Thus, the period� load is
de�ned as:

� load =
jA load j

Fload,max
Tload: (4.2)

The number of steps in the staircase generator is de�ned as:

m =

&
Tload

� load

'

: (4.3)

A staircase functionf sc is de�ned as:

f sc(k) = A load

m� 1X

j =0

� (k � � load � j � � load) (4.4)

where � (�) is the Heaviside step function. The input signalFload(k) is observed in
(4.5) and saturates according to the boundaries in the domain ofA load.

Fload(k) =

8
>><

>>:

f sc(k); if � Fload,max � f sc(k) � Fload,max

Fload,max ; if f sc(k) > F load,max

� Fload,max ; if f sc(k) < � Fload,max

(4.5)

4.2.2.2 Sea Water Density Gradient

The sinusoidal input generator has been used to generate the sea water density
gradient " input signal. The rationale for using this generator is to imitate the local
�uctuating density gradient in the sea due to changes in salinity, temperature, and
pressure. The varying input parameters for the sinusoidal generator are period� � ,
delay � � , and amplitudesA �; 1, and A �; 2, which are de�ned as:

� � 2
�

x 2 R j
T
30

� x � T
�

� � 2
�

x 2 R j 0 � x �
T
4

�

A �; 1; A �; 2 2
n
x 2 R j 0 � x � 2 � 10� 5

o
:

(4.6)

To describe a sinusoidal wave in the conventional way, the amplitudeA � and base
D � are de�ned as:

A � =
jA �; 1 � A �; 2j

2

D � =
A �; 1 + A �; 2

2
:

(4.7)

The input signal "(k) is de�ned as:

"(k) = D � + � (k � � � ) � A � � sin

 

2�
k � � �

� �

!

: (4.8)
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4.2.2.3 Hover Depth Setpoint

The input signal hover depth setpoint zsp;sub is generated using the constant
input generator with baseDsp;sub as parameter. The rationale for using this input
generator is that a constant hover depth setpoint is considered the most reasonable
use case for a hovering controller. The parameterDsp;sub is de�ned as:

Dsp;sub 2 f x 2 R j zsp,sub,min � x � zsp,sub,maxg; (4.9)

where zsp,sub,min and zsp,sub,max are minimum and maximum depth for hover depth
setpoint. The input signal zsp;sub(k) is de�ned as:

zsp;sub(k) = Dsp;sub: (4.10)

In summary, to generate the input signalsx s
i , there are seven input parameters

needed:A load, � load, � � , � � , A �; 1, A �; 2, and Dsp;sub.

4.2.3 Quantitative Semantics and Speci�cation

The speci�cation ' HOV is used to assess the behavior ofSHOV . This speci�cation
contains two requirements. The �rst requirement concerns the vertical deviation of
the submarine from the hover depth setpoint, which is not allowed to be more than
� 1 m. The second requirement restricts the vertical speed of the submarine not to
exceed� 2 m/s. The requirements are de�ned using the VBools comparison operator
as:

jzsub � zsp;subj � v � 1

j _zsubj � v � 2 :
(4.11)

At time instance k, ' HOV is de�ned with Max semantics as:

' HOV (k) : ( jzsub(k) � zsp;sub(k)j � v � 1) ^ Max (j _zsub(k)j � v � 2) : (4.12)

However, the evaluation of' HOV can be solely dependent on one of the require-
ments in (4.11). This derives from one of the requirements operating in a narrower
domain compared to the other. This behavior can be �xed with normalization.

Let us explain this behavior with an example. Assume� 1 = 50 m, � 2 = 10
m/s, zsub(k) = 960 m, zsp;sub(k) = 1000 m, and _zsub(k) = 1 m/s. This means the
submarine can deviate 10 meters further fromzsp;sub before falsifying the vertical
deviation requirement. Also, the submarine can increase the vertical speed by 9 m/s
before falsifying the speed requirement. In this example, the speci�cation' HOV is
evaluated to:

(> ; 10) ^ Max (> ; 9) = ( > ; 9):

This means that the speed requirement is closer to becoming falsi�ed than the
vertical deviation requirement, which is in absolute terms but not in relative terms.
This can be an issue when guiding the choice of the next set of input parameters to
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falsify ' HOV using optimization. To remedy this issue, the requirements in' HOV

are normalized based on their limits� 1 and � 2 as:

' HOV (k) =

 
jzsub(k) � zsp;sub(k)j

� 1
� v 1

!

^ Max

 
j _zsub(k)j

� 2
� v 1

!

: (4.13)

With the same example as above, the normalized' HOV is evaluated to:

(> ; 0:2) ^ Max (> ; 0:9) = ( > ; 0:2) :

This evaluation re�ects that the vertical deviation requirement is closer to being
falsi�ed than the speed requirement.

The normalized speci�cation' HOV was used in the falsi�cation implementation
for SHOV and must hold for all time instances over the interval[0; T]:

� Max ;[0;T ] ' HOV =
T̂

k=0
Max ' HOV (k) = hv; � i : (4.14)

The objective function f '
HOV is de�ned as:

f '
HOV =

8
<

:
� if v = >

� � if v = ? .
(4.15)

4.2.4 Parameter Selector

The falsi�cation of SHOV has been implemented with four di�erent methods to
search for input parameters: HCR, LSF, vanilla BO, and TuRBO. For all methods,
the maximum number of simulations is 256.

4.2.4.1 Hybrid-Corner-Random

The implementation of HCR has followed the pseudocode in Algorithm 1. The
HCR method starts with a corner point in the search spaceX , and the next point
is a random uniformly sampled point fromX . It switches between the corners and
random points until the maximum number of simulations, 256 here, is reached or
a falsi�ed point is found. The number of corners is27 = 128 since there are seven
input parameters. Thus, all corner points will be evaluated if no falsi�ed point is
found.

4.2.4.2 Line-Search Falsi�cation

The implementation of LSF has largely followed the pseudocode from Algorithm
2. Three algorithm adjustments have been made to better suit the falsi�cation
problem in this thesis.

The function H1 in Algorithm 2 has been adjusted. The updatedH1 is observed
in Algorithm 4. The �rst adjustment concerns the comparison operator for the if-
statement in line 2, where the operator is� , instead of < as in Algorithm 2. Let
us motivate this adjustment with an example in 2D that considers the line-search
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Algorithm 4 Updated H1

1: function H1(x; xold)
2: if f ' (xold) � f ' (x) then
3: x  the point xnew with lowest objective function value of the last call to
4: FalsifyLine
5: end if

of the function in (4.16). One characteristic of this function is that the objective
function value continuously decreases in all directions from the origin (except for
the trivial case when eitherx1 or x2 is zero).

f (x1; x2) = �j x1 � x2j + 0:2

x1; x2 2 f x 2 R j � 1 � x � 1g
(4.16)

Lets assumexL , xM , and xR have been generated according to the line in Figure
4.2. The pointsxL , xM , and xR are located at(� 1; � 1), (� 0:2; � 0:2), and (1; 1), re-
spectively. After two iterations of the function FalsifyLine , the points xnew;1 and
xnew;2 have been generated and evaluated. Since the objective functionf continu-
ously decreases in all directions from the origin, evaluating pointsxnew along the line
will never yield a lower objective function value than the corner points of the search
space. Thus,x will never be updated in the functionFalsifyLine . As a result, x
will get stuck at the current location since the condition for the if-statement inH1
from Algorithm 2 will never be satis�ed. To remedy this behavior, the comparison
operator for the if-statement was changed.

The second adjustment is in line 3 in Algorithm 4. Here,x is assigned thexnew

that had the lowest objective function value from the last call ofFalsifyLine .
Hence,x is not considered to be assigned any of the pointsxL , xM , and xR . This
is to avoid getting stuck in local minima, particularly if those are located at the
boundaries of the search space.

The third adjustment of the LSF method concerns the generation of the random
direction vector in line 26 of Algorithm 2. In this thesis, the random direction vector
is de�ned as:

d = r � v (4.17)

where:
r � U (
)


 = f x 2 Rn j � 1 � x i � 1; x i 6= 0g

v 2 f x 2 Rn j x i = ui � l i g; for i = 1; : : : ; n:

(4.18)

Each element of the random direction vector is a non-zero random number between
-1 and 1 multiplied by the width of the corresponding input parameters' search
space. Scaling the random direction vector prevents the bias of being more likely
to generate lines almost parallel to the dimensions with the smallest width in the
search space. Figure 4.3 shows an example of this bias. In Figure 4.3a, the random
direction vector is generated as[1; 1], according to Algorithm 2. In Figure 4.3b,
the random direction vector is[1; 1] multiplied element-wise with v, according to
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Figure 4.2: An example of line-search forf (x1; x2) = �j x1 � x2j + 0:2.

(4.17).
The maximum number of iterations without improvement for a single line in

FalsifyLine is set to 5. Let us motivate this choice with an example. AssumexM

andxR are arbitrary corner points in the search space. Furthermore, in each iteration
of FalsifyLine , the algorithm generates a new point closer toxR . The objective
function values for the new points are higher than forxR . When the function
FalsifyLine terminates, the line-search algorithm has traveled100� 100=25 =
96:875 % of the distance of the original line segment betweenxM and xR . This
reach was considered su�cient in the trade-o� between exploring a line su�ciently
but not exploring too much on lines that do not generate points with low objective
function values.

In the function SelectPoints (x), the parametersk and j were assigned the
values7 and 4, respectively. Hence, the end of one line segment is a corner point,
and the end of the other line segment is on the boundary for at least half of the
dimensions.

4.2.4.3 Vanilla Bayesian Optimization

The implementation of BO adheres to the pseudocode outlined in Algorithm
3. For clarity and distinction from TuRBO, this speci�c implementation is termed
'vanilla BO,' representing the conventional and widely-used version of BO. The
squared-exponential kernel is used to de�ne the covariance function. The acquisition
function is de�ned as LCB. The parameter
 has been de�ned with the well-known
formulation used in practice [79],
 =

q
0:125log(2N + 1) , whereN is the maximum

number of simulations. To build the initial surrogate model,2� n number of samples
is used, cf. [46], wheren is the number of input parameters.
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(a) Generating random direction vector
without scaling.

(b) Generating random direction vector
with scaling.

Figure 4.3: Examples of generating the random direction vector using di�erent
algorithms.

4.2.4.4 Trust Region Bayesian Optimization

The implementation of TuRBO has primarily followed the pseudocode in Algo-
rithm 3, except for substituting vanilla BO for TuRBO. The implementation is based
on the code release for the TuRBO method published in [53]. The Matérn kernel is
used to de�ne the covariance function. The acquisition function is de�ned as TS. To
build the initial surrogate model, 2 � n number of samples is used, as recommended
by [53].

4.3 Falsi�cation of Functionality in Ship Systems

This test automation variant involves falsi�cation of the functionality for ship
systems in the SCMS. This variant has been applied to perform automated testing
of the software in the LOX system, which runs in real time on the PLCs. The source
code for the falsi�cation implementation has been scripted in� -app.

Saab Kockums has documentation (SwDD) for the ship systems that corresponds
to a software design description presented in the IEEE standard [80]. The SwDD
for the LOX system was used to establish the falsi�cation problem, such as de�ning
system modelSLOX , search spaceXLOX , and speci�cation ' LOX . However, since the
LOX system developed for the A26 submarine is con�dential, all details regarding
the actual LOX system are omitted from the report. Instead, a simpli�ed �ctive
system modelSSYS , with its search spaceXSYS and speci�cation ' SYS will be used to
explain the implemented falsi�cation of the functionality. Nevertheless, the essence
of the implemented falsi�cation for the actual LOX system will be clear.
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4.3.1 Fictive System Model

The schematics of the �ctive system modelSSYS is observed in Figure 4.4. The
system model includes three valves (V1, V2, V3), one heaterH , one LOX tank L, one
pump P, and one pressure gaugeG. Each component can be considered as a black
box with inputs and outputs. An operator can manipulate some components by
sending commands to SCMS through the HMI. In the following, the functionality
of the components inSSYS will be detailed.

Figure 4.4: Schematic diagram of �ctive system modelSSYS .

The valve V1 can either be opened or closed. An operator cannot open or close
the valve manually since its state is controlled automatically by the SCMS. Thus,
the state of V1 solely depends on internal logic in the SCMS. The valveV1 has no
operator input but output de�ned as:

V1;out,state 2 f Opened; Closedg (4.19)

where Opened and Closed correspond to whether the valve is opened or closed.
The valvesV2 andV3 can either be opened or closed, and their states are controlled

automatically by the SCMS. These valves can also be opened or closed through
manual commands sent by an operator. Thus, the inputs to the valvesV2 and V3

are de�ned as:

V2;in,mode ; V3;in,mode 2 f Open; Closeg (4.20)

where Open and Close correspond to the manual commands an operator sends to
open or close the valves. The outputs from the valvesV2 and V3 are de�ned as:

V2;out,state ; V3;out,state 2 f Opened; Closedg: (4.21)

However, due to interlocks in the SCMS, the commands from the SCMS override
the commands from the operator under certain circumstances. For example, if the
SCMS sends the command Close to the valves, the valves are closed, even if the
command Open is sent from the operator.

The LOX tank L contains a liquid form of molecular oxygen. The pressure in the
LOX tank can be changed in the SCMS testing environment. Note that an operator
does not change this pressure; it is a simulated pressure change for testing purposes.
The pressure is changed to see that the functions in the SCMS that depend on the
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pressure in the LOX tank work properly. Thus, the input toL is the tank pressure
de�ned as:

L in,p 2 f x 2 R j 0 < x � pmax g (4.22)

wherepmax is the maximum simulated pressure inL. The output from L is the tank
pressure de�ned as:

Lout,p 2 f x 2 R j 0 < x � pmax g (4.23)

i.e., Lout,p copies the value ofL in,p .
The pressure gaugeG measures the pressure after valveV2 and does not take any

inputs from the operator. The output from G is the pressure de�ned as:

Gout, p 2 f x 2 R j 0 < x � pmax g: (4.24)

The heaterH and pump P are controlled automatically by the SCMS and have
the states On and O�. An operator can also start and stopH and P. Due to
interlocks, the commands from SCMS override the commands from the operator.
The inputs to H and P are de�ned as:

H in,mode ; Pin,mode 2 f Start; Stopg (4.25)

where Start and Stop correspond to the manual commands an operator sends to
start or stop the heater and pump. The outputs fromH and P are de�ned as:

Hout,state ; Pout,state 2 f On; O� g (4.26)

where On and O� correspond toH and P being turned on or o�.
The input and output sets for the components inSSYS are observed in (4.27).

The components inSSYS and their inputs and outputs are summarized in Table 4.2.

A = f Open; Closeg

B = f Opened; Closedg

C = f x 2 R j 0 < x � pmax g

E = f Start; Stopg

F = f On; O� g

(4.27)

Table 4.2: Inputs and outputs for the components inSSYS .

Component Input Output

V1 V1;out,state 2 B

V2 V2;in,mode 2 A V2;out,state 2 B

V3 V3;in,mode 2 A V3;out,state 2 B

L L in,p 2 C Lout, p 2 C

G Gout, p 2 C

H H in,mode 2 E Hout,state 2 F

P Pin,mode 2 E Pout,state 2 F
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The search spaceXSYS is de�ned as:

XSYS = f x 2 a space with 5 dimsj x1 2 A ; x2 2 A ; x3 2 C; x4 2 E; x5 2 Eg:
(4.28)

4.3.2 Simulator

In Figure 4.5, the black-box model forSSYS is observed.SSYS is a discrete-time
system de�ned for the time instancesk = 0; �t; 2�t; : : : ; T . The input x s

i consists
of the �ve signals: V2;in,mode , V3;in,mode , L in,p, H in,mode , and Pin,mode . From x s

i , the
system modelSSYS generates the corresponding output responsex s

o, which consists
of the seven outputs: V1;out,state , V2;out,state , V3;out,state , Lout, p, Gout, p, Hout,state , and
Pout,state .

Figure 4.5: Schematic diagram of the black-box model forSSYS .

4.3.3 Input Signal Generator

All the input signals for SSYS are generated using a variant of the staircase gen-
erator. An example of this input signal generator adapted for categorical variables
is observed in Figure 4.6. The input signalxs

i can be parameterized bydelay, state0

and state1, which for example can be de�ned as:

state0; state1 2 A :

The rationale for using this input generator is a simple implementation where the
input signal switches from one distinct value to another.

4.3.4 Quantitative Semantics and Speci�cation

To assess the behavior ofSSYS , the speci�cation ' SYS is used, which is observed
in Table 4.3. Note, � i for i = 1; : : : ; 7 corresponds to an arbitrary real number.
Furthermore, ^ will be considered as shorthand for̂ + , i.e., additive semantic is
used.

The speci�cation ' SYS is ful�lled if the speci�cations ' j
SYS for j = 1; : : : ; 7 all are

ful�lled. The speci�cation ' 1
SYS is ful�lled if the following is true: if the pressure

in the LOX tank Lout, p is above a threshold� 1, then the valve V1 is opened, and if
Lout, p is below� 2, then V1 is closed. The speci�cation' 2

SYS is ful�lled if the following
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Figure 4.6: The parameterization technique used to generate input signals with
categorical variables forSSYS .

is true: if Lout, p is between� 3 and � 4, then V2 can be opened and closed through
the HMI. The speci�cation ' 3

SYS has similar logic as in' 1
SYS , but for the valve V2.

The speci�cation ' 4
SYS is ful�lled if the following is true: if V2 is opened, then the

heater H is running, and if V2 is closed, thenH is not running. The speci�cation
' 5

SYS has similar logic as in' 2
SYS but for the valve V3 and pressure gaugeG. The

speci�cation ' 6
SYS has similar logic as in' 1

SYS , but for V3 and pressure gaugeG.
The speci�cation ' 7

SYS is ful�lled if the following is true: if Gout, p is below� 7 and V3

is opened, then the pumpP is running, and if V3 is closed, thenP is not running.
Note, the speci�cations' j

SYS for j = 1; : : : ; 7 have variables that are de�ned us-
ing categorical variables. Also, the speci�cations have logical operators not de�ned
using VBools, e.g., material conditional. Thus, calculating the distance to the spec-
i�cations being falsi�ed according to (2.12) is impossible. Hence, standard values
were used to estimate the distance for falsi�ed speci�cations. For example, if spec-
i�cation ' 1

SYS is ful�lled at a certain time instance, its robustness value is 1. On
the other hand, if the speci�cation is not ful�lled at a time instance, its robustness
value is -1.

The speci�cation ' SYS was used in the falsi�cation implementation forSSYS and
must hold for all time instances over the interval[0; T]:

� + ;[0;T ] ' SYS =
T̂

k=0
+ ' SYS (k)# 0�t = hv; � i : (4.29)

The objective function f '
SYS is de�ned as:

f '
SYS =

8
<

:
� if v = >

� � if v = ? .
(4.30)

4.3.5 Parameter Selector

Due to the dynamics of the system modelSLOX with most of the inputs and
outputs de�ned with categorical variables, optimization-based methods were con-
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Table 4.3: Speci�cation ' SYS for the �ctive system model SSYS .

Speci�cation VBools Formula

' SYS ' 1
SYS ^ ' 2

SYS ^ ' 3
SYS ^ ' 4

SYS ^ ' 5
SYS ^ ' 6

SYS ^ ' 7
SYS

' 1
SYS ((Lout, p > � 1) �! (V1;out,state = Opened)) ^ ((Lout, p < � 2) �!

(V1;out,state = Closed))

' 2
SYS (( � 3 < L out, p < � 4) ^ (V2;in,mode = Open) �! (V2;out,state =

Opened)) ^ (( � 3 < L out, p < � 4) ^ (V2;in,mode = Close) �!
(V2;out,state = Closed))

' 3
SYS ((Lout, p � � 3) �! (V2;out,state = Opened)) ^ ((Lout, p �

� 4) �! (V2;out,state = Closed))

' 4
SYS ((V2;out,state = Opened) �! (Hout,state =

On)) ^ ((V2;out,state = Closed) �! (Hout,state = O� ))

' 5
SYS (( � 5 < G out, p < � 6) ^ (V3;in,mode = Open) �! (V3;out,state =

Opened)) ^ (( � 5 < G out, p < � 6) ^ (V3;in,mode = Close) �!
(V3;out,state = Closed))

' 6
SYS ((Gout, p � � 5) �! (V3;out,state = Closed)) ^ ((Gout, p � � 6) �!

(V3;out,state = Opened))

' 7
SYS ((( Gout, p < � 7) ^ (V3;out,state = Opened)) �! (Pout,state =

On)) ^ ((V3;out,state = Closed�! (Pout,state = O� ))

sidered inappropriate for this falsi�cation problem. It makes no sense to guide the
falsi�cation process when the objective function evaluates to a number that does
not correctly estimate the distance to the speci�cation being falsi�ed. Thus, the
optimization-free method HCR was chosen. The implementation of HCR has fol-
lowed the pseudocode in Algorithm 1.

The implementation of falsi�cation for the LOX system has been performed with
1000 simulation runs. Let us assume that 50 components in the LOX system have
binary inputs, i.e., accepting signals with two distinct values. Then,251 simulation
runs are needed to explore all corner points using HCR. Thus, a small fraction (<
0.1%) of all corner points have been tested with this implementation.
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5
Results

This chapter presents the outcomes addressing the research questions. Section
5.1 details the developed automated testing system for the SCMS, serving as the
response to RQ1. The impact of this system on testing activities at Saab Kockums
is explored in Section 5.2 by the study of RQ2. Section 5.3 presents the response
to RQ3, outlining suggested enhancements to the falsi�cation framework. The com-
parison of various test-generation methods for falsi�cation of the hovering controller
is presented in Section 5.4, corresponding to the �ndings for RQ4.

5.1 RQ1 - Tools and Methods for Automated Test-
ing of Ship Control and Monitoring System

The outcome of this research question is the automated testing system for the
SCMS. AuTS encompasses three distinct forms of test automation for the SCMS.
The �rst variant entails the conversion of manual test procedures into script-based
testing. The second variant involves the falsi�cation of simulation models. The
third variant focuses on testing the functionality of ship systems through the use
of falsi�cation. A comprehensive description of the technical solution is provided in
Chapter 4.

5.2 RQ2 - E�ects of Automated Testing System
for Ship Control and Monitoring System

This section explores the impact of AuTS on testing activities at Saab Kockums,
drawing insights from the semi-structured interviews conducted with the partici-
pants listed in Table 3.2. The results are classi�ed into two groups: the �rst encom-
passes outcomes linked to the �rst variant of AuTS (Section 5.2.1), while the second
addresses the second and third variants (Section 5.2.2).

5.2.1 Scripting Software Test Descriptions

This section presents results regarding the attributes of the �rst AuTS variant:
applicability, quality, productivity, and usability.
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5.2.1.1 Applicability

Converting manual test procedures into script-based testing received recognition
from both participants, who agreed that this variant is suitable for testing the SCMS.

Both participants are working with systems in the SCMS that frequently need
to be regression tested, where automated tests are lacking. Thus, the approach
to automate the execution of today's SwTDs is highly appreciated. The systems
engineer concluded about the applicability of this variant of AuTS:

� I think scripting SwTDs would �t all systems and many but not all
tests. The way the LOX system's SwTD has been implemented is
a suitable level. This should be implemented for all systems (with
some exceptions) so that regression testing can be performed when
changes have been implemented to ensure SUT stil l passes testing.�

Systems engineer

On the contrary, both participants were skeptical about entirely replacing the
manual testing of today with this test automation variant. During manual test-
ing, functionality that behaves correctly according to SwTD but is not working as
intended can be identi�ed. For example, the Swedish Defence Materiel Adminis-
tration (customer of A26) has given feedback during manual testing concerning the
behavior of a system where some functionality is missing or implemented incorrectly.
These �ndings were never identi�ed when reviewing the documents. Likewise, it is
di�cult to identify these �ndings when performing script-based testing of SwTDs.
Thus, both participants believe Saab Kockums still needs to perform some testing
of the SCMS manually.

5.2.1.2 Quality and Productivity

Both participants agreed that script-based execution of SwTDs may boost the
productivity and quality of the testing activities. It takes time to write the test
scripts, but most systems are tested frequently, so using a script will save e�ort and,
thus, costs in the long run. Furthermore, when script-based testing of a system
exists, the testing can be executed more frequently than manual approaches. As a
result, it is more likely to �nd errors in the code early in the development process
when the error is straightforward to �x. The software engineer elaborated on the
productivity and quality advantages of this variant of AuTS:

� Usually, when we regression test systems manually, we analyze the
entire SwTD to �gure out which test steps are a�ected and need to
be regression tested. It would be less time-consuming just to run
the entire script automatically. Also, for the manual testing, some
parts of the test speci�cation might be a�ected that were missed and
never regression tested. �

Software engineer
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As long as the testing script is reviewed and works as intended, there is not much
room for errors in the test execution. This can be compared to the manual testing
approach, where the participants point out that the testing can be tedious, which
increases the risk of human errors. However, the software engineer emphasizes the
importance of reviewing testing scripts so they behave as intended:

� The scripts need to be reviewed thoroughly . . . it is important to
make sure the check mark for a passed test is indeed correct. �

Software engineer

5.2.1.3 Usability

Writing a script-based test has to be straightforward and unambiguous. Fur-
thermore, a test step must be easily added to a script without breaking the whole
structure. The script-based tests can be written incrementally, which is suitable
since Saab Kockums possesses many SwTDs that can be updated with new tests.
The software engineer concluded the following of scripting SwTDs for more systems:

� Now that we have a script for the LOX system implemented already,
we have a base, and from what I have seen, it is not that di�cult
to create new scripts for other systems. �

Software engineer

AuTS generates documents that present the test results, where it is clear what
test cases failed. It is also possible to investigate what failed in the test cases. The
software engineer summarized how test results are presented:

� To get the results from the executed test is simple and straightfor-
ward. �

Software engineer

5.2.2 Falsi�cation

This section presents results regarding the attributes of the second and third
variants of AuTS: applicability, quality, productivity, and usability.

5.2.2.1 Applicability

Both participants deemed the falsi�cation framework useful for functions in SCMS
where simulation models exist. The software engineer agreed that optimization
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might help �nd di�cult inputs for their simulation models since the worst-case in-
puts might be di�cult to know precisely. The systems engineer elaborated on the
applicability of falsi�cation:

� For our more complex functions, e.g., controllers and autopilots,
falsi�cation could be helpful to identify the situations (where in the
input space) that should be focused to test during set to work or
veri�cation period to ensure that the controller can handle the most
di�cult situations. �

Systems engineer

The software engineer considered the falsi�cation framework applicable for test-
ing functionality of ship systems, but in another way compared to the proposed
implementation in this thesis. First and foremost, the software engineer explains
that the state explosion problem that arises when using the proposed implementa-
tion of falsi�cation for ship systems might pose di�culties. This is because there
are a lot of di�erent components in a ship system, where each component has a lot
of di�erent states. However, the software engineer proposes to test each component
type, e.g., a standardized valve, using falsi�cation with HCR.

5.2.2.2 Quality and Productivity

The participants held opposing viewpoints on the productivity gains of using the
falsi�cation method for the simulation models. The software engineer deemed that
falsi�cation can save time and e�ort in testing simulation models since optimization
speeds up searching for di�cult inputs. The systems engineer discussed falsi�cation
for their simulation models as:

� If we use it, it would be because it would be interesting for us engi-
neers, i.e., not save time or cost compared to not using it. �

Systems engineer

5.2.2.3 Usability

According to both participants, establishing a falsi�cation environment for a com-
plex simulation model is di�cult, which may restrict the usage of falsi�cation in the
testing of the SCMS.

5.3 RQ3 - Improvements for Falsi�cation Meth-
ods

The outcome of this research question is based on the implementation of LSF
for the hovering controller. The LSF framework has been adjusted to improve the
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testing performance in this thesis, but the adjustments are considered applicable
in the general case of LSF. Section 4.2.4.2 comprehensively describes the technical
solution.

5.4 RQ4 - Performance of Test-Case Generation
Methods in Falsi�cation

In this section, we present simulation results obtained through the falsi�cation of
the system modelSHOV as detailed in Section 4.2. The falsi�cation process employs
various test-case generation methods, including HCR, LSF, vanilla BO, and TuRBO.

To summarize the numerical results from the falsi�cation, the testing of A26's
hovering controller demonstrated consistent and reliable performance across all test
scenarios. The system e�ectively maintained hovering within the prede�ned limit
values in every instance, ensuring operational stability. These results con�rm the
reliability and e�ectiveness of the hovering controller in meeting the operational
requirements for submarine stability.

5.4.1 Hybrid-Corner-Random Falsi�cation

In Figure 5.1, the simulation results for the HCR falsi�cation are observed. The
seven input parameters are observed in Figures 5.1a-5.1g. The robustness values are
observed in Figure 5.1h. The x-axis represents the simulation runs in chronological
order, i.e., from the �rst to the last (256th) simulation run. The y-axis represents
the value for the input parameters and robustness value. The domain boundaries for
the input parameters are observed in the �gures. The input parameters are sampled
as expected for the HCR method, with half of the points on the boundaries and
half uniformly sampled from their domain. The robustness values are distributed
relatively uniformly.

The meanf ' (x s), median Med(f ' (x s)) , and standard deviation� (f ' (x s)) for the
robustness values are observed in Table 5.1. The median and mean of the robustness
values are almost equal, which can indicate that the robustness values are close to
uniformly distributed. This is con�rmed in Figure 5.1h. Furthermore, the minimum
robustness value and the corresponding input parameters generating this value are
observed in Table 5.1. The minimum robustness value is found at a corner point
with the following characteristics: the sine wave for the sea water density gradient
has maximum amplitude, minimum delay, and minimum period; the hover depth
setpoint is the minimum value, i.e., closest to the water surface; the load force is
maximum amplitude with minimum delay, i.e., a single step of maximum load as
early as possible.
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Table 5.1: Statistical measures for 256 simulations with HCR.

Type Value

f ' (x s) 0.4892

Med(f ' (x s)) 0.4869

� (f ' (x s)) 0.1477

min f ' (x s) 0.0802

argmin f ' (x s)

8
>>>>>>>>>>>>>><

>>>>>>>>>>>>>>:

A �; 1 = 0

A �; 2 = 2 � 10� 5

� � = T
30

� � = 0

Dsp;sub = zsp,sub,min

� load = T
3

A load = Fload,max

(a) Amplitude for a sinusoidal signal rep-
resenting sea water density gradient.

(b) Amplitude for a sinusoidal signal rep-
resenting sea water density gradient.

Figure 5.1: Falsi�cation results for 256 simulations with HCR.
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(c) Period for a sinusoidal signal repre-
senting sea water density gradient.

(d) Delay for a sinusoidal signal repre-
senting sea water density gradient.

(e) Base for a constant signal represent-
ing hover depth setpoint.

(f) Delay for staircase signal representing
load force.

(g) Amplitude for staircase signal repre-
senting load force. (h) Robustness values for HCR.

Figure 5.1: Falsi�cation results for 256 simulations with HCR.
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5.4.2 Line-Search Falsi�cation

Figure 5.2 shows the simulation results for the LSF. The seven input parameters
are observed in Figures 5.2a-5.2g. The LSF method frequently explores points with
low values forDsp;sub and high values forA load and � load. There is no distinct trend
for the other input parameters. The robustness values are observed in Figure 5.2h,
which have a skew towards higher values, and lower values are found over time.
Thus, LSF may learn to �nd lower robustness values.

The meanf ' (x s), median Med(f ' (x s)) , and standard deviation� (f ' (x s)) for the
robustness values are observed in Table 5.2. The median is lower than the mean,
which can indicate that the robustness values are skewed toward higher values, as
con�rmed above. Furthermore, the minimum robustness value and the correspond-
ing input parameters generating this value are observed in Table 5.2. The minimum
robustness value is found at a point with the following characteristics: the sine wave
for the sea water density gradient oscillates around low parameter values, has high
delay, and medium period; the hover depth setpoint is close to the minimum pa-
rameter value; the load force is close to maximum amplitude with high delay, i.e.,
almost a single step of maximum load as late as possible.

Table 5.2: Statistical measures for 256 simulations with LSF.

Type Value

f ' (x s) 0.4318

Med(f ' (x s)) 0.4109

� (f ' (x s)) 0.1214

min f ' (x s) 0.1872

argmin f ' (x s)

8
>>>>>>>>>>>>>><

>>>>>>>>>>>>>>:

A �; 1 = 4:3241� 10� 6

A �; 2 = 3:7488� 10� 7

� � = 0:2362T

� � = 0:2270T

Dsp;sub = 1:0002zsp,sub,min

� load = 0:6614T

A load = 0:9960Fload,max
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(a) Amplitude for a sinusoidal signal rep-
resenting sea water density gradient.

(b) Amplitude for a sinusoidal signal rep-
resenting sea water density gradient.

(c) Period for a sinusoidal signal repre-
senting sea water density gradient.

(d) Delay for a sinusoidal signal repre-
senting sea water density gradient.

(e) Base for a constant signal represent-
ing hover depth setpoint.

(f) Delay for staircase signal representing
load force.

Figure 5.2: Falsi�cation results for 256 simulations with LSF.
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(g) Amplitude for staircase signal repre-
senting load force. (h) Robustness values for LSF.

Figure 5.2: Falsi�cation results for 256 simulations with LSF.

5.4.3 Vanilla Bayesian Optimization Falsi�cation

In Figure 5.3, the simulation results for the vanilla BO falsi�cation are observed.
The seven input parameters are observed in Figures 5.3a-5.3g. The BO method is
not able to generalize optimal parameter values forA �; 1, A �; 2, and Dsp;sub. For � �

and � load, BO generalizes optimal values to be located in the lower and upper half
of the domains, respectively. Optimal values for� � and A load are identi�ed to be
located close to the lower and upper boundaries of the domains, respectively. The
robustness values are observed in Figure 5.3h, where lower robustness values are
found over time.

The mean f ' (x s), median Med(f ' (x s)) , and standard deviation � (f ' (x s)) for
the robustness values are observed in Table 5.3. The median is lower than the
mean, which can indicate that the robustness values are skewed towards higher
values. This is con�rmed in Figure 5.3h. Furthermore, the minimum robustness
value and the corresponding input parameters generating this value are observed in
Table 5.3. The minimum robustness value is found at a point with the following
characteristics: the sine wave for the sea water density gradient oscillates around
low parameter values, has low delay, and low period; the hover depth setpoint is
around 20% deeper compared to the minimum parameter value; the load force is
close to maximum amplitude with relatively high delay, i.e., almost a single step of
maximum load applied late in the simulation.
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Table 5.3: Statistical measures for 256 simulations with vanilla BO.

Type Value

f ' (x s) 0.4431

Med(f ' (x s)) 0.4249

� (f ' (x s)) 0.0997

min f ' (x s) 0.2285

argmin f ' (x s)

8
>>>>>>>>>>>>>><

>>>>>>>>>>>>>>:

A �; 1 = 4:9647� 10� 6

A �; 2 = 9:5838� 10� 6

� � = 0:1393T

� � = 0:0799T

Dsp;sub = 1:2143zsp,sub,min

� load = 0:5693T

A load = 0:9524Fload,max

(a) Amplitude for a sinusoidal signal rep-
resenting sea water density gradient.

(b) Amplitude for a sinusoidal signal rep-
resenting sea water density gradient.

Figure 5.3: Falsi�cation results for 256 simulations with vanilla BO.
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(c) Period for a sinusoidal signal repre-
senting sea water density gradient.

(d) Delay for a sinusoidal signal repre-
senting sea water density gradient.

(e) Base for a constant signal represent-
ing hover depth setpoint.

(f) Delay for staircase signal representing
load force.

(g) Amplitude for staircase signal repre-
senting load force. (h) Robustness values for vanilla BO.

Figure 5.3: Falsi�cation results for 256 simulations with vanilla BO.
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5.4.4 Trust Region Bayesian Optimization Falsi�cation

In Figure 5.4, the simulation results for the TuRBO falsi�cation are observed.
The seven input parameters are observed in Figures 5.4a-5.4g. It can be seen that
the algorithm has a signi�cant event at around 150 simulation runs when current
TRs are discarded, and new TRs are initialized. Before and after this signi�cant
event, the TuRBO method focuses on parameter values in an interval of1=4 of the
span of the domain forA �; 1, A �; 2, � � , Dsp;sub, and A load. For � load and � � , the TuRBO
method focuses on parameter values that are separated by a distance greater than
1=4 of the span of the domain. The TuRBO method seems to �nd optimal parameter
values forA load after 20 simulation runs. This can be compared to all other input
parameters, where around 50 simulation runs are necessary. The robustness values
are observed in Figure 5.4h, where lower robustness values are found over time, both
before and after the signi�cant event.

The meanf ' (x s), median Med(f ' (x s)) , and standard deviation� (f ' (x s)) for the
robustness values are observed in Table 5.4. The median is higher than the mean,
which can indicate that the robustness values are skewed towards lower values.
However, by investigating the robustness values in Figure 5.4h before and after the
signi�cant event separately, it can be observed that both segments are skewed toward
higher values. Furthermore, the minimum robustness value and the corresponding
input parameters generating this value are observed in Table 5.4. The minimum
robustness value is found at a point with the following characteristics: the sine wave
for the sea water density gradient oscillates in the upper half of the domain, has low
delay, and low period; the hover depth setpoint is around 108% deeper compared
to minimum parameter value; the load force is close to maximum amplitude with
medium delay, i.e., almost a single step of maximum load applied at about half time
of the simulation.

Table 5.4: Statistical measures for 256 simulations with TuRBO.

Type Value

f ' (x s) 0.3745

Med(f ' (x s)) 0.3849

� (f ' (x s)) 0.1312

min f ' (x s) 0.1089

argmin f ' (x s)

8
>>>>>>>>>>>>>><

>>>>>>>>>>>>>>:

A �; 1 = 1:04� 10� 5

A �; 2 = 1:57� 10� 5

� � = 0:0738T

� � = 0:0561T

Dsp;sub = 2:0836zsp,sub,min

� load = 0:4314T

A load = 0:9991Fload,max
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(a) Amplitude for a sinusoidal signal rep-
resenting sea water density gradient.

(b) Amplitude for a sinusoidal signal rep-
resenting sea water density gradient.

(c) Period for a sinusoidal signal repre-
senting sea water density gradient.

(d) Delay for a sinusoidal signal repre-
senting sea water density gradient.

(e) Base for a constant signal represent-
ing hover depth setpoint.

(f) Delay for staircase signal representing
load force.

Figure 5.4: Falsi�cation results for 256 simulations with TuRBO.
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(g) Amplitude for staircase signal repre-
senting load force. (h) Robustness values for TuRBO.

Figure 5.4: Falsi�cation results for 256 simulations with TuRBO.

73



5. Results

74



6
Discussion

This chapter delves into an analysis of the �ndings presented in Chapter 5, re-
�ecting on how the �ndings of the thesis are either in keeping with the research of
others or how these results di�er from those of others. Following this, the thesis
explores the social and ethical dimensions associated with conducting research in
the military industry.

6.1 RQ1 - Tools and Methods for Automated Test-
ing of Ship Control and Monitoring System

An automated testing system has employed tools and methods suitable for the
SCMS. AuTS was created by adhering to functional and qualitative requirements
derived from recognized demands, challenges, and opportunities. This development
yielded an automated testing system encompassing three distinct variants of test
automation.

While �guring out how to bring together various tools and methods for the au-
tomated testing system, some patterns were noticed along the way.

ˆ Length of test steps.The number of actions (e.g., open valve) and expectations
(e.g., observing the state of the valve) that are executed in a test step should
be kept to a minimum, i.e., promote granularity of the test scripts. This
principle prevents that race condition [81] takes place. It also facilitates test
scripts' reusability, as numerous test cases often replicate similar patterns or
share common subsets of test steps that can be e�ciently reused across test
cases.

ˆ Simplicity of the structure. The test scripts should be composed of test cases
with clarity and simplicity, utilizing sequential steps. This principle facilitates
the coexistence of test scripts and SwTDs, e.g., increased clarity as they follow
the same structure.

ˆ Test automation for repetitive tasks.Test automation achieves its best value
when performed on repetitive tasks as it accelerates manual work. Automation
is possible for non-repetitive tests, e.g., verifying that an HMI image has been
reviewed for compliance with HMI guidelines, but it does not add value to the
process. Executing such non-repetitive tests independently of the automated
tests is advisable to reduce overall test complexity.

ˆ Centralized testing system.Uni�cation amongst di�erent types of testing and
applications is one of the core ideas of AuTS. Previously, the manual testing
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of the SCMS was performed in several applications. However, unifying the
testing in a centralized testing system o�ers e�ective means to systemize and
organize all types of testing within� -app.

In the transition to automated testing, it was decided to centralize the testing
around � -appsince a toolbox required for test automation was already implemented
for this application. Thus, it was necessary to adapt the testing environment to
enable the execution of all desired tests in� -app that were previously not performed
in this application. Centralizing AuTS around � -apppresents a limitation regarding
extensibility with other applications. The diminished extensibility is attributed to
the insu�cient emphasis on designing interfaces that facilitate the integration of the
automated testing system with other applications.

The proposed solution in this thesis is established on a Python-based toolbox.
This is similar to what has been found in previous research, e.g., [31] and [34], where
the Python-based Robot Framework was used. On the contrary, a di�erence between
this thesis and previous research regards the dependence on in-house tools. AuTS
is primarily based on in-house tools at Saab Kockums, e.g.,� -app. In contrast, the
researchers in [31] and [38] use open-source or commercial tools for implementing
test automation. In-house tools restrict the generalizability of the solution outside
the case company. However, the need for in-house tools at Saab Kockums may
partly be explained by the long product life cycles in the naval defense industry.
The longer the product life cycles are, the more exposed the manufacturer is to
depend on end-of-life tools that stop being supported by suppliers.

In previous research on automated testing for PLC-based systems, the focus was
to implement test automation directly in IDEs dedicated to PLC development. For
instance, in [42], the authors use test automation tools compatible with the IDE
Codesys. On the contrary, in this thesis, PLC-based systems are tested using tools
not dedicated to IDEs in PLC development. However, one fundamental di�erence
is the focus of implementation-based testing in [42], whereas this thesis focuses on
speci�cation-based testing. It is reasonable that dedicated PLC tools are needed for
implementation-based testing, and more general tools can be used for speci�cation-
based testing.

Simulation models can replicate a lot of the dynamics in real systems. However,
the simulation models rarely tell you everything. Thus, falsi�cation was imple-
mented for a HIL environment, with hardware that will be part of the launched A26
submarine. There is a preference for substituting simulation models with hardware
whenever feasible to ensure comprehensive veri�cation and validation. However, a
drawback of falsi�cation with HIL is the combination of long duration for test runs
(since tests run in real time) and the number of test runs needed for optimization-
based methods. These aspects also prove why falsi�cation is primarily applicable
to simulation models, where test runs are cheaper and faster. As established in
[57], falsi�cation is suitable in the design phase of the V-model [82] in model-based
development design. However, a reasonable compromise stated by one participant
in the interviews, see Section 5.2, is that falsi�cation of simulation models could be
helpful to identify the situations that should be focused to test during set to work
or veri�cation period for the full-size ship. Then, prior knowledge of the falsi�cation
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problem can be used with� BO by de�ning where there is a higher chance of the
system being falsi�ed.

While this report introduces a tool designed for automated speci�cation-based
testing, the capabilities of this tool unveil new opportunities for testing systems in
situations where human intervention is impractical. For instance, tests involving
continuous input to the SUT for extended periods, e.g., 24 hours straight.

In this thesis, formal veri�cation was not implemented. However, the third vari-
ant in AuTS can correspond to model checking by de�ning all states and actions for
a ship system. Then, all possible system scenarios could be examined systematically
with the brute-force approach, i.e., similar to model checking.

The researcher formulated the functional and qualitative requirements for AuTS
with the immersion approach. It is hard to present and obtain a clear chain of
evidence in informal immersion approaches [67]. However, this approach was used
due to its simplicity. It was deemed feasible under the requirement analysis due to
its brief duration and the involvement of only a single researcher.

6.2 RQ2 - E�ects of Automated Testing System
for Ship Control and Monitoring System

Ensuring satisfactory software performance often involves testing, a widely adopted
technique encompassing various activities. However, several challenges are encoun-
tered using manual testing, such as its costliness, time-intensive nature, repetitive-
ness, and susceptibility to errors. The �rst variant of AuTS signi�cantly impacts
the testing process by addressing these challenges. According to unanimous partici-
pant feedback, the �rst variant is user-friendly and applicable for testing the SCMS.
Furthermore, they deem that this variant can increase the productivity and quality
of the testing activities for SCMS.

As concluded by both participants, there are some cases where manual testing is
inevitable for the SCMS and should be seen as complementary to automated testing.
The authors in [17] also reported this conclusion. The authors even demonstrate
that integrating manual and automated testing yields favorable outcomes. This
outcome demands that manual and automated testing coexist in a uni�ed fashion.
The challenge to unify manual and automated testing is addressed in this thesis.
AuTS has strengths in compatibility and collaboration with the conventional man-
ual testing of SCMS. As the script-based tests for SCMS are based on SwTDs and
are scripted in a toolbox on top of� -app, the manual and automated testing ap-
proaches primarily require the same testing environment.

As found in previous research, manual testing can be tedious and thus may lead
to errors. One participant also identi�ed these drawbacks. Furthermore, the partic-
ipant stated the importance of thoroughly reviewing the testing scripts to increase
reliability. The veri�cation process has transitioned from manual system testing to
a process where scripts are veri�ed manually, subsequently performing the system
testing. Verifying testing scripts is also tedious; thus, human errors may appear.
However, in the long run, it is considered less demanding to verify that the script-
based tests are reliable than that the test results from manual testing are reliable.
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Prior research has indicated that employing test automation allows faster, more
reliable, cost-e�ective, and frequent testing with shorter feedback cycles than man-
ual testing. The participants also identi�ed all these advantages of test automation
regarding the �rst variant of AuTS. In particular, the participants considered AuTS
bene�cial for regression testing. Automated regression testing is advocated as a ben-
e�cial practice and has been integrated into agile development processes to facilitate
continuous integration [83]. Furthermore, regression testing was identi�ed in [35] as
particularly suited for test automation. The authors in [35] were operating in the
naval defense industry, i.e., the same industry as Saab Kockums, although this is
not a prominent reason for similar conclusions.

Applying falsi�cation in di�erent settings for the SCMS was considered appli-
cable, but the participants were not unanimously convinced regarding the gains in
productivity and quality. Moreover, falsi�cation was considered di�cult according
to the participants, which could hamper the usage of it.

One deviation between the results in this thesis and previous research is the opin-
ions of falsi�cation. In [57], falsi�cation is presented as a simple method compared to
other veri�cation alternatives. Conversely, the participants in this thesis perceived
falsi�cation as challenging to the point that it might limit its practical application.
However, the introduction the participants received on falsi�cation might have been
too brief for them to grasp the concept. In that case, a more profound introduction
of falsi�cation might have resulted in di�erent opinions of its usability.

Furthermore, the participants' perception may depend on the fact that the falsi-
�cation implementation was developed from scratch. By implementing falsi�cation
with dedicated falsi�cation applications, e.g., S-TaLiRo, the falsi�cation may have
been perceived as simpler and more usable by the participants. On the contrary,
each block in the falsi�cation method (see Figure 2.3) has been scripted indepen-
dently from the other blocks in the implementation. It is mostly a matter of writing
the Simulator block's source code to extend with more simulation models. The
Simulator block is based on the simulation model and is not related to the domain
knowledge of falsi�cation. Thus, extending Saab Kockums's falsi�cation environ-
ment with more simulation models should not be overly complicated since they
already know their models.

In general, the results from the interviews regarding the e�ects of test automa-
tion for SCMS can be questioned regarding validity. Only two participants were
participating in the study, where both were working for the case company. Hence,
no interviews were conducted with people from academia to assess AuTS. The re-
searcher would likely extract more information if the data collection were extended
to include more participants with di�erent backgrounds.

6.3 RQ3 - Improvements for Falsi�cation Meth-
ods

The proposed modi�cations to the LSF method stem from insights gained while
implementing falsi�cation for the system modelSHOV . Addressing challenges en-
countered with the standard LSF method, the proposed adjustments, detailed in
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Section 4.2.4.2, serve as e�ective heuristics. Experimental evaluations demonstrate
that the �rst and second adjustments prevent the algorithm from becoming trapped
in local maxima and minima. While identi�ed within the context of this thesis,
these heuristics hold potential applicability to other instances of LSF. The third ad-
justment, aimed at reducing directional bias when generating the random direction
vector, is inherently valuable for minimizing bias in various falsi�cation problems
and can be extended for use in broader LSF contexts.

While this study has explored adjustments of LSF with compelling results, it
is essential to acknowledge the inherent complexity of the subject matter. Conse-
quently, it is prudent to recognize that the standard LSF may o�er enhanced insights
or yield more robust outcomes compared to the LSF proposed in this.

6.4 RQ4 - Performance of Test-Case Generation
Methods in Falsi�cation

Optimization-based and non-optimization-based falsi�cation are explored for the
problem with the hovering controller. Employing an optimization-based approach
necessitates the de�nition of quantitative semantics. Additionally, optimization-
based methods entail an extra cost for solving the optimization problem. When
dealing with falsifying CPS, gradients are generally unavailable, as simulations are
the only viable option for non-trivial systems. Consequently, gradient-free opti-
mization methods are required. It should o�er signi�cantly greater e�ciency than
non-optimization-based approaches to justify the complexity and cost of employing
an optimization-based falsi�cation approach. However, the non-optimization-based
HCR method identi�es the lowest robustness value, cf. Tables 5.1-5.4. Consequently,
the speci�cation was closest to being falsi�ed by assessing extreme combinations of
values, such as the minimum and maximum values within the permissible parameter
ranges.

The HCR method �nds the lowest robustness value at a corner point. This high-
lights the strength of the HCR method, i.e., to evaluate corner points where the
toughest inputs exist in some problems. In this falsi�cation problem, some corner
points correspond to the highest load force amplitude and a hover depth setpoint
closest to the water surface. This load force amplitude entails it to be applied in
one step, compared to smaller amplitudes where more load force steps are applied
but spread out over time. With the load force spread over time, the hovering con-
troller has more time to reduce the depth tracking errore due to the accumulated
load force. Hence, the submarine will deviate less from the hover depth setpoint,
ceteris paribus. This dynamics reasoning is supported in Figures 5.2g, 5.3g, and
5.4g, where all optimization-based methods focus on high load force amplitudes.
Regarding the hover depth setpoint, the force from surface suction increases the
closer the submarine is to the water surface [55]. Thus, the maximum in�uence of
surface suction in this problem should be with the hover depth setpoint closest to
the water surface. However, the generalization of explored values for hover depth
setpoint that minimizes the robustness value can not be identi�ed, cf. Figures 5.2e,
5.3e, and 5.4e.
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In [57], the author proposes the HCR method as a baseline method suitable for
comparing di�erent test-case generation methods in falsi�cation. Furthermore, the
author describes that assessments of standard benchmark problems indicate that
HCR performs well on many problems, except for the most di�cult ones. There
is no exception in this thesis, where HCR �nds the lowest robustness value of all
methods. This may be partially explained by the characteristics of the falsi�cation
problem, where the most challenging inputs can be derived to be located on the
boundaries of the parameter space, i.e., easy problems. However, the HCR method
found the highest mean and median robustness value among all four test-case gen-
eration methods. This is a plausible outcome since HCR does not choose input
parameters based on optimization, which is the case for the other three methods.

The author in [57] states that a carefully chosen formulation based on BO is the
new state-of-the-art optimization method for simulation-based falsi�cation. This is
based on the result from [46], where the TuRBO method is superior to other op-
timization methods, such as vanilla BO. Similar observations are identi�ed in this
thesis, where the TuRBO method �nds the lowest mean and median robustness val-
ues among all four test-case generation methods. Furthermore, it �nds a minimum
robustness value close to the lowest robustness value found among all four meth-
ods. On the contrary, the vanilla BO yields the highest minimum robustness value
among all four methods. Also, it �nds the highest mean and median robustness
values among the three optimization-based methods. By observing the Figures in
5.3a-5.3g, the vanilla BO method cannot generalize narrow areas of optimal values
for most input parameters. This indicates a shortcoming in this method's capabil-
ity to �nd lower robustness values, given that all input parameters in�uence the
robustness value. However, as mentioned in Section 1.6, the time allocated to �nd
optimal features for the optimization methods was limited. Hence, the vanilla BO
might have performed better with more e�ort put into optimizing its features.

In [46], the performance of LSF is between the performance of vanilla BO and
TuRBO for hard problems. This thesis presents comparable �ndings. The minimum,
median, and mean robustness values using LSF are between the values obtained from
vanilla BO and TuRBO, cf. Section 5.4. However, the LSF method cannot elicit
the advantage of emphasizing extreme parameter values since it did not �nd the
same corner point that yielded the lowest robustness value for HCR. The restricted
amount of simulation runs is one explanation. Another explanation is the values
assigned to the parametersk and j in SelectPoints (x), where only one end of
the line segments is a corner point. Hence, more simulation runs would be needed to
�nd the corner point that generated the minimum robustness value using the HCR
method.

No test-case generation method succeeded in falsifying' HOV . Thus, no calcu-
lations can be made regarding the average success rate for falsifying speci�cations.
This metric compares the performance of test-case generation methods in [46]. How-
ever, the minimum robustness value can be used as a proxy for comparing the perfor-
mance of test-case generation methods. Using this proxy to rank the four methods
used in this thesis in order of performance, from best to worst, yields the following
sequence: HCR, TuRBO, LSF, and vanilla BO. This outcome is similar to what is
reported for optimization-based methods on hard problems in [46], where the fol-

80



6. Discussion

lowing ranking is reported from best to worst: TuRBO, LSF, vanilla BO.
Performing 256 simulations per test-case generation method can be considered

too few simulations for this falsi�cation problem. In [46] and [51], 1000 simulations
are performed for each test-case generation method in benchmark problems. How-
ever, most of the benchmark problems have more dimensions in parameter space
compared toSHOV , which partly motivates the di�erence in the number of simu-
lation runs. Nevertheless, it can be argued that insu�cient simulation runs were
performed to falsify the speci�cation. However, with HIL, the simulations are per-
formed in real time, and the motions of submarines are relatively slow. Thus, the
total number of simulation runs could not be increased further.

Moreover, all corner points were examined in the HCR method, and the robust-
ness values for TuRBO and vanilla BO seem to converge to an interval over time,
see Figures 5.4h and 5.3h. There is no trend for reduced robustness values over time
for LSF in Figure 5.2h. Thus, the saturation of data can be considered reached,
meaning that it is unlikely that the speci�cation ' HOV would be falsi�ed even if
more simulations had been performed.

The results of the falsi�cation of A26's hovering controller highlight its consis-
tent and reliable performance across all test scenarios. The system successfully
maintained hovering within the prede�ned limit values in every case, ensuring op-
erational stability. These �ndings suggest that the system is well-suited to support
the stability needs of the submarine under varying conditions. However, one should
remember the quote by Edsger W. Dijkstra, "Program testing can be used to show
the presence of bugs, but never to show their absence!"

6.5 Social and Ethical Aspects

The military industry is a unique and heavily criticized economic sector [84]. The
objective of military products is to defend states and attack when necessary. Thus,
it is questionable whether working with defense material is morally justi�able. The
research conducted in this thesis may improve the e�ectiveness of developing mili-
tary products, but it does not raise any new ethical issues that must be addressed.
Developing and selling military products can be considered two fundamentally dif-
ferent ethical dilemmas. They can contribute to peace or con�ict depending on
who has the military products. In Sweden, the Inspectorate of Strategic Products
controls the exports of military equipment and dual-use products. Thus, the In-
spectorate of Strategic Products can be considered responsible for the products not
falling into the wrong hands.

United Nation's sustainability goal 16.1 statessigni�cantly reduce con�ict-related
deaths. Saab AB's products may counteract this goal. However, Saab AB strives
to keep society and people safe [85]. With Saab AB's systems and solutions that
increase security, creating an environment where humans feel safe becomes possible.
As a result, Saab AB's products may enhance the work towards the United Nation's
sustainability goals of peace and justice, i.e., goal 16. Furthermore, for the above
reasons, Saab AB's purpose is in line with Article 3 in the Universal Declaration of
Human Rights, everyone has the right to life, liberty and security of person.

The implementation of test automation may contribute to United Nation's goal
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8.2, which aims toachieve higher levels of economic productivity. This metric is
measured in the annual real GDP growth rate per employed person. The results
presented in this thesis support this goal, as AuTS has been shown to enhance
testing productivity, thereby enabling greater economic productivity. On the other
hand, the automated testing system may counteract United Nation's goal 8.5, which
aims for lower unemployment rate, given that the system will replace test engineers,
ceteris paribus.
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7
Conclusion

This thesis can be seen as a three-stage rocket. First, it identi�es a set of de-
mands, challenges, and opportunities associated with automating the testing of an
SCMS. Second, it proposes a solution to implement test automation of the SCMS.
Third, it investigates the solution's impact on the veri�cation and validation activ-
ities within Saab Kockums.

By employing a design-science research methodology, functional and qualitative
requirements are identi�ed. These requirements were the foundation when devel-
oping the IT artifact, an automated testing system for an SCMS. AuTS consists
of three di�erent variants of test automation. The �rst variant involves writing
script-based tests based on documents that describe the manual test procedure.
The second variant involves the falsi�cation of simulation models. The third variant
focuses on testing the functionality of ship systems through the use of falsi�cation.
The automated testing system has been applied to in-house testing problems.

Combined, AuTS has proved that it confronts the business needs at Saab Kock-
ums by enhancing the productivity and quality of the testing activities. Although
writing test scripts initially takes time, the investment pays o� in the long run as
most systems undergo frequent testing, resulting in saved e�ort and costs. Addi-
tionally, script-based testing allows for more frequent test executions compared to
manual methods. This increases the likelihood of early error detection in the devel-
opment process when issues are easier to �x. Also, the experiments conducted have
improved our understanding of the LSF. The increased understanding has led to the
proposal of several adjustments to the LSF, ultimately enhancing the e�ectiveness
of falsi�cation for investigated problems.

This study set out to gain a better understanding of the test automation for
PLC-based systems. The �ndings contribute to the speci�cation-based testing of
the PLC-based system, where general implementations are applicable. The study
also aimed to deepen understanding of the �eld of falsi�cation for HIL testing. The
research indicates that, in contrast to MIL testing, the falsi�cation approach is less
suitable for HIL testing, particularly for systems requiring long durations in real-
time testing.

This thesis presents a work�ow that can serve as a guide for organizations that
want to move from manual to automated testing methods. The methods and tools
used for test automation can inspire practitioners to develop similar frameworks, and
it helps them understand the fundamental concepts of developing such frameworks.
While AuTS holds promise for enhancement of the testing activities in this thesis,
it may necessitate certain additions and modi�cations for practical application on a
larger scale.
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7.1 Future Work

For future work, it would be interesting to do a case study at an organization
where test automation has already been implemented. Then, the challenges during
test automation maintenance could be investigated. For instance, what advantages
does test automation o�er throughout the product life cycle? This includes mod-
ifying and updating existing test scripts to ensure their ongoing functionality and
alignment with the evolving veri�cation and validation requirements.

Another interesting problem is to analyze how arti�cial intelligence can be ex-
ploited during the testing process. One possibility would be to use large language
models [86] to verify that the language used in the HMI of the SCMS is Swedish.
Another possibility would be to use arti�cial intelligence to write the script-based
tests, cf. [87].

Continuing the study of falsi�cation with the HIL environment would be an in-
teresting topic for future work. The scope should cover systems where HIL tests can
be performed relatively fast compared to the systems tested in this thesis. Further-
more, BO is a powerful and e�cient technique for global optimization of objective
functions. However, current approaches experience a decline in performance when
the noise level is high, which limits their applicability. In response to this challenge,
extensions of BO have been derived to handle noisy observations [88]. For future
work, these extensions could be incorporated into the optimization-based falsi�ca-
tion with the HIL environment.
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I



A. Software Test Document

Figure A.1: Table of contents from document containing test results from script-
based testing of the test suite in Table 4.1.
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Figure A.2: Document containing test results from script-based testing of the test
suite in Table 4.1.
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B
Interview Protocol

Step Interview question Category

1.
1. What is your role in the organization?

2. How many years of industrial experience do you
have?

Participant's
background

2. The purpose and objectives of the thesis are presented to
participant. The key concepts in the thesis are discussed.

3.
3. How much do you come across testing in your

work? If so, what type of testing?

4. Are you familiar with test automation?

5. Are you familiar with the falsi�cation framework
for cyber-physical systems?

Participant's
background

4. The researcher gives an interactive tutorial in the �rst variant
of AuTS. Based on a SwTD, script-based tests are created
together with the participant.

5.
6. Do you think that this variant of script-based

testing could �t into the testing process for the
SCMS? Where?
(a) Certain systems and functions?
(b) Certain type of tests?
(c) Other?

Applicability

V
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6. 7. Do you think that this variant of script-based
testing could bring benefits to the testing of the
SCMS, compared to today’s testing? Elaborate.
(a) Time and/or effort?
(b) Increased quality?
(c) Other?

Quality and
productiv-
ity

7. 8. Can you describe how difficult it is to script test
cases in AuTS?

9. Can you describe how difficult it is to get the test
results in AuTS?

Usability

8. The researcher gives a tutorial in falsification and how it is
applied to test simulation models and functionality in ship
systems, i.e., the second and third test automation variants.

9. 10. Do you think that the falsification framework can
fit into the testing of SCMS? Elaborate.
(a) To test functionality of ship systems?
(b) To test simulation models?
(c) Other?

Applicability

10. 11. Do you think that the falsification framework
could bring benefits to the testing of the SCMS,
compared to today’s testing? Elaborate.
(a) Time and/or effort?
(b) Find inputs that falsify specifications?
(c) Other?

Quality and
productiv-
ity

11. 12. Can you describe how difficult it is to establish
a falsification environment for a new simulation
model in AuTS?

Usability

12. 13. How do you think AuTS could be improved?
14. Other observations? Anything relevant that is

not covered?

Wrap-up

VI



DEPARTMENT OF ELECTRICAL ENGINEERING
CHALMERS UNIVERSITY OF TECHNOLOGY
Gothenburg, Sweden
www.chalmers.se

www.chalmers.se

	Abstract
	Acknowledgements
	Acronyms
	List of Figures
	List of Tables
	List of Algorithms
	Introduction
	Background
	Case Company and System of Analysis
	Related Work
	Purpose
	Objective
	Delimitations
	Contributions
	Outline

	Theory
	Submarine Vessel
	Ship Control and Monitoring System
	Dynamics of Submarine
	Hovering Controller

	Falsification of Cyber-Physical Systems
	Input Signal Generator
	Input Parametrization

	Simulator
	Quantitative Semantics and Valued Booleans
	Max Semantics
	Additive Semantics

	Objective Function Evaluation
	Parameter Selector
	Hybrid-Corner-Random
	Line-Search Falsification
	Bayesian Optimization
	Trust Region Bayesian Optimization



	Research Approach
	Research Methodology
	Research Procedure
	Business Needs and Applicable Knowledge
	Observations
	Documentary Research
	Unstructured and Semi-Structured Interviews
	Literature Review
	Data Analysis

	Development of the Automated Testing System
	Application of the Automated Testing System at Saab Kockums
	Data Collection
	Data Analysis


	Research Validity
	Construct Validity
	Internal Validity
	External Validity
	Reliability


	Technical Implementation
	Scripting Software Test Descriptions
	Falsification of Simulation Models
	Simulator
	Input Signal Generator
	Load Force
	Sea Water Density Gradient
	Hover Depth Setpoint

	Quantitative Semantics and Specification
	Parameter Selector
	Hybrid-Corner-Random
	Line-Search Falsification
	Vanilla Bayesian Optimization
	Trust Region Bayesian Optimization


	Falsification of Functionality in Ship Systems
	Fictive System Model
	Simulator
	Input Signal Generator
	Quantitative Semantics and Specification
	Parameter Selector


	Results
	RQ1 - Tools and Methods for Automated Testing of Ship Control and Monitoring System
	RQ2 - Effects of Automated Testing System for Ship Control and Monitoring System
	Scripting Software Test Descriptions
	Applicability
	Quality and Productivity
	Usability

	Falsification
	Applicability
	Quality and Productivity
	Usability


	RQ3 - Improvements for Falsification Methods
	RQ4 - Performance of Test-Case Generation Methods in Falsification
	Hybrid-Corner-Random Falsification
	Line-Search Falsification
	Vanilla Bayesian Optimization Falsification
	Trust Region Bayesian Optimization Falsification


	Discussion
	RQ1 - Tools and Methods for Automated Testing of Ship Control and Monitoring System
	RQ2 - Effects of Automated Testing System for Ship Control and Monitoring System
	RQ3 - Improvements for Falsification Methods
	RQ4 - Performance of Test-Case Generation Methods in Falsification
	Social and Ethical Aspects

	Conclusion
	Future Work

	Bibliography
	Software Test Document
	Interview Protocol

